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Abstract 

The concept of reversible data hiding technique is based on steganography and related to internet security. When it is desired to 

send the confidential or secure data over an insecure medium it is necessary to encrypt the cover data and then embed the 

confidential or secure data into that cover data. For achieving this features there are various data hiding techniques, compression 

techniques, and encryption or decryption techniques available. Also it is important that the data hiding should be reversible in 

nature, should be suitable for encryption/decryption domain. The main issues regarding the data hiding are Distortion, Noise 

condition and uneven distribution of embedding capacity. In this work, we propose a novel method for data hiding in encrypted 

image with less distortion and high embedding capacity. Here we used Histogram shifting as the data hiding technique. 

Histogram Shifting utilizes zero and peak points of histogram of an image to embed the data. In order to improve security of 

hidden data, Encryption technique is applied so that intruder cannot predict the presence of hidden data. Also as a striking feature  

‘Image partitioning’ prior to image encryption at content owner side is introduced, thus RDH tasks in encrypted images would be 

more natural and much easier which leads us to the novel framework,” Reversible data hiding by image partitioning”. And as a 

result the performance is measured in terms of PSNR values.   
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________________________________________________________________________________________________________ 

I. INTRODUCTION 

Data hiding is an old technique and has been gaining wide spread attention and significance with increasing threat of insecure 

data transmission and reception. Data hiding in medical images are of great significance as they are multipurpose based like 

copyright protection, reduction of bandwidth, tele- diagnosis etc., Medical image data hiding has to be carefully deal with as 

there cannot be any compromise on the accuracy of data hiding as it may result in wrong diagnosis results and ultimately to 

severe consequences. While each has its own merits and demerits, almost all data hiding techniques revolve around certain key 

factors like robustness, fidelity, embedding capacity; method of retrieval etc., an extensive survey has been carried out in the 

transform and frequency domains in an attempt to bring out an ideal choice of transform for appropriate applications. Since 

several years, the protection of multimedia data is becoming very important. The protection of this multi- media data can be done 

with encryption or data hiding algorithms. To decrease the transmission time, the data compression is necessary for several 

applications. Since few years, a new problem is trying to combine in a single step, compression, encryption and data hiding. So 

far, few solutions have been proposed to combine image encryption and compression. Nowadays, a new challenge consists to 

embed data in encrypted images. 

There are also a number of works on data hiding in the encrypted domain. The reversible data hiding in encrypted image is 

investigated in the recent years. Most of the work on reversible data hiding focuses on the data embedding/extracting on the 

spatial domain. Steganography is a technique of hiding information in digital media. In contrast to cryptography, it is not to keep 

others from knowing the hidden information but it is to keep others from thinking that information even exists. Each bit of data is 

embedded by altering the least significant bit of low frequency DCT coefficients of cover image blocks. Various methods have 

been developed to encrypt and decrypt data in order to keep the message secret. But, it is not enough to keep the content of the 

information/message secret, it may also be necessary to keep the existence of the information secret. The technique used to 

implement this, is called steganography. Steganography is the art of hiding information in plain sight. Looking at data in 

transmission it is very easy to detect if its encrypted or not. To hide information, straight message insertion may encode every bit 

of information in the image or selectively embed the message in noisy areas. The message may also be scattered randomly 
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throughout the image. A number of ways exist to hide information in digital images. Data hiding methods are divided into two 

types: Spatial Domain and Frequency Domain. 
Spatial domain techniques embed messages in the intensity of the pixels directly. Least Significant Bit (LSB) is the first most 

widely used spatial domain steganography. It embeds the bits of a message in the LSB of the image pixels directly. But the 
problem with this technique is that if the image is compressed then the embedded data may be lost easily. Thus, there is a fear for 
loss of data that may have sensitive information. LSB has been improved by using a Pseudo Random Number Generator (PRNG) 
and a secret key in order to have private access to the embedded information. 

In frequency domain, images are first transformed using any transformation functions and then the message is embedded in 
the image. When the data is embedded in frequency domain, the hidden data resides in more robust areas, spread across the 
entire image, and provides better resistance against attacks. There are many techniques used to transform image from spatial 
domain to frequency domain. The most common frequency domain method usually used in image processing is the 2D discrete 
cosine transform. In this technique the image is divided into 8×8 blocks and DCT transformation on each block is performed. 
DCT arranged the pixel of image according to their frequency value. The data bits are embedded in the low frequency 
coefficients of DCT. 

II. PREVIOUS ARTS  

In practical aspect, many RDH (Reversible data hiding) techniques have emerged in recent years. One of the previous methods 

[6] constructed a general framework for RDH. By first extracting compressible features of original cover and then compressing 

them losslessly, spare space can be saved for embedding auxiliary data. Least significant bit (LSB) modification is a common 

method for embedding the watermark in the host data. The method relies on the manipulation of LSBs of images, in a manner 

which is undetectable and imperceptible to human eyes. A more popular method is based on difference expansion (DE), in which 

the difference of each pixel group is expanded, e.g., multiplied by 2, and thus the least significant bits (LSBs) of the difference 

are all-zero and can be used for embedding messages. Authentication and Secret Message Transmission using Discrete Fourier 

Transformation (ASMTDFT) has been proposed to authenticate an image and also some secret message or image can be 

transmitted over the network. High quality reversible watermarking method with high capacity based on difference expansion. 

Pixel differences are used to embed data; this is because of high redundancies among the neighboring pixel values in natural 

images. 

III. PROPOSED METHOD  

 Generation of Encrypted Image: A.

Actually, to construct the encrypted image, the first stage can be divided into two steps: image partition and image encryption. At 

the beginning, image partition step divides original image into two parts A and B ; then, the LSBs of A are reversibly embedded 

into B ,so that LSBs of A can be used for accommodating messages then encrypt the rearranged image to generate its final 

version. 

 Image Partition: 1)

The goal of image partition to construct a smoother area on which standard RDH can achieve better performance. Assume 

original image C is an 8 bit gray or color image with its size M x N and pixels C [0,255].The content owner first partition the 

whole image into two partition say A and B. After partitioning, the content owner place the LSB bits of all pixels in the B part to 

the A part image. Thus we get more space to embed the data. Finally, concatenate the two parts to single image. 

 Generation of Encrypted Image: 2)

After rearranged self-embedded image denoted by X is generated, we can encrypt X to constructed image denoted by E .Assume 

the original images is in uncompressed format and each pixel value falling into [0,255] .The encrypted bits can be calculated 

through exclusive-or operation 

                     
Where           is generated via standard stream cipher determined by the encryption key. 

 Data Hiding Using Histogram: 3)

A novel reversible data hiding algorithm, which can recover the original image without any distortion from the marked image 

after the hidden data have been extracted. This algorithm utilizes the zero or the minimum points of the histogram of an image 

and slightly modifies the pixel grayscale values to embed data into the image. It can embed more data than many of the existing 

reversible data hiding algorithms. We propose a new reversible data embedding technique, which can embed a large amount of 

data (5–80 kb for a 512* 512* 1 grayscale image) while keeping a very high visual quality for all natural images. 
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 Embedding Algorithm: 4)

We first use the ‘Lena’ image as an example. Then the dada embedding and extracting of the proposed algorithm are explained 

below. The Lena image 512* 512* 1 is used; we first generate its histogram. 

1) In the histogram, we first find a zero point, and a peak point. A zero point corresponds to the grayscale value which no 

pixel in the given image assumes, e.g., as shown in Fig. 1.Apeak point corresponds to the grayscale value which the 

maximum number of pixels appeared in the given image assumes, e.g., as shown in Fig. 3. For the sake of notational 

simplicity, only one zero point and one peak point are used in this example to illustrate the principle of the algorithm. 

The objective of finding the peak point is to increase the embedding capacity as large as possible. 

2) The whole image is scanned in a sequential order, say, row-by-row, from top to bottom, or, column-by-column, from 

left to right. The grayscale value of pixels between 155 (including 155) and 254 (including 254) is incremented by ‘1’. 

This step is equivalent to shifting the range of the histogram, [155 254], to the right-hand side by 1 unit, leaving the 

grayscale value 155 empty 

 
Fig. 1: Histogram of Lena Image 

1) The whole image is scanned once again in the same sequential order. Once a pixel with grayscale value of 154 is 

encountered, we check the to-be-embedded data sequence. If the corresponding to-be-embedded bit in the sequence is 

binary ‘1’, the pixel value is incremented by 1. Otherwise, the pixel value remains intact .The above three steps 

complete the data embedding process. Now we can observe that the data embedding capacity of this algorithm when 

only one pair of zero and peak points is used equals to the number of pixels that assume the grayscale value of the peak 

point as mentioned in Step 1.  

 
                                                   Figure 2: Original and Marked Lena image 

 Extraction Algorithm: 5)

Assume the grayscale value of the maximum point and the minimum points are respectively. Without loss of generality, assume  

a < b. The marked image is of size M x N, each pixel grayscale value x € [0, 255]. 

1) Scan the marked image in the same sequential order as that used in the embedding procedure. If a pixel with its 

grayscale value a + 1 is encountered, a bit ‘1’is extracted. If a pixel with its value a, is encountered, a bit ‘0’ is 

extracted.  
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2) Scan the image again, for any pixel whose grayscale value x € (a; b) , the pixel value x is subtracted by 1.  

3) If there is overhead bookkeeping information found in the extracted data, set the pixel grayscale value (whose 

coordinate (i , j) is saved in the overhead) as b   

 Results and Discussion: B.

Test results can be summarized in the below table: 
Table -1:  

Results 

Image PSNR(db) Payload(bpp) Estimated 

   Time(sec) 

Boat 40.07 131072 16 

Barbara 37.52 132340 20 

Airplane 42.47 131062 11 

Baboon 29.89 131053 26 

Lena 39.48 131072 16 

Peppers 35.85 129829 25 

        

IV.  CONCLUSION 

The marking techniques satisfying requirement are referred to as reversible, lossless, distortion-free, or invertible data hiding 

techniques. Reversible data hiding facilitates immense possibility of applications to link two sets of data in such a way that the 

cover media can be losslessly recovered after the hidden data have been extracted out, thus providing an additional avenue of 

handling two different sets of data. Histogram shifting algorithm is quite simple, and the execution time is rather short. It is 

expected that this reversible data hiding technique will be deployed for a wide range of applications in the areas such as secure 

medical image data systems, and image authentication in the medical field and law enforcement, and the other fields where the 

rendering of the original images is required or desired. 

V. FUTURE WORKS 

In general, information hiding implies imperceptibility embedding information (message or metadata) into the host signal 

(images, video, audio, text etc.) for a variety of applications such as steganography, content protection, ownership protection, 

illegal copy prevention, usage tracking, content preservation, etc. High embedding capacity, minimal embedding distortion, 

robustness to adversary attacks, low false positive rate, low error probability of received data, etc. are the desired features of a 

data hiding scheme. The development of data-hiding methods requires many design and quality tradeoffs, i.e., inaudibility of the 

embedded information, embedding capacity, and robustness of the embedded information. The implemented a Novel Reversible 

method can be enhanced in future by using the following provisions 

 MLSB technique can also be applied after embedding when there is lot of change in the pixel to retain nearest to the 

original value  

 Can be applied in networking and the keys are sent and received securely  

 Can be applied in Encrypted image in order to provide security for image  

 Data Hiding on color image and binary image  
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