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Abstract 

In today’s era, secure transmission of confidential data is of biggest concern. The encryption plays an important role in 

transmission of secure data. The encryption means converting the original data to cipher text. The main issue is which technique 

should be used to provide secure transmission. This paper provides an analysis of various encryption algorithms i.e. AES, DES, 

3DES, Blowfish, RC4, RC6. The Comparison is also provided.   
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________________________________________________________________________________________________________ 

I. INTRODUCTION 

The high technological era has leaded the common man to interchange the data in an easy way. This has lead to the increase in 

the misuse of the transferred information via internet like duplicating the data and distributing the data by hackers. This calls for 

a technique which can protect the information from unauthorized access. Information like credit card numbers, bank related 

transactions need to be protected. To provide a secure data transmission, concept of Encryption is used. In recent technologies 

developed for wireless transmission of data, encryption plays an important role. There are different encryption techniques 

available in market for protecting the data from theft. 

II. BASIC TERMS 

 Plain Text:  A.

The original message which the sender wishes to transmit to the intended receiver is called as the Plain text. Say for example: 

person A wish to send a message “Hey! Good Morning” and person B receives the message “Hey! Good Morning”, then “Hey! 

Good Morning “is the plain text. 

 Cipher Text:  B.

The message or the text which is not in the understandable form i.e. the one which is in distorted form is termed as the cipher 

Text. In cryptography, the original message or the plain text is converted in to non readable form. For example: 

Adj$@1234&JH&^% is a cipher text for Hey! Good Morning. 

 Encryption:  C.

The process of converting the plain text in to cipher text is called as Encryption. Encryption allows secure transmission of 

confidential data from insecure channel. Encryption takes as input: an encryption algorithm and a key. Encryption algorithm 

refers to the process or a technique; the steps through which the plain text will be converted in to the cipher text. Key may be the 

password, which can be either public or private. The encryption is performed at sender side. 

 Decryption:  D.

The reverse process of encryption is decryption. The process of conversion of cipher text in to plain text or an original message 

is decryption. The decryption is performed at receiver end. 

 Symmetric Algorithm:   E.

In Symmetric algorithm, only one key is used to encrypt and decrypt the data. If weak key is chosen, it is easy to crack the key 

and thus the security is breached. 
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 Asymmetric Algorithm:  F.

In Asymmetric algorithm, two keys are used i.e. public and private key. The public key is used to encrypt the original text in to 

cipher text. The public key is known to all. The private key is secret as it is known only to the intended recipient. This private 

key is used to decrypt the data i.e. converting the cipher text to plain text. 

III. ENCRYPTION TECHNIQUES 

 Advanced Encryption Standard (AES):  A.

AES is an encryption technique that provides three key sizes i.e. 128, 192 and 256 bits and a block size of 128 bits. AES 

specifies the number of repetitions of transformation rounds. The numbers of repetitions are 10 for 128 bits, 12 for 192 bits and 

16 for 256 bits. 

The Process of AES is described below: 

 
Fig. 1:  AES Process [1] 

Brute force attack is only effective attack against the AES [2]. AES is more effective than other algorithms. 

 Data Encryption Standard (DES):  B.

DES is symmetric key algorithm for encrypting the data. The block size is of 64 bits, out of which 56 bits are used by the 

algorithm and 8 bits are used for checking parity. Complete processing takes 16 rounds.  The block is first divided in to two 

equal halves of 32 bits each; the complete scheme is called as Feistel scheme. The Feistel scheme ( function )  works in four 

stages: 

 Expansion:  1)

The 32 bit block is expanded to 48 bit i.e. the process of expansion. 

 Key mixing:  2)

The result is combined with key which is generated by key schedule. 

 Substitution:  3)

The substitution is performed by S-boxes. The S-boxes is the main component of security in DES. 

 Permutation:  4)

The outputs from S-boxes are rearranged via P-boxes. 

 
Fig. 2:  DES Process [3] 

But, now a day it is not considered successful due to its various weakness. 
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 Triple DES (3DES):  C.

3 DES i.e. the three DES was produced to remove the weakness offered by DES. The issues in DES were weak key, key size, 

etc. So, the 3DES was proposed with the idea of two to three keys. 

In 3DES with the two key concepts, one key is used for encryption and second key is used for decryption. The 3DES works same 

as that of DES; with 2 keys the total key size becomes 112 bit. The 3DES when used with 3 keys, uses 3 keys, one for first 

encryption i.e. encrypting the plain text (plain to cipher text) then second key for decryption and then the third key for encryption 

i.e. third key is used for last encryption. The 3DES used with 3 key produce better results than DES and 3DES with 2 key. Hence 

a more robust system is produced. 

 Blowfish:  D.

It is a symmetric key algorithm that uses same key for encryption and decryption. It is developed by “Bruce Schneier” in 1993. 

Bruce proposed the blowfish algorithm as an alternative to DES as there were lot of weakness found in DES. The block size of 

blowfish is 64 bit and it has a variable key length ranging between 32 bits to 448 bits. Blowfish is a very fast block cipher but its 

weakness is weak keys which make it vulnerable to attacks. 

 Rivest, Shamir and Adleman (RSA):  E.

It is an Asymmetric algorithm that is most widely used for secure transmission. It makes use of two keys one public and another 

private. The algorithm of RSA can be classified in to three stages: 

 Key Generation:  1)

In this phase key is generated based on the concept of prime numbers. 

 Encryption:  2)

In this phase encryption is performed through public key. 

 Decryption:  3)

The decryption is done by the secret key which is only known to the intended recipient. 

RSA is easy to implement but it has one weakness i.e. since the public key is known to all then hacker can       crack the 

private key with the help of public key. The studies have showed that, asymmetric algorithms consume more memory as 

compared to the symmetric ones so the RSA consumes more memory. 

 RC4:  F.

It is Rivest cipher also known as ARC4. It is a stream cipher that generates a stream of bits through permutation. It is used in 

Transport layer security, an internet protocol. RC4 has a variable key length ranging from 1 to 256 bits. 

 RC6:  G.

It is derived from RC5. It has a block size of 128 bits. It supports key size of 128,192 and 256 bits. 

IV. RELATED WORK 

1) In the year 2007, Ezedin Barka &Mohammed Boulmalf [4] analyzed the effect of different implementations of 

encryption techniques which are used by two security protocols i.e. WEP (Wired Equivalent security Protocol) and 

WPA (Wi-Fi Protected Access). The author has analyzed the effect on WLAN Protocols when the encryption is added 

to them. Author have experimented considering two conditions one is under the normal condition when the encryption 

is not applied and second one is when the encryption is applied. One issue with the WEP is that it uses RC4 as its 

underplaying algorithm. Another issue with WEP is that the encryption provided by WEP is easy to crack.WPA is 

backward compatible with WEP equipments. Authors have concluded with the result that when encryption is applied to 

WLAN protocols then throughput is reduced. 

2) Performance Evaluation of Three Encryption/Decryption Algorithms on the SunOS and Linux Operating Systems by 

Turki Al-Somani, Khalid Al-Zamil [5], has selected three symmetric block cipher i.e. DES, three DES and Blowfish. 

They carried out the implementation in three phases i.e. the first phase is used for generating secret keys which will 

further be used in encryption and decryption. The second phase encrypts the message using the algorithm to generate 

the cipher using the key. The third phase decrypts the message using secret key. Authors further tested the algorithms 

under two operating systems one under the SunOS 5.7 and second under the GNU/Linux version 2.4.18-14. The results 

shows that Blowfish is the best, then DES and three DES algorithm. Authors have also stated that Triple DES is slow 

because of added complexity. Along with these, JCA is also discussed in the paper. 
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3) In the year 2010, Diaa Salama Abd Elminaam, Hatem Mohamed Abdual Kader, and Mohiy Mohamed Hadhoud2 [6], 

evaluates the performance of different algorithms like AES, DES, 3DES, RC6, Blowfish and RC2. The authors have 

concluded in five points: 

 There is no difference in the result (hexadecimal or base 64) 

 When packet size is varied, the authors concluded that blowfish produced best results than other algorithms which is 

followed by RC6. 

 Triple DES has slow performance than DES. 

 In terms of time consumption, RC2 is the weaker than others. 

 In terms of Performance AES is better than all the considered algorithms. 

4) Ramesh G, Umarani. R, [7] have proposed a new algorithm i.e. UR5. UR5 is a symmetric encryption algorithm, which 

reduces the time consumption as its process does not require key exchanges as other algorithm requires. The authors 

have proposed a new block cipher algorithm using S-boxes and XOR-gate. The results show that by using the proposed 

algorithm the encryption and decryption time is reduced. 

5) In the year 2008, Marwa Abd El-Wahed, Saleh Mesbah, and Amin Shoukry [8], author have studied four encryption 

algorithms in terms of encryption quality, memory requirement and execution time of the encryption. Based on the 

experiments presented , it is concluded that 

 Permutations techniques are better as compared to substitution techniques. 

 If permutation techniques are combined with the substitutions techniques then more secure results are produced but the 

design becomes complex. 

 More study and research is required in chaos based encryption. 

The level of encryption, security and ease of implementation may be considered as criteria for evaluating      the encryption 

algorithms. 

6) In the year 2011, Gurjeevan Singh, Ashwani Kumar Singla, K.S. Sandha [9], have considered three algorithms i.e. AES, 

DES,3DES and blowfish algorithm. The encryption throughput is calculated as average of total plain text in k bytes 

divided by the average encryption time and the decryption throughput is calculated by average of total cipher text 

divided by the average decryption time. Authors through experimental results concluded that Blowfish has the best and 

3 DES has the worst performance. 

7) In the year 2003, Prasithsangaree.P and Krishnamurthy.P [10], considered four algorithms i.e. blowfish, DES, AES and 

3DES. The input files of varying contents and sizes are encrypted. The authors have experimented on two machines: P-

II 266 MHz and P-4 2.4 GHz. The results show that blowfish is the best among all the considered algorithms and 3DES 

gives 1/3 output of DES. The 3DES produces the unsatisfactory results as compared to the other considered algorithm. 

8) In the year 2013, Anjali Patil, Rajeshwari Goudar [11], have provided a comparative survey on symmetric encryption 

techniques for wireless devices. The authors have provided a complete survey on three encryption techniques i.e. DES, 

3DES and AES. They have compared the three techniques on the different criteria; some are block size, security, speed, 

key size, Resource consumption, etc. From the comparative study done by the said authors , the results can be 

formulated as:  

 The symmetric encryption techniques require less memory as compared to the asymmetric encryption techniques. 

 The symmetric encryption techniques provide more security as compared to the asymmetric ones. 

9) T Morkel, JHP Eloff [12], have evaluated different encryption techniques on the basis of robustness, availability, 

security, flexibility, tested, government support, and many other attributes. The evaluation results shows that AES has a 

government support but lacks in robustness, on the other hand Quantum encryption is robust but lacks in infrastructure 

and hardware. On the whole it depends on the application for which we are using an encryption technique. 

10) In the year 2013, the author Dimple [13], has presented a review of different encryption techniques. She     had reviewed 

three algorithms i.e. RSA, Diffie-Hellman Algorithm and Digital Signature Algorithm. From the review it can be 

concluded that the Diffie-Hellman cryptography algorithm, allows exchange of keys between two users whereas the 

digital signature is used by the receiver to check the authenticity. 

V.  COMPARISON OF ENCRYPTION TECHNIQUES 

Table -1 

Comparison of Encryption Technique 

Technique Key size Block Size Rounds Crack Algorithm 
Memory 

Consumption 
Security 

AES 
128bits,192 bits, 

256 bits 
128 bits 

10 Rounds,12 

Rounds, 14 Rounds 
NO 

Symmetric 

algorithm 
Less Best 

DES 56 bits 64 bits 16 rounds Yes 
Symmetric 

algorithm 
Less Weak 

3DES 
112 bit  with 2 

keys & 
64 bits 48 rounds NO 

Symmetric 

Algorithm 
Less Better than DES 
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168 bits with 3 

keys 

RSA 1024 bits 
Minimum 

512 bits 
1 round NO 

Asymmetric 

algorithm 
More Best 

Blowfish 128 bits 64 bits 16 rounds NO 
Symmetric 

Algorithm 
Less 

Perfect 

alternative to 

DES 

VI. CONCLUSION 

The paper discusses various encryption techniques which are used for secure transmission of confidential data over the internet. 

Paper also provides a comparison between various techniques. Thus it can be concluded from the above study and comparison 

that each technique studied is best in its perspective. To use a specific encryption technique, it depends on the application area 

where we are using the encryption technique. Paper also concludes to the result that if best points of discussed techniques are 

combined together then a robust system can be build. 
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