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Abstract 

Data mining is the process of extracting interesting patterns or knowledge from huge amount of data. In recent years, there has 

been a tremendous growth in the amount of personal data that can be collected and analyzed by the organizations. As hardware 

costs go down, organizations find it easier than ever to keep any piece of information acquired from the ongoing activities of 

their clients. These organizations constantly seek to make better use of the data they possess, and utilize data mining tools to 

extract useful knowledge and patterns from the data. Also, the current trend in business collaboration shares the data and mine 

results to gain mutual benefit [2]. This data does not include explicit identifiers of an individual like name or address but it does 

contain data like date of birth, pin code, sex, marital-status etc. which when combined with other publicly released data like voter 

registration data can identify an individual. The previous literature of privacy preserving data publication has focused on 

performing “one-time” releases. Specifically, none of the existing solutions supports re-publication of the micro data multiple 

time publishing, after it has been updated with insertions and deletions. This is a serious drawback, because currently a publisher 

cannot provide researchers with the most recent dataset continuously. Based on survey of theoretical analysis, we develop a new 

generalization principle l-scarcity that effectively limits the risk of privacy disclosure in re-publication. And it‟s a new method 

modifying of l-diversity and m-invariance by combining of these two methods. They provide a privacy on re-publication of the 

microdata. We consider a more realistic setting of sequential releases by Insertions, deletions and updates and 

Transient/permanent values. We cannot simply adapt these existing privacy models to this realistic setting.   

Keywords: Privacy preservation, data anonymization, data publishing, data security 

________________________________________________________________________________________________________ 

I. INTRODUCTION 

Privacy Preserving publishing of microdata has been studied extensively in recent years. Microdata contains records each of 

which contains information about an individual entity, such as a person, a household, or an organization. Several microdata 

anonymization techniques have been proposed. The most popular ones are generalization [28], [30] for k-anonymity [30] and 

bucketization [34], [26], [17] for „l-diversity [25]. In both approaches, attributes are partitioned into three categories: 1) some 

attributes are identifiers that can uniquely identify an individual, such as Name or Social Security Number; 2) some attributes are 

Quasi Identifiers (QI), which the adversary may already know (possibly from other publicly available databases) and which, 

when taken together, can potentially identify an individual, e.g., Birthdate, Sex, and Zip code; 3) some attributes are Sensitive 

Attributes (SAs), which are unknown to the adversary and are considered sensitive, such as Disease and Salary. In both 

generalization and bucketization, one first removes identifiers. 

Data mining is the process of extracting interesting patterns or knowledge from huge amount of data. In recent years, there 

has been a tremendous growth in the amount of personal data that can be collected and analyzed by the organizations [1]. 

As hardware costs go down, organizations find it easier than ever to keep any piece of information acquired from the 

ongoing activities of their clients. These organizations constantly seek to make better use of the data they possess, and utilize 

data mining tools to extract useful knowledge and patterns from the data. Also, the current trend in business collaboration 

shares the data and mine results to gain mutual benefit. The knowledge discovered by various data mining techniques on 

these data may contain private information about individual or business such as, Social security numbers , credit card 

numbers, income, credit ratings, type of disease, customer purchases, etc., that must be properly protected. So one of the great 

challenges of data mining is finding hidden patterns without revealing sensitive information. Privacy preservation data mining 

(PPDM) is answer to such challenges [2]. Privacy preservation data mining (PPDM) considers problem of maintaining 

privacy of data and knowledge in data mining [2]. With the development of data analysis and processing technique, the 

privacy disclosure problem about individual or enterprise is inevitably exposed when releasing or sharing data, then give the 

birth to the research issue on privacy preserving. To protect privacy against re-identifying individuals by joining multiple 

public data sources, a technique of privacy preserving called k-anonymity [4] was proposed by Samarati and Sweeney in 1998, 

the anonymity techniques became one of the most important research issue on privacy preserving. Anonymity techniques 

typically aim to protect individual privacy, with minimal impact on the quality of the resulting data. We provide here an 

overview of anonymity techniques for privacy preserving. 
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II. THEORY OF BACKGROUND 

 Existing Privacy Preserving Techniques: A.

The main objective of privacy preserving data mining is to develop data mining methods without increasing the risk of 

mishandling [5] of the data used to generate those methods. Most of the techniques use some form of alteration on the 

original data in order to attain the privacy preservation. The altered dataset is obtainable for mining and must meet privacy 

requirements without losing the [5] benefit of mining.  

 Randomization: 1)

Randomization technique is an inexpensive and efficient approach for privacy preserving data mining (PPDM). In order to 

assure the performance [6] of data mining and to preserve individual privacy, this randomization schemes need to be 

implemented. The randomization approach protects the customers‟ data by letting them arbitrarily alter their records before 

sharing them, taking away some true information and introducing some noise. Some methods in randomization are 

numerical randomization and in item set randomization noise can be introduced either by adding or multiplying random 

values to numerical records (Agrawal & Srikant, 2000) or by deleting real items and adding “fake” values to the set of 

attributes. 

 Anonymization: 

To protect individuals‟ identity when releasing sensitive information, data holders often encrypt or remove explicit 

identifiers, such as names and unique security numbers. However, unencrypted data provides no guarantee for anonymity. In 

order to preserve privacy, k-anonymity model has been proposed by Sweeney [5] which achieves k- anonymity using 

generalization and suppression [5], In K- anonymity, it is difficult for an imposter to decide the identity of the individuals in 

collection of data set containing personal information. Each release of data contains every combination of values of quasi-

identifiers and that is indistinctly matched to at least k-1 respondents. Generalization 

 Encryption: 

Encryption method mainly resolves the problems that people jointly conduct mining tasks based on the private inputs they 

provide. These mining tasks could occur between mutual un-trusted parties, or even between competitors, therefore, 

protecting privacy becomes a primary concern in distributed data mining setting. There are two different distributed privacy 

preserving data mining approaches   such as the method on horizontally partitioned data and that   on vertically partitioned 

data.  The encryption method can ensure that the transformed data is exact and secure, but                             it is much lo w 

efficient. 

 Anonymity Models B.

K-anonymization techniques have been the focus of intense research in the last few years. In order to ensure anonymization of 

data while at the same time minimizing the information loss resulting from data modifications, several extending models are 

proposed, which are discussed as follows. 

 Basic Definitions [6]: 

- Identifiers: These are attributes that unambiguously identify the respondent. Examples are the passport number, 

social security number, name, surname, etc. 

- Quasi-identifiers or key attributes: These are attributes which identify the respondent with some degree of 

ambiguity. (Nonetheless, a combination of quasi-identifiers may provide unambiguous identification.) Examples are 

address, gender, age, telephone number, etc. 

- Confidential outcome attributes: These are attributes which contain sensitive information on the respondent. 

Examples are salary, religion, political affiliation, health condition, etc. 

- Non-confidential outcome attributes: Those attribute which do not fall in any of the categories above. 

 k-Anonymity [7]: 

The main objective of the K-Anonymity model is to transform a table so that no one can make high-probability associations 

between records in the table and the corresponding entities. In order to achieve this goal, the K-Anonymity model requires 

that any record in a table be indistinguishable from at least (k−1) other records with respect to the pre-determined quasi-

identifier.  In the k- anonymous tables, a data set is k-anonymous (k ≥1) if each record in the data set is indistinguishable from 

at least (k-1) other records within the same data set. The larger the value of k, the better the privacy is protected. K-

anonymity can ensure that individuals cannot be uniquely identified by linking attacks. 

Let T (i.e. TABLE I) is a relation storing private information about a set of individuals. The attributes in T are classified in 

four categories: an identifier (AI), a sensitive attribute (SA), d quasi identifier attributes (QI) and other unimportant 

attributes. 

For example, we have a raw medical data set as in TABLE I. Attributes sex, age and post code form the quasi- identifier. 

Two unique patient records 1 and 2 may be re- identified easily since their combinations of sex, age and postcode are 
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unique. The table is generalized as a 2- anonymous table as in TABLE II. This table makes the two patients less likely to be 

re-identified. 
Table 1:  

Raw Medical Data Set 

 

Table 2:  

A 2-Anonymos Data Set of Table 1 

 

 Generalization 

Generalization consists of substituting attribute values with semantically consistent but less precise values. For example, the 

month of birth can be replaced by the year of birth which occurs in more records so that the identification of a specific individual 

is more difficult. Generalization maintains the correctness of the data at the record level but results in less specific information 

that may affect the accuracy of machine learning algorithms applied on the k-anonymous data set. Different systems use various 

methods for selecting the attributes and records for generalization as well as the generalization technique [7]. Generalization can 

be applied at the following levels [8] 

 Attribute (AG): 

Generalization is performed at the level of column; a generalization step generalizes all the values in the column. 

 Cell (CG): 

Generalization is performed on single cells; as a result a generalized table may contain, for a specific column, values at different 

generalization levels. For instance, in the date of birth column 

Another method applied in conjunction with generalization to obtain k-Anonymity is tuple suppression. The intuition behind 

the introduction of suppression is about the additional method which reduces the amount of generalization to satisfy the k-

anonymity constraint. Suppression is also used to moderate the generalization process when there is a limited number of outlier. 

 Suppression D.

Suppression refers to removing a certain attribute value and replacing occurrences of the value with a special value “?” indicating 

that any value can be placed instead. Suppression can drastically reduce the quality of the data if not properly used 

[7].Suppression can be applied at the following levels [8] 

1) Tuple (TS): Suppression is performed at the level of row; a suppression operation removes a whole tuple. 

2) Attribute (AS): Suppression is performed at the level of column; a suppression operation obscures all the values of the 

column. 

3) Cell (CS): Suppression is performed at the level of single cells; as a result a k-anonymized table may wipe out only 

certain cells of a given tuple/attribute. 
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Fig. 1: Process of Anonymization of dataset [9] 

 Limitation of K-Anonymity: 

The purpose of k-anonymity is to protect against attribute disclosure by requiring that there be at least p different values for each 

sensitive attribute within the records sharing a combination of quasi identifier. This approach has the limitation of implicitly 

assuming that each sensitive attribute takes values uniformly over its domain; that is, that the frequencies of the various values of 

a confidential attribute are Similar. When this is not the case, achieving the required level of privacy may cause a huge data 

utility loss. 

 l-Diversity E.

While k-anonymity is effective in preventing identification of a record, it may not always be effective in preventing inference of 

the sensitive values of the attributes of that record. Therefore, the technique of l-diversity was proposed which not only maintains 

the minimum group size of k, but also focuses on maintaining the diversity of the sensitive attributes. 

Therefore, the l-diversity model for privacy is defined as follows [3, 10]: 

“Let a q∗-block be a set of tuples such that its non-sensitive values generalize to q∗. A q∗-block is l-diverse if it contains 

l “well represented” values for the sensitive attribute S. A table is l-diverse, if every q∗- block in it is l-diverse.” 

A number of different instantiations for  the  l-diversity definition is available. When there are multiple sensitive attributes, 

then the l-diversity problem becomes especially challenging because of the curse of dimensionality, methods have been proposed 

in for constructing l-diverse tables from the data set, though the technique remains susceptible to the curse of dimensionality. 

Other methods for creating l-diverse tables are discussed in, in which a simple and efficient method for constructing the l-diverse 

representation is proposed. 

 Limitation of l-diversity: 

The l-diversity model protects against sensitive attribute disclosure by considering the distribution of the attributes. The approach 

requires l “well-represented” values in each combination of quasi-identifiers. This may be difficult to achieve and, like p-

sensitive k-anonymity, may result in a large data utility loss. Further, as previously identified, l-diversity is insufficient to prevent 

similarity attack. 

 t-closeness[4,10]: F.

The t-closeness model is a further enhancement on the concept of l-diversity. One characteristic of the l-diversity model is 

that it treats all values of a given attribute in a similar way irrespective of its distribution in the data. This is rarely the case 

for real data sets, since the attribute values may be much skewed. This may make it more difficult to create feasible l-

diverse representations. Often, an adversary may use background knowledge of the global distribution in order to make 

inferences about sensitive values in the data. Furthermore, not all values of an attribute are equally sensitive. For example, an 

attribute corresponding to a disease may be more sensitive when the value is positive, proposed which uses the property that 

the distance between the distributions of the sensitive attribute within an anonymized [14] group should not be different 

from the global distribution by more than a threshold t. The Earth Mover distance metric is used in order to quantify the distance 

between the two distributions. Furthermore, the t-closeness [15] approach tends to be more effective than many other privacy-

preserving data mining methods for the case of numeric attributes. 

 Limitation of t-closeness: 

The t-closeness model protects against sensitive attributes disclosure by defining semantic distance among sensitive attributes. 

The approach requires the distance between the distribution of the sensitive attribute in the group and the distribution of the 
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attribute in the whole data set to be no more than a threshold t. Whereas Li et al. [2007] elaborate on several ways to check t-

closeness, no computational procedure to enforce this property is given. If such a procedure was available, it would greatly 

damage the utility of data because enforcing t-closeness destroys the correlations between quasi identifier attributes and sensitive 

attributes. 

 m-invariance G.

It is new method that invokes the publication of anonymized data in multiple Versions. For this purpose it deals with signature 

(set of different sensitive value) and m-uniqueness (each row in anonymous version should be unique).  

 Signature:  

Let QI* be a QI group in T*(j) for any j ϵ [1, n]. The signature of QI* is the set of distinct sensitive values in QI*. Note that if a 

sensitive value is carried by multiple tuples in QI*, the value appears only once in the signature. Next, we propose m- invariance, 

which is the key to privacy protection in re-publication. 

 M-invariance: 

A generalized table T*(j) (1 ≤ j ≤ n) is m-unique, if each QI group in T*(j) contains at least m tuples, and all the tuples in the 

group have different sensitive values. A sequence of published relations T*(1)... T*(n) (where n ≥1) is m-invariant if the 

following conditions hold: 

1) T*(j) is m-unique for all j ϵ [1, n]. 

2) For any tuple t ϵ U(n) with lifespan [x, y],  t.QI*(x), t.QI*(x+1)...t.QI*(y) have the same signature, where t.QI*(j) is the 

generalized hosting group of t at time j ϵ [x, y].  

III. MOTIVATION 

Serial publishing for dynamic databases is often necessary when there are insertions, deletions and updates in the microdata. To 

our best knowledge, there are only three works targeting parts of these scenarios. The first one, proposed by Byun et, al. [1], uses 

delayed publishing to avoid problems caused by insertions, but does not consider deletions and updates. The second work [2] 

also considers only insertions. The third one, m-invariance [17], considers both insertion and deletion and requires that each 

individual is linked to a fixed set of at least m distinct sensitive values. Counterfeit records sometimes are added into the 

published table in order to protect privacy in data with deletions. However, data updates have not been considered in m-

invariance. Our work is motivated by four main challenges. 

     Firstly, both the QID value and sensitive value of an individual can change, while some special sensitive values should remain 

un- changed. For example, after a move, the postal code of an individual changes. That is, the external table such as a voter 

registration list can have multiple releases and changes from time to time. Also, a patient may recover from one disease but 

develop another disease. The motivating example for [1] and [17] is that the adversary may notice a neighbor being sent to 

hospital, from which she knows that a record for the neighbor must exist in two or more consecutive releases. They further 

assume that the disease attribute of the neighbor must remain the same in these releases. However, the presence of the neighbor 

in multiple data releases does not imply that the records for the neighbor will remain the same in terms of the sensitive value. At 

the same time, some sensitive values that once linked to an individual can never be unlinked. For instance, in medical records, 

sensitive diseases such as HIV, diabetes and cancers are to this date incurable, and therefore they are expected to persist. We call 

these values permanent sensitive values. Permanent sensitive values can be found in many domains of interest. Some examples 

are “having a pilot‟s qualification” and “having a criminal record”. 

      We take m-invariance as a representative to illustrate the inadequacy of traditional approaches for the scenarios above, by the 

following example. In Tables 1, RL1, RL2 and RL3 are snap-shots of a voter registration list at times 1, 2 and 3, respectively. 

The microdata table T1, T2 and T3 are to be anonymized at times 1, 2 and 3, respectively.  In Table 2, three tables T*1, T*2 and 

T*3 are published serially at times 1, 2, and 3, respectively. It is easy to see that T*1, T*2 and T*3 satisfy 3-invariance. This is 

because in any release, for each individual, the set of 3 distinct sensitive values that the individual is linked to in the 

corresponding anonymized group remains unchanged. Note that HIV is a permanent disease but Flu and Fever are transient 

diseases. Furthermore, assume that from the registration lists, one can determine that p1, p2... p6 are the only individuals who 

satisfy the QID conditions for the groups with G.ID = 1 and G.ID = 2 in all the three tables of T*1, T*2 and T*3. Then 

surprisingly, the adversary can determine that p4 has HIV with 100% probability. The reason is based on possible world 

exclusion from all published releases. First, we show that p1 and p6 cannot be linked to HIV. Suppose that p1 suffers from HIV. 

In T*1, since p1, p2 and p3 form an anonymized group containing one HIV value, we deduce that both p2 and p3 are not linked to 

HIV. Similarly, in T*2, since p1, p4 and p5 form an anonymized group containing one HIV value, p4 and p5 are non-HIV carriers. 

Similarly, from T*3, we deduce that p4 and p6 are not linked to HIV. Then, we conclude that p2, p3, p4, p5 and p6 do not contract 

HIV. However, in each of the releases T*1, T*2 and T*3, we know that there are two HIV values. This leads to a contradiction. 

Thus, p1 cannot be linked to HIV. Similarly, by the same inductions, p6 cannot be an HIV carrier. Finally,   from the anonymized 

group with G.ID =2 in T*3, we figure out that p4 must be an HIV carrier! No matter how large m is, this kind of possible world 

exclusion can appear after several publishing rounds. Note that even if the registration list remains unchanged, the same problem 
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can occur since the six individuals can be grouped in the same way as T*1, T*2 and T*3 at 3 different time, according to the 

algorithm in [17]. 

 Secondly, the anonymization mechanism for serial publishing should provide individual-based protection. Yet previous works 

[1] and [17] focus on record-based protection. In m-invariance [17], each record is associated with a lifespan of contiguous 

releases and a signature which is an invariant set of sensitive values linking to rj in the published table. If a record rj for 

individual pi appears at time j, disappears at time j + 1 (e.g. pi may discontinue treatment or may switch to another hospital), and 

reappears at time j + 2, the appearance at j + 2 is treated as a new record r j + 2 in the anonymization process of [17]. There is no 

memory of the previous signature for rj, and a new signature is created for rj + 2. Let us take a look at T*1 in Table 2. From T*1, 

we can find that by 3- invariance, the signature of the records for p1 and p3 in T*1 is {Flu, HIV, Fever}. If p1 and p3 recover from 

Flu and Fever at time 2 (not in T2), and reappears due to other disease at time 3(in T3), the reappearance of p1 and p3 in T3 is 

treated as new records r1, r3 and by m-invariance, there is no constraint for their signature. Thus, at time 3, if the signatures for r1 

and r3 do not contain HIV, p1 and p3 will be excluded from HIV. Consequently,   p2 will be found to have HIV! However, it is 

not easy to extend m-invariance to individual-based protection. For example, binding invariant signatures to individuals is not 

feasible, since an individual may develop new diseases that are not in the signature.  

Table 

 
Table 1:  

Voter Registration List (RL) And Microdata (T) 

 
Table 2:  

Published Tables T* satisfying 3-invariance 
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Thirdly, the knowledge model for the adversary should be realistic. Literature [1] and [17] assume that it is trivial to obtain the 

background knowledge of each individual‟s presence or absence in every snapshot of the microdata. However, gaining this kind  

of participation knowledge can be as hard as knowing the individual‟s sensitive values, because one‟s participation in a 

microdata snapshot is also confidential. For example, [10] deals with protecting the information about the presence of individuals 

in a data release. A more plausible scenario is that an adversary knows the participation knowledge of a few close friends.  

Fourthly, suppression (removing a record that should exist) is better than counterfeit (a deleted record is not deleted). If a rare 

but deadly disease such as SARS is suppressed in the published data, we can still broadcast the existence of such a disease 

without breaching privacy. On the other hand, if a record of SARS is counterfeited but is known to be wiped out, the counterfeit 

will be discovered and lose its protection power for the previous releases. 

 Contribution A.

This paper presents a first study of the problem of privacy preserving serial data publishing with permanent sensitive values and 

dynamic registration lists. We analyze the difficulty and show that without permanent sensitive values, traditional models such as 

-diversity [8] are enough to protect privacy for serial publishing. However, with permanent sensitive values, the problem 

becomes very difficult. No generalization is possible if we assume the adversary possesses full participation knowledge. 

Fortunately, such an assumption is not realistic and we can assume limited participation knowledge instead.  

We propose an anonymization method called l-scarcity which involves two major roles, namely holder and decoy. The 

objective is to bound the probability of linkage between any individual and any sensitive value by a given threshold, e.g., 1/. 

Suppose an individual pi has a sensitive value s in the microdata. One major technique used for anonymizing static data is to 

form an anonymized group mixing 

Table 3:  

Generalization by l-scarcity 

 
pi and other individuals whose sensitive values are not s. Merely having the published anonymized groups, the adversary 

cannot establish strong linkage from pi to s. We also follow this basic principle, where we call the individual to be protected a 

holder and some other individuals for protection decoys. 

We propose two major principles for partitioning: role-based partition and cohort-based partition. By role-based partition, in 

every anonymized group of the published data, for each holder of a permanent sensitive value s, l - 1 decoys which are not linked 

to s can be found. Thus, each holder is masked by  l - 1 decoys. By cohort-based partition, for each permanent sensitive value s, 

we construct l cohorts, one for holders and the other l - 1 for decoys; restrict that decoys from the same cohort cannot be placed 

in the same partition, this is to imitate the properties of true holders.  

Consider the example in Table 1 and Table 2, where l = 3. Since p2 and p4 are HIV-holders in T1. In Table 3(a), they are both 

in cohort 1 where all HIV-holders are stored. In T*1, p1 and p3 form an anonymized group with an HIV-holder (i.e. p2), and they 

are HIV decoys. p1 and p3 are inserted into cohort 2 and 3, respectively. Similarly, p6 and p5 are decoys for p4 in T*1, and are 

inserted into cohorts 2 and 3, respectively. With the constraints of cohort-based partition, we get anonymized table T*3
‟
(Table 

3(b) ) rather than the problematic T*3 ( Table 2(c) ). This is because in T*3, decoys p1 and p6 are grouped with holder p4, but p1 

and p6 are from cohort 2,which violates the constraint of cohort-based partition.  

It should be noted that our solution involves a novel idea of utilizing the assumption of a trusted data publisher and the benefit 

of making the anonymization process known to the public. It is obvious that the data publisher must be trusted. Otherwise, the 

published data cannot be used for data mining purpose. Hence, the publisher is assumed to follow the anonymization algorithm 

exactly. Interestingly, the knowledge of the algorithm is then helpful to protect the privacy by ensuring a proper analysis of the 

probability of linking individuals to sensitive values. Therefore it turns out that providing more knowledge to the adversary 

actually helps in privacy protection, which is a surprising finding. Another interesting idea is to utilize the external information 

such as the voter registration lists to facilitate the anonymization. This is first suggested in [10]. The main observation is that 

there will typically be a lot of individuals who are in the registration list but are “absent” in a data release. These individuals can 

then help to anonymize the ones who are present.  

The rest of this paper is organized as follows. Section 2 formalizes the related concepts and states the problem of serial data 

publishing. Section 3 presents the solution l-scacity and the corresponding analytical study. Section 4 is an empirical study, 

demonstrating the inadequacy of conventional privacy models and the cost of the proposed techniques. Section 5 surveys the 

previous work related to ours. Section 6 concludes the paper. 
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IV. PROBLEM DEFINITION 

Assume that microdata tables T1, T2, ...,Tn are generated at times 1, 2,... n. Let RLj be the snapshot of a publicly available 

registration list (e.g., a voter registration list) at time j. The attributes of RLj include: (1) an individual identity attribute RLj.pid, 

which is the primary key of RLj , and (2) d quasi-identifier attributes (QID): RLj.qid1, RLj.qid2, ..., and RLj.qidd. Assume that I is 

the set of all individuals, thus at time j, RLj corresponds to a subset of I. Tables 1(a) to (c) are examples of registration list 

snapshots. Tj can be seen as a snapshot of a dynamic dataset T at time j. The attributes of T j include: (1) an individual identity 

attribute Tj.pid, which is a foreign key referencing RLj , and (2) a sensitive attribute Tj.S. Each instance of Tj.S is a sensitive 

value. Following the literature‟s convention [8], the value in Tj.S should be categorical, while the other attributes can be either 

numerical or categorical. For each individual  pi   RLj , Tj.S(pi) denotes  S( pid = pi.pid(Tj)), the set of sensitive values 

associated with individual pi in Tj . Assume that at each time j, the publisher releases Tj‟s anonymized version T*j to the public. 

For example, Tables 1(d) to (f) are 3 snapshots of T, while Tables 2(a) to (c) are published anonymized data at times 1, 2, and 3.  

Let S be the set of all sensitive values that can appear in the sensitive attributes. In the   set S, some values are permanent 

sensitive values, which form the set PS. A permanent sensitive value is a value that will stay with an individual permanently. 

Hence if s is a permanent sensitive value, and for an individual pi, s ϵ Tj.S(pi), then for all times j‟ > j, either pi has no record in 

Tj‟, or s ϵ Tj . S(pi). The remaining values in S are called transient sensitive values and they form the set TS. For example, 

diseases like Alzheimer, HIV and cancer are incurable and are permanent sensitive values, while diseases like Flu, Diarrhea and 

SARS are examples of transient sensitive values. 

DEFINITION 1 (ANONYMIZED GROUP). At time j, let P(RLj) be a partitioning of the individuals in RLj , each partition P 

in P(RLj) is related to an anonymized group AGj(P). Each AGj(P) is associated with (1) a unique group ID, and (2) a predicate Q 

on the QID attributes covering the QID values of all individuals in P. We also say that AGj(P) is the hosting group of pi for each 

pi ϵ P. AGj(pi) is also used to refer to pi‟s hosting group.  

An example of the predicate Q is a bounding box for numerical QID values. In Table 2(a), there are two anonymized groups, 

group 1 and group 2, and their intervals of age and zip code correspond to the predicate Q.  

DEFINITION 2 (GENERALIZATION). A generalization T*j of Tj is generated upon a partitioning of RLj denoted by P(RLj). 

The attributes of T*j include: (1) an anonymized group ID gid, (2) attribute predicate set Q for predicates over the QID 

attributes, and (3) a sensitive value attribute S. For every individual pi with a tuple in Tj , let P denote the partition in P(RLj) that 

pi belongs to, a tuple T*i in T*j is generated by: (1) t*i .gid = AGj(P) .id, (2) t*j .Q = AGj(P) .Q, and (3) t*j .S=Tj.S(pi) . Let 

T*j.S(AGj(P)) denote ⋃                        

For example, Table 2 shows three generalizations: T*1 for T1, T*2 for T2, and T*3 for T3. In many applications (such as the 

medical databases) most of the individuals in the registration list will not have any record in a particular data release (since most 

people are healthy). In fact, such absent individuals will play an important role in privacy preservation by being possible culprits. 

Hence, we introduce different states of existence for individuals. For pi ϵ RLj , when there exists a tuple in Tj with Tj.pid = pi, 

we say that pi is present in Tj and also is present in any generalization T*j of T j; 
Table 4:  

Example with no l-scarce generalization 

(a) Microdata T4 (b) Topmost Generalization T*4 

 
Table 5:  

Possible Table Series 

 
otherwise, pi is absent. A special case of absence is when an individual cease to exist forever. pi is said to be extinct. We 

assume that the extinction of individuals is public knowledge.  
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Next, we need to clarify the knowledge that an adversary may possess for privacy attack. Typically, there are 2 kinds of 

knowledge considered: prior knowledge and participation knowledge.  

Prior knowledge is known to the public. At time j, prior knowledge includes: (1) all publicly available registration lists (the 

one at time j is RLj ), (2) the permanent sensitive value set PS, (3) the published table series { T*1 , T*2 , ..., T*j }, and (4) the list 

of extinct individuals.  

An adversary can be familiar with their close friends and have the knowledge of their participation information (presence or 

absence in microdata snapshots) at any time. This is called the participation knowledge. Different adversary may have 

participation knowledge about a different set of individuals, but fortunately the adversary cannot be familiar with every 

individual thus her/his participation knowledge is always bounded. We assume that the size of any adversary‟s participation 

knowledge does not exceed K. That is, s/he can know at most K individuals‟ presence or absence information at any time.  

At any time j, an adversary A can use her/his prior knowledge and participation knowledge to infer the sensitive values 

associated with each individual. In order to quantify the attack on serial data publishing, we define the term privacy disclosure 

risk.  

DEFINITION 3 (PRIVACY DISCLOSURE RISK). Let Bn be the prior knowledge at time n, and A be an adversary with the 

specific participation knowledge PA. The privacy disclosure risk at time n with respect to individual pi and sensitive value s is 

given by  

risk(pi, s, n) = 
   
 

    
     

 Prob(pi, s,  j | Bn, PA) 

where Prob(pi, s, j | Bn, PA) is the probability that pi is linked to s at time j given the knowledge of Bn and PA.  

DEFINITION 4 (PROBLEM). At any time n, generate and publish an anonymization T*n for Tn, the anonymization must 

ensure that  pi ϵ I,  s ϵ S, risk(pi, s, n) ≤ 1/l . Such a series of anonymization T*1, T*2,…., T*n is called an l-scarce anonymization 

series. We also say that the anonymization series satisfies L-scarcity.  

Generalization is one way of anonymization. In Table 2, generalizations T*1, T*2 and T*3 all satisfy l -diversity(l =3) and m-

invariance (m=3) but violate l -scarcity(l =3), as discussed in the introduction part. Yet generalizations T*1, T*2 and T*3‟ satisfy 

not only l -diversity (l =3) but also l -scarcity (l =3).  

This problem is very difficult when the adversary can have participation knowledge of every individual. Generalization is not 

possible in some cases. A generalization T*, is called a topmost generalization if T* has only one anonymized group AG where 

all individuals in T are covered by AG‟s QID predicate. Obviously, if the top most generalization could not guarantee privacy, 

then no generalization can. In Table 4, T4 is the microdata snapshot at time 4, consequent to T1, T2 and T3 in Table 2, while T*4 

is the topmost generalization for T4. Even if we adopt a topmost generalization for each of T1, T2, T3 and T4, we deduce that 

T*4 still cannot guard privacy if the adversary knows everyone‟s participation information (i.e., K=| Uj RLj | ). This is because p4 

has been found to be absent while p1, p2, p3, p5, p6 are still present at time 4, and one of the two HIV occurrences has 

disappeared. Since HIV is a permanent sensitive value, p4 must be linked to HIV.  

We can adopt the conventional random world assumption on the probabilistic analysis. In serial data publishing, a random world 

can be defined by a possible series of microdata tables, where by possible, we mean that the series could have been the original 

microdata tables which have generated the observed published anonymized tables and which do not violate the known 

knowledge. Hence, we introduce the definitions of possible table series. 

DEFINITION 5 (POSSIBLE TABLE SERIES). At time n, table series TS
A

possible = { T
p

1 , T
p

2 , ..., T
p

n } is called a possible 

table series for adversary A if the following requirement is satisfied: 

1)  T
p
j ϵ TSpossible, (1) T*j is a generalization of T

p
j and (2) T

p
j    does not violate the prior knowledge nor participation 

knowledge of A, 

2)  pi ϵ T,  ps ϵ PS, if  j, ps ϵ T
p
j .S(pi), then  j „ > j, either pi is absent in T

p
j  or ps ϵ T

p
j‟ . S(pi). 

For the example, consider the table series in Table 2. Assume an adversary A have participation knowledge of individualsp1,…, 

p6. At time 3, besides { T1, T2, T3 } in Table 1, { T
p
1 , T

p
2 , T

p
3 } in Table 5 is also a possible table series. 

At time n, the privacy disclosure risk of linking individual pi to sensitive value s is:   

risk(pi, s, n) = 
   
 

    
     

 nlink(pi, s, j) / ntotal(TS
A

possible)      (1) 

where ntotal(TS
A

possible) is the number of possible table series for A at time n, and nlink(pi, s, j) is the number of possible table 

series { T
p
1 , T

p
2 , ..., T

p
n } for A where s ϵ T

p
j . S(pi).  

In the above we adopt the random world assumption. A possible world is given by a possible table series. The risk is related to 

the number of random worlds with assignment of the value s to individuals pi. 

 l –Scarcity A.

We propose a generalization technique called l -Scarcity to solve the problem in Definition 4. In L-scarcity, each permanent 

sensitive value holder is protected by a number of decoys, which all act like holders to confuse the attacker. This basic idea is 

similar to that used in k-anonymity and l -diversity, yet it is a dynamic setting here. It is possible that an individual is linked to 

more than one permanent sensitive values. Thus we shall use a permanent sensitive value as the prefix for roles, because one 

may serve as roles for different permanent sensitive values concurrently.  
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Let us formally clarify 3 basic roles in L-scarcity. At any time j > 1, we specify the time immediately before the 

anonymization of Tj as time j¡, and the time immediately after anonymization with possibly some new role assignments as time 

j
+
.  

For pi    T and s   PS: if  1 ≤ j „< j, s   Tj‟ . S(pi), then pi is called an s-holder from time j¡. If  s‟   PS, s‟ ∉ Tj .S(pi) and pi 

is not a s-decoy at time j¡, then pi is called an s-clean individual. In Sections 3.1 and 3.2, we will describe when and how to 

select individuals to serve as s-decoys.  

For example, in Table 2, initially no one is assigned any role, at time 1
‒
, p2 and p4 are and HIV-holders, while p1, p3, p5 and 

p6 are HIV-clean individuals. At time 1
+
, after the anonymization process, the roles of HIV-decoys may be assigned to p1, p3, 

p5, p6. 

 Role-based Partition B.

For the first microdata snapshot T1, we generate T*1 that satisfies l-diversity [8]. Then, at any time j > 1, after T*j-1 is published, 

before generalizing Tj to T*j , the roles are updated as follows. For each pi that becomes s-holder at time j, l - 1 individuals are 

selected to serve as s-decoys. After roles are updated, we can anonymize Tj to its generalization T*j, the constraints of which are 

specified by a basic principle called role-based partition as follows.  

1) PRINCIPLE 1 (ROLE-BASED PARTITION). At time j > 1, each anonymized group AG in T*j  satisfies the following 

conditions: 1. For each permanent sensitive value s in PS, let Nd be the number of s-decoy in AG, and Ns be the number 

of s-holders in AG. Then Nd = (l - 1) . Ns.  

2) For each transient sensitive value s‟  ϵ TS, let Ns‟  be the count of s‟  in AG. Then Ns‟ =  1/l  | AG |,  

3) Where |AG| is the number of individuals that are present in AG.  

By condition 1 in the above, there should always be l - 1 s- decoys for each s-holder. Note that if there is no s-holder in AG, 

there should be no s-decoys; otherwise, those s-decoys will lose their protection functionality since they can be excluded from 

the possibility of being an s-holders, and consequently disclose the s- holders they have protected in earlier table publications. 

Condition 2 requires that each transient sensitive value satisfies a simplified form of l-diversity. Note that if the adversary has no 

participation knowledge the value of |AG| can be defined as the number individuals in AG, both present or absent. However, if in 

the worst case the adversary has participation knowledge of the individuals that are present then such individuals can help to 

provide for the uncertainty.  

 Cohort-based Partition C.

Unfortunately, role-based partition cannot prevent the linkage exclusion problem as shown in our first motivation example in 

Section 1.1.Therefore, besides role-based partition, we propose another partition principle: cohort-based partition. Our goal is 

that an adversary could never reach a contradiction by assuming that an s-decoy is an s-holder. Without such contradiction, no 

linkage exclusion will be possible. The solution is to distribute the s-decoys into l - 1 cohorts, and ensure that s-decoys from the 

same group could never share the linkage to one s appearance, which is a basic property if  they were indeed s-holders. 

Naturally, all the s-holders can form one cohort too because they can never share linkage to only one s. Including a cohort for s-

holders, we have in total l cohorts. The structure of cohorts is utilized for this purpose.  

To better present the ideas, we first assume no participation knowledge on the adversary‟s side. Also we assume no change in the 

registration list over time. These restrictions will be relaxed in Section  

 Container and Cohort 

From the above discussion individuals would be assigned to cohorts. However, an individual that is initially assigned the role of 

a decoy may become a s-holder and in which case it must pass its role onto some other individual who then acts as if s/he has 

been the decoy all the time. To find such eligible replacement, we do not enter individuals directly to the cohorts. Instead, we 

enter a structure related to a region, where the region can contain multiple individuals so that replacements can be found within 

the region. Such a region is called a container. 

DEFINITION 6 (S-CONTAINER). An s-container C at time j is defined by a predicate QC over the attributes of the QID. We 

say that C contains an individual pi in a registration list RLj if the QID value of pi in RLj satisfies the predicate QC.  

DEFINITION 7 (S-CONTAINER INSTANCE/OWNER/S-BUDDY). A set CI = { C, po } is called an s-container instance, 

where C is an s-container containing a special individual po which is either an s-holder or an s-decoy, who is the owner of CI. 

We also say that CI is owned by po. C may also contain s-clean individuals. An s-clean individual in an s-container instance CI 

that has existed since the creation of CI is called an s-buddy.  

An s-buddy is a potential eligible replacement for taking up the role of an s-decoy. Example 1 below helps to illustrate the 

above definitions. Note that at any time, there is a one-to-one mapping between the set of s-holders plus s-decoys to the set of s-

container instances.  

At time j, a set C of individuals is called an s-clique if C only contains one s-holder and l - 1 s-decoys.  

DEFINITION 8 (S-COHORT/S-COHORT FORMATION). A set consisting of a number of s-container instances is called an 

s-cohort. An s-cohort formation is a set of l disjoint s-cohorts, in which one of the s-cohorts consists of container instances 
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owned by s-holders, and the remaining s-cohorts consist of container instances owned by s-decoys. Moreover, in each s-cohort, 

there are exactly Ns(the number of s-holders) container instances. 

 Let us see how the cohorts are initialized. At time 2, from every partition P   P(T1), for each s   PS that is contained in T*1  . 

S(AG(P)), we can form exactly count(s, AG(P)) s-cliques.  s   PS, l empty s-cohorts are initialized, and CH(s) is a set which 

stores those l s-cohorts. For each s-clique C, we put the s-holder‟s s-container instance into the first s-cohort CH(s)[1], and place 

the l - 1 s-decoys‟ s-containers in the same s-clique into  the l - 1 s-cohorts CH(s)[2],…, CH(s)[ l - 1], (one for each) respectively. 

For all s   PS, we construct CH(s) by repeating the above procedure. The predicates in the corresponding containers in the 

construction must follow the principle of cohort-based partition.  

PRINCIPLE 2 (COHORT-BASED PARTITION). At time j, each anonymized group AG in T*j satisfies the following 

conditions: 

1) In AG, if there are m s-holders, then  i where 2   i   l - 1, there are exactly m s-decoys whose s-container instances 

are in CH(s)[i],  

2) Let Q be the predicate on the QID values of AG and let Q be the predicate of the container for the container instance 

owned by any s-decoy or s-holder pi in AG, then Q implies Q. 
Table 7:  

Registration list RL6 and microdata snapshot T6 

 
Table 8:  

Containers and container instances 

 
At any time j > 1, after T*j-1  is published, before generalizing Tj to T*j  , the roles are updated. Then, fresh s-decoys‟ container 

instances are distributed into cohorts CH(s)[o](2   o   l - 1) while fresh s-holders‟ container instances are entered into cohort 

CH(s)[1]. 

EXAMPLE 1. Suppose at time 6, the registration table RL6 and microdata T6 are given in Table 7. There are two permanent 

sensitive values: HIV and Alzheimer. By L-scarcity, each individual is assigned some roles, as shown in Table 7(a). By the 

container construction procedure ( in Section 3.2.2), the containers at time 6 are maintained as in Table 8, five of which are HIV 

containers (C1 to C5), and two of which are Alzheimer-containers (C6 to C7). Note that these containers are defined by the 

predicates on Age and Zip Code as shown in the last two columns of the table. Then, we have HIV-cohorts and Alzheimer-

cohorts as in Figure 1(a) and (b) respectively. Finally, the publication T*6 in Table 9 is obtained, which satisfies both the role-

based partition principle and cohort-based partition principle 

 Container Maintenance 

An s-decoy may become an s-holder and there will be replacement for such a decoy. The concept of containers enables us to 

easily identify a possible replacement. In the next part, we discuss details of how to maintain container instances after such 

updates.  

To simplify our discussion of container maintenance, we make the following assumption. This assumption will be relaxed in 

Section 3.2.5.  
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ASSUMPTION 1 (BUDDY ABUNDANCE). At time j, each s- container instance CI from time j - 1 contains at least one 

unique s-buddy Bp(CI) which is present and one s-buddy Ba(CI) which is absent. By uniqueness, we mean that for two instances 

CI1 and CI2, Bp(CI1)   Bp(CI2) and Ba(CI1)    Ba(CI2). 

 
Fig. 1: Cohorts for HIV and Alzheimer 

Table 9:  

Published Table T6* 

 

- Introducing new s-holder: At any time j if there is a new s-holder pi, then a new container instance for pi is added to the 

cohort CH(s)[1], also one new decoy container instance need to be made available from each of the remaining l - 1 

cohorts.  

In the following, we show how to initialize or maintain the s-container instances according to how pi‟s role changes:  

- [CASE M1]: pi is not an s decoy at time j  1 and becomes a new s-holder at time j:  

C = allocateContainer(pi); CI(pi)   { C, pi }; enter CI(pi) into CH(s)[1]. (Note that the decoys for pi will be introduced by 

CASE M2 or CASE M4.)  

- [CASE M2]: pi becomes an s-decoy that owns a new container instance at time j in cohort H:  

C = allocateContainer(pi); CI(pi)    { C, pi }; enter CI(pi) into cohort H.  

- [CASE M3]: an s-decoy pi that owns a container instance CI at time j   1 becomes an s-holder at time j: C = 

allocateContainer(pi); CI(pi)   { C, pi } enter CI(pi) into CH(s)[1]. (Note that the decoys for pi will be introduced by 

CASE M2 or CASE M4.)  

One s-buddy pi0 is chosen from CI to become an s-decoy and the new owner of CI (CASE M4).  

- [CASE M4]: an s-buddy pi for a container instance CI becomes an s-decoy which owns CI.  

In the above, the routine allocate Container(pi) is to construct a new container C which contains pi. It is important to note that 

with no participation knowledge, the adversary cannot determine which individual is present or absent. Hence with an s-decoy pi 

in a container instance CI, there is no contradiction from the published data that pi has been present or absent together with the s-

holder since the creation of CI. It is because e when pi is absent(present), there must be some other individual pj that is 

present(absent) and the adversary cannot distinguish between pi and pj .  

Absence of individuals. An individual that is present at one data release may become absent in another. It becomes an issue 

when such an individual has been an s-holder or an s-decoy. Suppose pi is present in Tj - 1 but is absent in Tj .  

1) [CASE A1]: If pi is an s-holder at time j   1, then when it is absent we must also make l - 1  s-decoys absent. In order 

to make a decoy absent, an absent s-buddy in an s-decoy pd‟s container instance takes over the role of this s-decoy. pd 

becomes s-clean. This corresponds to CASE M4. We say that the container instance becomes dormant. In this case, 

there is no explicit changes of containers and cohorts. 

2) [CASE A2]: If pi is an s-decoy at time j   1, then it is replaced by an s-buddy pb who is present in the same container. 

This corresponds to CASE M4. pi becomes an s-clean individual again.  

When an s-holder that has been absent become present, absent s-decoys can be made present by switching the s-decoy role to a 

present s-buddy. If an s-decoy that has been absent becomes present, and the container instance should remain dormant, then  the 

role of s-decoy is passed to another s-buddy who is currently absent. 
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Clique Extinction: exit of container instances. If an individual pi becomes extinct, it is a special case of absence for pi since pi 

will never be present in the future. Whenever there is any s-holder pi that  is extinct and there exist l - 1 s-decoy container 

instances with the s-decoy or any s-buddy that is extinct, we say that a clique extinction has occurred, the l corresponding 

container instances will be removed from their respective cohorts together. The secret of the s-holder will be kept forever. 

 Anonymization Step 

l-scarcity integrates role-based partition and cohort-based partition: a partition should be a role-based partition and a cohort 

based partition simultaneously. With such a partition, anonymization (generalization) is applied. 

 Discussion 

Note that an individual pi may be linked to multiple sensitive values in Tj . Suppose {s1, s2}   Tj .S(pi).  pi will be both an s1-

holder and an s2-holder. In such a case, pi is in both the s1- cohort and the s2-cohort. Similarly an individual can be a decoy for 

multiple sensitive values.  

One basic assumption for the data releases is that the number of permanent sensitive value occurrences is not large compared 

to the dataset size. In the worst case, l – 1 decoys are required to cover each such occurrence, which is possible only if the 

occurrences do not exceed 1/ l  of the data size. This is justified in the medical data scenario, where sensitive and persistent 

diseases are relatively rare, with evidence from a real dataset used in our empirical studies. 

 Privacy Guarantee D.

Next let us examine the privacy guarantee of l-scarcity. First, we need the definition of possible assignments. 

At time n, T‟n is possible table for Tn if T‟n  is the n-th table in a possible table series. For a possible table T‟n, the set of 

individuals that are linked to a sensitive value s is called a possible s-assignment at time n. 

 Preliminary Analysis 

Let us return to the example in Table 2. HIV is a permanent sensitive value but Flu and Fever are not. The objective is to publish 

a generalization series that satisfies persistent l-scarcity, where l = 3. We first build three HIV-cohorts. In this example, each 

container instance contains only one individual which is also the owner of the container instance. Let the three cohorts be (p1, 

p6), (p2, p4), and (p3, p5), respectively. By l-scarcity, the cohorts remain unchanged for times 1, 2. Let T*1 , T*2   be the 

anonymization based on these cohorts. Given these published tables, the adversary may analyse as follows. From the registration 

lists, the set of individuals belonging to each group in the two tables can be determined. From the group with G.ID=1 in T*1, if 

p1 is linked to HIV, then neither p2 nor p3 could be associated with HIV, and therefore from the group with G.ID=1 in T*2, p6 

must link to HIV. Therefore, one possible assignment is that p1 and p6 are HIV carriers. Following this inference procedure, 

there are 5 possible assignments at time2: P1, P2, P
‟
1 , P

‟
2 and P

‟
3 in Table 10.  

Note that there are fewer possible assignments linking either p1 or p6 to HIV (only P
‟
3 ) than that linking each of p2, p3, p4, 

p5 to HIV. For example for p2, there are two such assignments P1 and P
‟
1 . Under each possible s assignment, to construct the 

possible tables of T1 or T2 is straightforward: occurrences of the other 2 sensitive values could be arbitrary assigned to the 

remaining individuals since they are transient. Therefore, totally there are 20 possible tables for T1, in which 4 tables link p1 to 

HIV(P
‟
2 ), 8 link p2 to HIV(P1 and P

‟
1), and 8 link p3 to HIV(P

‟
2 and P

‟
3). Combining the two tables, there are 5(4

2
) possible 

table series in total, we have 4
2
 possible table series for p1 or p6 being linked to HIV, 2(4

2
) possible table series for each of p2, 

p3, p4, p5 being linked to HIV. Thus, the linkage probability of p2, p3, p4 or p5 to HIV is 2/5, which exceeds the required 

threshold of 1/3 (l =3).  

However, this result is counter-intuitive, given that generalization is based on three cohorts and each cohort has equal chance 

of being the HIV-holder cohort. It is not logical that some individual, such as p1 or p6, gets a smaller chance of being linked to 

HIV. 

 Trusted Publisher based Analysis 

What is missing in the above analysis is that it does not take into account the anonymization mechanism. In our approach, the 

adversary or the public will be provided with the additional knowledge of the l-scarcity mechanism. Then, the above random 

possible world assumption is not accurate nor complete. The possible world model should be enriched with possibilities or 

random variables made relevant by the mechanism. In particular, the s-cohort formations for all s becomes one of the random 

variables. The same sensitive value assignment to the individuals under different cohort formations will be considered as two 

different possible worlds. The random world assumption is then applied on top of this model.  

With the mechanism knowledge, but not knowing exactly the cohorts, first an adversary would need to consider the possible 

formations of the cohorts. From T*1   and T*2 , there are only two possible cohort formations, namely, F1 = { (p1, p6), (p2, p4), 

(p3, p5) } and F2 = {p1, p6), (p3, p4), (p2, p5) }. For formation F1, there are 3 possible assignments, namely, {p1,p6}, {p2,p4}, 

and {p3,p5}. Each individual is linked to HIV in one out of the 3 assignments. For F2, the possible assignments are {p1,p6}, 

{p3,p4}, and {p2,p5}. Again, each individual is linked to HIV in one out of the 3 assignments. Under each of these six scenarios, 

there are the same number of possible table series by considering all possible assignments of the transient values to T
p
j .S(pi) for 

the remaining pi‟s. Therefore, by the random world assumption, each of the two formation has equal probability, and the number 

of possible table series where each individual is linked to HIV is one-third of all the possible table series.  
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The above example shows that we should consider possible worlds as defined by a possible cohort formation and a possible 

assignment of sensitive values under the formation. We first define the term possible s-cohort formation series which is a series 

of consistent s-cohort formation from which T*1,..., T*n can be generated.  

DEFINITION 9 ( POSSIBLE S-COHORT FORMATION SERIES). At time n, a series of s-cohort formation 

{L1,L2,L3,…,Ln}, where Lj  is an s-cohort at time j, is a possible s-cohort formation series if and only if the followings hold:  

 Let Li = {C
i
1 , C

i
2,…, C

i
l } and Lj = { C

j
1, C

j
1,…, C

j
l }, 

1) If 2 different s container instances CI1 and CI2 occur in Li and Lj , then CI1 and CI2 are in the same s-cohort in Li iff 

they are in the same s cohort in Lj . 

2) If an s-container instance occurs in both Ci1 and Cj1 (both are cohorts for s-holders), then if po is the owner of the 

instance in C
i
k , it is also the owner of the instance in C

j
k. 

The first condition in the above governs that a container instance will never switch from one cohort to another cohort. The 

second condition says that for s-holder cohorts, the owner of a container instance is never changed. With L-scarcity, the 

container instance may become dormant but is never removed from a cohort until it joins a clique extinction, once a s-holder is 

assigned to be the owner of a container instance, it will not give up its ownership 

to another individual until the container instance goes extinct. Therefore we have the following lemma.  

L-scarcity generates only possible s-cohort formation series for each s.  

We call the combination of possible cohort formation series for all permanent sensitive values a global possible cohort 

formation series. A random possible world is defined by a global possible cohort formation series G and a possible table series 

generated by G. With the l-scarcity mechanism, the definition of risk(pi, s, n) is defined to be the fraction of random possible 

worlds where pi is assigned to s.  

THEOREM 1. With l-scarcity, the risk of any individual pi being linked to s at time n is given by 

risk(pi, s, n)   1/ l 

 Proof Sketch:  

Let CFpossible be the set of all possible s-cohort formation series at time n. CFpossible can be partitioned into l – 1 subsets: 

CF
1
,…, CF

L-1
, where CF

k 
corresponds to the set of s- cohort formation series with exactly k cohorts which have never 

experienced any change of ownership for any container instance that appears at two different times. That is, there are l – k 

cohorts which have experienced some changes in such ownerships at or before time n. 

The risk of individual pi being linked to s is related to the number of random worlds with assignment of the value s for pi. For 

CF
k
, it is easy to see that there are k cohorts that could be the s-holder cohort, and there are l – k cohorts that cannot be the s- 

holder cohort. In CF
k
, let CF

k
pi be the subset of cohort formation series where pi is the owner of some container instance CI(pi) in 

the published data. 

Since each container instance conforms to the Cohort-based partition principle, and all possible instances are constructed from 

the anonymized groups in the published tables, each anonymized group has the same effect on each cohort. Hence each container 

instance has an equal chance of being included in each cohort.  

Within CF
k
pi , there is a probability of k/l where CIi is within one of the possible s-holder cohorts, and for each such cohort, 

there is a chance of 1/k where the cohort is indeed the s-holder cohort. Hence the probability that pi is linked to s is given by k/l x 

1/k = 1/l. This probability is conditioned on CF
k

pi , in other words,  

Prob(pi, s, n | CF
k
pi) = 1/l                                  (2) 

Let Prob(CF
k
) = 

        

              
. The number of possible worlds generated by each of the possible s-cohort formation series is the 

same because there are the same number of remaining linkages of values to individuals in each anonymization group in the 

published tables, and the individuals are not distinguishable from the adversary viewpoint. Therefore from Equation 2 the 

probability of pi being linked to s at time n is 

 

 Refinement of l-scarcity E.

In the previous discussion, for clarity, there is no consideration of QID value changes and participation knowledge of the 

adversary. In this subsection we refine l-scarcity to address these issues. 
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 QID Value Updates 

From the multiple releases of RLl, one can determine the changes of individuals‟ QID values from time to time, the changes lead 

to changes in the s-cohorts. Suppose pi has changed the QID value at release Tj so that it is different from that in T*j-1  . If pi is 

an s-holder and, after the QID change, it is not contained in the container instance CN at time j - 1, then a new container instance 

owned by pi is created, which replaces the old container. If pi is an s-decoy and, after the QID value change, pi is not in the 

original container CN, then CN should still contain an s-decoy. Hence, the role of pi as an s-decoy is replaced by an s-buddy in 

the container instance. The role of pi is changed and it becomes an s-clean individual. 

 Participation Knowledge 
Here we consider that the adversary has the knowledge of the presence and/or absence of up to K individuals. We replace the buddy 

abundance assumption in Section 3.2.2 with the following assumption (K buddy abundance assumption): given Tj , and the cohort formation at 

time j - 1, each container in any cohort should contain at least K+1 s-buddies which are present and at least K+1 s-buddies which are absent.  

With at least K+1 s-buddies present, an adversary will not have knowledge of at least one s-buddy px that is present, with the QID 

anonymization, from the adversary‟s viewpoint, px can be any individual present or absent in Tj . Therefore, px can become an s- decoy if 

needed, and the s-decoy role of px can also be swapped in the future with the s-buddy role of other s-buddies.  

With at least K + 1 s-buddies absent, an adversary will not have knowledge of at least one absent s-buddy py. Hence, py can be the s-

decoy who is absent in a dormant container instance, and the role of decoy of py can be swapped with another s-buddy in the future. 

In case the condition in the K buddy abundance assumption above is not satisfied, it is possible for the adversary to know everyone 

that is present, then an adversary may limit the scope of possible s-decoy to the current set X of present individuals. Therefore, the available 

pool of s-buddies must be within X, and can be further restricted if only a subset of X is present at any time. The final available s-buddy will be 

pinned as described in Section 3.2.5.Let us call the scheme of l-scarcity with the refinements in this section the refined l-scarcity, the proof of 

the following lemma is similar to that for l-scarcity.  

 Anonymization Algorithm F.

Existing anonymization algorithms [3, 5] can be adopted for the task of l-scarcity. The existing anonymization algorithms 

generate a number of anonymized groups, each of which satisfies some privacy requirement such as l -diversity. In this paper, we 

can borrow one of these algorithms by making each group in the output of these algorithms satisfy the properties of both role-

based partition and cohort-based partition instead. This flexibility is a good feature since it opens the opportunity of leveraging 

the known anonymization algorithms to optimize l-scarcity. In this paper, we adopt a top-down strategy [3] to perform the 

anonymization algorithm because it is found that a top-down approach often introduce less information loss in data publishing.  

Specifically, each time we generate a published table T*j from Tj , we perform the following steps. Firstly, for each s   PS, 

update the l s-cohorts. Secondly, for each s   PS, s-cliques are  created from all the s-holders and s-decoys. If there are N 

container instances in every s-cohort, then we will create N s-cliques. At the beginning, all the s-holders and s-decoys are set as 

available (not involved in any clique). We perform the following process m times. We want to form an s-clique C. Initially, we 

set C =  . Randomly pick an s-cohort among the l s-cohorts. In this chosen cohort, randomly select an available container 

instance in which the owner pj‟ is picked and inserted into C. For each of all other s- cohorts, we find an available container 

instance and a corresponding owner pj‟ which is the closest to pj , insert pj‟ into C, and mark pj‟ as unavailable. The final C forms 

a final s-clique. Finally, with every formed clique as an atomic unit, an existing anonymization algorithm is applied to form a 

number of groups each of which satisfy the condition 2 of role-based partition. Note that when an anonymized group contains a 

clique, the QID predicates of the container instances(whose owner in the clique) will be implied by the QID predicate of the 

group. 

 Proposed Algorithm for Privacy Preservation G.

- Input: An Original Dataset S  

1) Read Original Dataset S file.   

2) Display set of attribute name and total number of attribute that are in the dataset S (data extraction). 

3) Select sensitive, quasi-identifier and key attribute from dataset.  

4) For the first raw table use some existing privacy algorithm (e.g., l-diversity) and m-invariance to generate a temporary 

table T‟. 

5) Apply Generalization on that dataset or table. 

6) Find HIV-holders and HIV-decoys from T‟. 

7) Construct the cohorts according to HIV-holders/decoys. 

8) Whenever there is a new medical raw data. 

9) Update the role of individuals according to different scenarios. 

10) Generate some containers (if necessary). 

11) Generate a published table according to the cohorts Form containers for each    Holder and Decoy. 

- Output: Anonymized table T*. 
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V. EXPERIMENTS 

All the experiments are performed on a windows system with a 3.2Ghz CPU and 2 Giga-byte memory. We deploy one public 

available real hospital database CADRMP4. In the database, there are 8 tables: Reports, Reactions, Drugs, ReportDrug, 

Ingredients, Outcome, and Druginvolve. Reports consists of some patients‟ basic personal information. Therefore, we take it as 

the voter registration list. Reactions has a foreign key PID referring to the attribute ID in Reports and another attribute to indicate 

the person‟s disease. After removing tuples with missing values, Reactions has 105,420 tuples while Reports contains 40,478 

different individuals. In Reactions, an individual can have multiple diseases, which is quite coherent with our problem setting. 

We take Breast Cancer(15 occurrences in Reactions), Cavity Cancer(1 occurrences in Reactions) and Diabetes( 60 occurrences in 

Reactions) as permanent sensitive values and other diseases as transient sensitive values. Dynamic microdata table series 

TSexp={ T1, T2, ..., T20 } is created from Reactions. T1 is randomly selected from Reactions with a rate of 10%. In later 

rounds, Ti are generated in this way: 10% of the tuples in Ti¡1 randomly change their sensitive values, 10% of the tuples in Ti¡1 

are removed, and 10% of tuples in Reactions are inserted into Ti. Besides, dynamic voter registration list series RLSexp=fRL1, 

RL2, ..., RL20g is made from Reports. RL1 is firstly set as a duplicate of Reports. In later rounds, RLi are generated in this way: 

from RLi¡1, vol% people change their values on QIDs(vol is a parameter), 0.2% people become extinct, and 0.35% people are 

freshly generated(randomly) and inserted5. In all our experiments, there are 20 publishing rounds in total. 

 
        Fig. 4: Perturbation ratio vs. round: l-scarcity 

 
Fig. 5: Query error vs. round: l-scarcity 

 
Fig. 6: Query error vs. round: l-diversity and m-invariance 
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Fig. 7: Computation cost vs. round: l-scarcity 

 

 
Fig. 8: Breach Rate vs. Round 

VI. CONCLUSION 

Privacy-preserving data publishing corresponds to sanitizing the data, so that its privacy remains preserved. Randomization 

method is simple but it add some noise in original data so it‟s not preserve privacy for big dataset. Encryption especially difficult 

to scale when more than a few parties are involved and also it does not hold good for large databases. Anonymization preserve 

privacy of individual data through generalization. Serial publishing for dynamic databases is often necessary when there are 

insertions, deletions and updates in the microdata. Current anonymization techniques for serial data publishing cannot support 

data updates on both QID attributes and the sensitive attribute and none of them consider the effect of permanent sensitive 

values. We addressed these issues by proposing a novel anonymization method by role composition. Utilizing the assumption of 

trusted publishers, we present an analysis showing that individual privacy can be guaranteed by our method. In the experiments 

on a real dataset, we find that our proposed algorithm is efficient and also can preserve the utility of published data. 
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