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Abstract 

 

A novel Reversible data hiding technique in encrypted image is presented in this paper. Reversible data hiding in encrypted images 

maintains the excellent property, that the original cover can be losslessly recovered after embedded data is extracted while protecting 

the content’s security. In Reversible Data hiding technique instead of embedding data in encrypted Image directly some pixels are 

estimated before encryption so that additional data can be embedded  in the estimating error.RC4 algorithm is applied to the rest 

pixels of the image and a special encryption scheme is designed to encrypt the estimating error. Without the encryption key one 

cannot get access to the original image. Providing with data hiding key only one can embed in or extract from the encrypted image 

additional data without knowledge of the original images.In other words ,data extraction and image recovery are free of error for all 

images .Experiments gives the feasibility and efficiency of proposed method. Especially in aspects of embedding rate versus Peak 

Signal-to-Noise Ratio (PSNR). 
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_________________________________________________________________________________________________________ 

I. INTRODUCTION 

Reversible Data hiding in encrypted image is a technique in which the original image can losslessly be recovered after the embedded 

data is extracted i.e. it has capability to erase the noise introduced by embedding step after cover restoration. This important 

technique is mostly used in medical imagery, military imagery and in law forensics where no noise of the original cover is allowed. 

Many RDH have been proposed on three fundamental strategies: Lossless Compression appending scheme [1] [2], Difference 

Expansion (DE).[3][4],in which the difference of each pixel group is expanded for e.g. multiplied by 2 and then the LSBs of  the 

difference are all zero and can be used for data embedding and In Histogram Shift (HS) [5]. Some space is saved for data embedding 

by shifting the bins of histogram of gray values. Some recent art combined these strategies to residuals of the image such as 

prediction errors (PE) to achieve better performance. Almost all state of the art-RDH algorithms use two steps. First step generates a 

host sequence with small entropy i.e. host has a sharp histogram which usually can be realized by using prediction error (PE) 

combined with sorting technique or pixels selection [6]. The second step reversibly embeds in the host sequences by modifying its 

histogram with method like HS and DE. Optimal coding methods for modifying the histogram were proposed by Zhang et.al [7] and 

Lin Chung. Nowadays with increasing demand of privacy protection, ability to embed information in the encrypted data is increased. 

Since the entropy of the encrypted image is maximized and leaves no spare space for traditional RDH methods to exploit, the 

embedding steps are not possible using simple RDH algorithm. So some attempts are made to accommodate additional data 

reversibly in encrypted images. 

In order to provide security for the images, encryption is an effective method as it converts the plain text i.e. readable data into 

cipher text i.e. unreadable form of the data. Although some RDH techniques in encrypted images have already been   published yet 

there are some promising applications that can be applied to encrypted images. In [8] Zhang divided the encrypted image into blocks 

by flipping 3 LSBs of the half pixels in each block, one bit message can be embedded into each block. Hong et.al [9] makes better 

Zhang’s method [8] by further exploiting the spatial correlation using a different estimating equation and side match techniques in 

order to take extract the data the two methods rely on decrypted images which may be unknown for some cases. Aiming for 

separating data extraction from image decryption, Zhang in [10] founds the syndromes of low density parity check matrix to 

compress the LSBs of encrypted image. By doing so an extra space is created to embed extra data. 
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Fig. 1: Illustration of The Proposed Method 

These techniques can achieve only low embedding capacity or generate marked image with poor quality of high embedding 

capacity and all of them subject to some errors on data extraction and or in image restoration this paper proposes a novel RDH 

method in encrypted images based on estimating technique. A big part of pixels are utilized to estimate the rest of the pixels before 

encryption and then encrypted with a standard encryption algorithm. After that we encrypt the estimated errors with a special 

encryption scheme. The extra data can be embedded in the encrypted image by modifying the estimating errors. Generally, the 

excellent performance can be attained in three different prospects and these prospects are: 

The proposed method is completely reversible, it means no error occur in the data extraction and image recovery steps. 

The PSNR i.e. Peak Signal to Noise Ratio values of marked decrypted image are much higher than those appeared in previous 

method. 

Extraction and Decryption steps are independent, which are more specific. 

II. PROPOSED METHOD 

All the three method described in [8 9 10] try to space out room from the encrypted images directly, which uses the idea of 

compressing the encrypted image. However, losslessly vacating room from the encrypted images is difficult and thus this technique 

doesn’t achieve good image quality or complete reversibility. In this section, we described a method that significantly improve the 

performance by reversing the order of encryption and vacating room by using this idea we empty out room prior to image encryption 

by shifting the histogram of estimating errors of some pixels  and the empted out room will be used for hiding the data. 

The described method is composed of four primary steps. These steps are: Vacating room and encrypting image, concealing data 

in encrypted image and data extraction and image recovery Fig 1.Illustrates the overview of the proposed method. 

A. Vacating room and encrypting image 

Let us assume that the original image is M N image X is an 8-bit gray scale image with pixel X (i,j) [0,255],1   M, 1 j N 

.Firstly, the owner randomly selects the p% pixels denoted by I from X according to the encryption key and calculates the estimating 

values from the surrounding 1-p% pixels denoted by E. Here p is a secret integer given by the owner and usually smaller than 20. 

The estimation of the pixels X (i,j)   I can be calculated as 

         ⌊
∑ ∑                         

     
 
     

∑ ∑               
     

 
   

⌋      (1) 

Where sgn(*) represent a sign function defined as     (      )  {
              
             

              (2) 

To circumvent the case that no pixels in E surround X (i, j)   I which makes eq.(1) unappropriate and to the accuracy of 

estimation, a threshold T (1    ) is adopted. Just X (i,j)    whose neighborhood used at least T pixels in E is choosen to be 

estimated and denoted by Ia and the pixel X (i,j)     with less than T pixels in E surrounded which is denoted by Ib  is skipped and 

encrypted along with the 1─p% pixels  in E. It is true that estimation accuracy can benefit from the setting of large T. However, the 

large value of the T may limit the size of Ia and therefore decreasing the embedding capacity. By doing relevant experiments we 

proposed that T=4 can attain a good balance between estimating accuracy and embedding capacity. By obtaining the estimating 

values, the owner can calculate the estimating errors of pixels belonging to Ia through. 

                                                                       (3) 
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The next step is to replace the gray value X(i,j) with its estimating error e (i,j) for the pixels belonging to Ia. A gray value X (i,j) 

ranging from 0 to 255 can be represented by 8 bits, bi,j (0), bi,j (1), bi,j (2),…………..,bi,j (7) such that 

bi,j(k)= 
      

  
] mod 2, where k=0,1,2,3,………,7          (4). 

The estimating error (i,j) can be positive or negative that is only e (i,j) falling into [─127,127] can be correctly saved with 8 bits  

by using the most significant bit that is (MSB) bi,j (7) stand for sign bit (for e.g. bi,j(7)=0 indicate for positive while bi,j(7)=1 indicate 

negative) and the rest bits are used to represent the absolute value of e(i,j). In order to enable reversible modifications of the 

histogram, we truncate the error values into [─124,125]. To do it, we modified the value of e(i,j) varying from [─124.125] as the 

difference between e(i,j) and corresponding its boundary value. In other words, if e(i,j) <─124 we adjust it as e(i,j)+124 and if e(I,j) > 

125 then we adjust it as e(i,j)─125 and a location map O1 is used to record the position of such error values . 

In the next step, the owner of the content creates the embedding space by modifying the histogram estimating error in Ia. First, find 

two highest bins in the histogram with their corresponding values P1 and P2. In general, the estimating error satisfy a Laplacian 

distribution centered at zero so we select P1=─1 and P2=0 for simplicity. Second, search for two lowest bins and denote their 

respective value as Z1 and Z2 satisfying Z1 < P1 and P2 < Z2. Using these four parameters, modification based on histogram shift can be 

operated 

         {
                                                    

                                        
 (5) 

Where e’ (i,j) represents the shifted estimating error. sgn’ is also a sgn function specified as 

    (      )  {
                

              
 (6) 

By shifting the bins between Z1+1 and ─2 towards left and bins between 1 and Z2 ─1 towards right, the bins between ─2 and 1 are 

emptied out if the bins of Z1 and Z2 are not empty, the owner of the content should record the position of the error value equals to Z 

1and Z2 In another location map O2. 

After generating the estimating errors value difference expending method or histogram shifting method can be applied to these 

error to embed the location map O1 and O2. Although this process may also cause overflow/ underflow problems in E, a self 

contained RDH method can deal with such problems itself. After histogram shifting, the owner of the content will provide shifted 

error in Ia to the data hider for the data embedding. To protect such information from leakage, the owner of the content encrypts the 

estimating errors in the following manner. Firstly, with encryption the owner of the content randomly picks q% position in Ia. If e’ 

(i,j)   [2,125] or if e’(i,j)=0 create a pseudo-random  number r(i,j)   [0,125] with encryption  key and the error value is encrypted by 

E1 (e’(i,j))=(r(i,j) + e’(i,j) mod 126) + 2 (7) 

By adding 2, the encrypted value is shifted from [0,125] to [2,127] and thus 0and 1 are vacated for representing the bits to be 

embedded. It is clear that the original error values 126 and 127 have been truncated to 1 and 2 and their position have been recorded 

in location map O1,there for these truncated value can be easily recovered after decryption  

In the above equation we shift the encrypted value from [─124,0] to [─127,─3]  by subtracting  ─3 and thus ─1 and ─2 are 

vacated for representing the bits to be embedded. Note that original error value equal to ─125, ─126, and ─127 has been truncated to 

─1, ─2 and ─3 and their position have been recorded in location map O1, that’s way these truncated values can also be recovered 

after decryption. 

How to shift and encrypt the histogram of estimating error can be explained by an example. In this e.g. the error values are taken 

from [─15, 15], that can be represented by five bits. Before encryption, the error has been truncated to [─12, 13] and we will replace 

the modular 126 with 14 in equation (7). Two lowest bins in the original histogram are denoted by ─8 and 8, both which have zero 

frequency as shown in the fig.1.The values belongings to [1,7] are shifted towards the right and the values belongings to [─2,─7] are 

shifted towards the left, which are given in the shifted histogram as shown in the fig.1(b). Next we select a secret integer, for e.g. 

q=20 and create a random index Ind that includes 20% indexes of errors. Finally, we encrypt about 20% error values equals to 0 and 

─1according to index and encrypt all the errors values belongings to [─3, ─15] and [2, 15] By comparing fig.2 (a) to 2(c). It  can be 

seen that all the frequencies in fig.2.(a) are concealed after encryption . 

After shifting and encrypting the histogram, the rest bins are 0 and ─1 can be used to embed the information. We can insert the 

message bit b into the error value e’(i, j) equal to 0 and ─1 by the following equation: 

        ={  
                        

                          
 (8) 

The bit b can be extracted from e”(i,j) by 

  {
                     
                     

  (9) 

 

The error value e’(i,j) can be improved by the following equation 

          {

                          

                       

                        

   (10) 
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We preserve first several 0 and ─1 to insert the length of Ia. For a 476×279 image sixteen, 0 and ─1 are enough to accommodate 

the length information. 

 
Fig. 2(A)                  Fig. 2(B) 

 
Fig. 2(C)                  Fig. 2(D) 

The next step is to rearrange encrypted errors in Ia to the top of the image followed by the pixels in Ib and E as shown in fig.2 that 

protects the position information of the image from being divulged. Finally the owner of the content encrypts the pixels in Ia and E 

using a secure encryption algorithm such as RC4 with encryption key. Without the encryption key it becomes difficult for a third 

party to access the details of the original image. 

B. Data hiding in the encrypted image 

When a data hider, perhaps a server, receives the encrypted image, he can insert some information into it for the purpose of media 

notation or reliable verification if he posses the data hiding key. First the data hider reads the length of Ia by extracting the first 

sixteen 0,1,-1 and -2 from the top of the image and decoding them with eq. (9). Secondly, he encrypts the data to be embedded with 

data hiding key. Third, he embeds the encrypted information into the rest error values in Ia that are equals to 0 and ─1 with 

eq.(8).Finally, with data hiding key, the data hider arbitrarily permutes the position of elements of  XE and thus a potential attacker 

cannot extract the embedded data.   

C. Data extraction and image recovery 

1) Scheme I: Data extraction before image decryption 

In the planned method, when the server acquires the data hiding key, firstly he permutes back the elements of XE and gets Ia that has 

been put into the top of the image. Thus he can extract the encrypted bits from Ia with equation (9) and then decrypt the extracted 

binary sequence to get the embedded information. 

2) Scheme II: Image decryption before data extraction 

In above Scheme both data embedding and taking out are manipulated in encrypted area. On the other hand, there exists another  

situation that the user needs to decrypt the image first and then extract the data from the decrypted image when it needed. That’s way 

we proposes second scheme, image decryption before data extraction. Generating the marked decrypted image: To formulate the 

marked decrypted image X”. The owner of the content should following steps: 

Step 1: With public data hiding key, permute        reverse the order of the elements in XE. 
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Read the length of Ia from the first sixteen values of XE equals to 0, 1, ─1 and ─2 and then sequentially decrypt all the error 

value in Ia that belongs to [2, 127] and [─127, ─3]. For simplicity, the encrypted error is consistently denoted by E(e’(i, j)). If an 

encrypted error E(e’(i,j))    [2, 127], it decrypt as       

         (       )                                 (11) 

If an encrypted error E’(e’(i,j))  [─127,─3],it decrypt as 

          (  (       )                )          (12) 

Where r(i,j) in equation (11) is a pseudo random- number belonging to [0,125] and r(i,j) in (12) is a pseudo- random number 

belonging to [0,124]. Te pseudo random number is generated with the help of encryption key. The pixels in Ia and E are also 

decrypted with help of encryption key. 

Step2: Generate p% random position of an M×N     image with the encryption key and sequentially put the pixels of E into the 

other 1─p% positions with the number of surrounding pixels in E, the position of pixels in Ia and Ib can easily be identified and 

put back. 

Step3:  Extract the location map O1 from E. For a location (i,j)  O1,if e’(i,j)>0, it is adjusted as e’(i,j)=e’(i,j)+125 and if 

e’(i,j)<0, then it is adjusted as e’(i,j)=e’(i,j)─124. 

When the threshold T is relatively small, the PSNR values of the marked image X” versus the original image X can be predicted 

as. 

            (
       

         
)                               (13) 

D. Data extraction and image reinstallation: 

After generating the marked decrypted image, the owner of the content can further extract the data and recover the original image. 

This process is similar to traditional RDH method. The subsequent outlines the detailed steps: 

Step1: Locate positions of pixels in E according to the encryption key and execute the RDH algorithm reversely to extract location 

map O1, O2 and O3 and re-establish the original pixels belonging to  

Step2: Locate position of pixels in Ia and calculate their estimating values X’ (i,j) and by reversing the function we get error 

values 

e’(i,j) =X”(i, j)─X’(i, j) (14) 

Which should be further adjusted according to O1and O3. For a position (i,j)   1 , if e’(i,j)>0,it is adjusted as e’(i,j)=e’(i,j)─125 

and if e’(i,j)<0 then it is adjusted as e’(i,j)=e’(i,j)+124. For a position e’( i,j)   O3, if X”(i,j)=255, then it is adjusted as 

e’(i,j)=e’(i,j)+1. 

Step3: Generate the index with encryption key, which includes q% random positions of Ia. Extract the data according to the error 

values 0 and ─1 with eq. (9) but skip the all error values whose position belong to index ind. 

Step4: Recover the estimating errors via eq.(15). 

  e(i,j)= 

  {
           ’  ’               ’                     

                                                                    
 

(15) 

 

Furthermore, adjust the error values according to O1 and O2. For a position (i,j)   O1,.If e(i,j)≥0. It is adjusted as e(i,j)=e(i,j)+125 

and if e(i,j)<0,it is adjusted as e(i,j)=e(i,j)─124. For a position (i,j)   O2, if e(i,j)=Z1+1, it is adjusted as e(i,j)=Z1 and if e(i,j)=Z2─1, 

it is adjusted as e(i,j)=Z2. 

III. EXPERIMENTAL RESULT 

Standard test image of, 405×407 shown in fig. 2 is adopted to express the possibility of the planned method. The complete 

reversibility (CR) of the planned algorithm has been verified due to the uniformity between the restored image and the original 

image. The encrypted image is decrypted as shown below by setting T=4, p=20 and q=20. 

The encrypted image is decrypted as shown below by setting T=4, p=20 and q=20. We define embedding rate (ER) as bits per 

pixel (bpp), means the average number of message bits carried by each pixel. In the example shown above the embedding rate is 0.16 

bpp. Before comparing the described method with the state-of-art-algorithms, it is important to discuss three parameters p, q and T 

that affect the performance of the described method. Both parameters p and q are determinant of embedding capacities. In other 

words, larger p or q corresponds to higher embedding capacities. For simplicity, we restrict 1≤p≤20.Given a certain embedding rate, 

the user can randomly select a p as p        as long as the corresponding embedding capacity is larger than the embedding rate. 

After that, user can randomly selects a q to ensure large enough capacity and conceal the frequency of estimating errors equal to 0 

and ─1. We can randomly select in the range of [0, 90]. Note that 16 bits have been used for the length of Ia.  

The third parameter T is concerned with the estimation accuracy and embedding capacities which are conflicting to each other as 

stated above. Meanwhile, the estimation accuracy in a way determines the length of location map O1 O2 and O3 .In this paper we 

examine the situations that T≥4 under different p and also determine its values experimentally. In order to consider the numerical 
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results on different images an admired gray scale image is used to test our algorithm in terms of parameter T. The average 

performance of the described method on 50 images of database as shown in the table.1. As expected, the average length of three 

location   maps and embedding capacity decrease as T increases. 
Table 1 

P(%) 1 5 10 15 20 

ER (bpp) 0.0019 0.0097 0.020 0.029 0.039 

PSNR(dB) 68.43 61.35 58.31 56.54 55.34 

An important point here is that three location maps are embedded in E which is independent from the additional data embedded in 

Ia. In other words the embedding capacity of the proposed method is not reduced with increasing size of location maps. With        

setting p {            },q=20 and T=4. It can be observed as the proposed method can achieves a wide range of embedding rate for 

acceptable PSNRs. Now it is necessary to compare the proposed method with previous work. First to clearly understand the concept    

of complete reversibility (CR) and quantify it by introducing average error pixels Aep, which is defined as:  

    
 

 
                                                                           

Where Y is the number of images for testing and U is the total number of pixels that cannot be correctly recovered in Y images. 

 
  

 

Fig. 3(A): Original Image (B): Encrypted Image (C): Encrypted Image After 

Rearrangement 

(D): Marked Decrypted  

Image With PSNR  

 
Fig. 4(A)                     Fig. 4(B) 

As previous, we randomly select the 50 natural images and present the comparison results of proposed method with Zhang’s [24]  

in table three shown below. It is clear that the Aep of proposed method equal to zero verify its CR property. More the proposed 

method can keep PSNR above 55dB when embedding rate reaches to 0.04bpp. One important thing is that previous method in [22 

23] is not included in the above comparison because the previous method cannot separate data extraction from image decryption 

.Second reason is that this method in [22 23] the error occurred in data extraction and image recovery can be erased with the help of 

error correcting codes. Further we plot the maximum embedding capacity and PSNR results under given embedding rate and also 

modified the method in [22 23] with error correcting codes to eliminate errors. Plot of maximum embedding capacity and PSNR 
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results under given embedding rate are shown below. In addition, another experiment has been conducted to measure the 

computational difficulty of the proposed method and it allocates the complexity in three divided steps: generation of encrypted 

image, data concealing process and generation of marked decrypted image. The results are reported in the Table 2, where the speed is 

measured in seconds based on Matlab R2013a(8.1) license No.724504 and implementation on a computer with Intel(R) core(TM) i5 

CPU M520 processer 2.40GHz.The complexity of the proposed method increases with the embedding rates that are determined by p. 

And the proposed method allocates high complexity on encryption and decryption steps related to data hiding process. Overall the 

proposed method is ideal for encrypted image organization 

 
Fig. 4(C) 

IV. CONCLUSION 

This paper proposes a RDH method for encrypted images by shifting the histogram of predicted errors, and achieves standing 

performance in three aspects complete reversibility, higher PSNR under given embedding rate and also separability between data 

extraction and decryption. 
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