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Abstract 

 

In present days, car theft has become a major threat to the common man, with 1 car being stolen every 6.5 minutes in India. 

Though most of the car manufacturers flaunt of deploying immobilizers, still the number of cars being stolen is on the rise. With 

the invention of new and sophisticated way of stealing, every now and then car security has been threatened immensely. Not only 

India, “GRAND THEFT AUTO” seems to have become the most common game on the European and American streets too. 

Approximately 1 million vehicles are stolen each year in the US, which averages out to about 2,500 a day. Frankfurt remains 

Germany‟s car theft capital where Polish gangs operate a highly productive empire. Thorough research work and after going 

through various case studies made it possible to deduce that most car thefts are of the petty variety, rarely involving assault. The 

thief doesn‟t want confrontation. In this paper an attempt as been made to prevent potential car theft using ANTI-THEFT 

SYSTEM, designed with efficient wireless and wired circuitry. 
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I. INTRODUCTION 

This research study is a result of general problem of vehicle thefts. Study aims at design of an efficient system which not only 

ensures higher rate of accuracy in curbing car thefts but also provides a great alternative of rescuing the car with maximum 

security, if somehow it has been stolen. A deep study about the available security systems in the country was conducted, but it 

was found that almost all of them were associated with some problems. Moreover they were not very economical, turning things 

more problematic for the car owners.  

 The design and manufacture of anti-theft systems have become more and more complex due to the rise in complexity of theft 

in the system. A market survey [1] was conducted and it was found that most of the anti-theft systems available on market are of 

the alarm type that audibly deter some thieves away but do not prevent one's car from being stolen and also may not be good 

enough to meet the growing complexity of theft in the country. Certain designs have been proposed which are too complicated 

and may not always be accessible to the common man due to their high cost. 

   One of the applications tracked the stolen vehicle and its present location using GSM module but does nothing to prevent the 

cause of theft, or it fails to provide assertive check on theft at its initial stages [2]. Venkaiah. J, Narendra Babu. T and Kondalrao. 

Punati [3] developed an embedded system which can authenticate the engine status by voice recognition. It tries to prevent theft 

using voice authentication concept. Whenever voice isn‟t matched with reference, access is denied. Otherwise, if it matches, the 

user is asked to enter a unique password. Now this seems impractical in the sense that system has to be activated for single 

person‟s voice, making it very difficult for his/her colleagues or mates to access the car controls. Further there are systems using 

face recognition to allow car access which pose similar problems [4]. All these complications might not prove to be economical 

from the common man‟s point of view.    

 These were the incentives which proved to be a motivation to do something with car security system. Therefore, in this paper 

an economical and much simpler design has been proposed. 

II. PROPOSED ANTI-THEFT MODEL “WATCHMAN” 

It is much safer to have a system that monitors the car on its own and communicates to the car owner without putting human life 

to risk. All this can be made possible by utilizing the availability of GSM network, mobile phone and electronics circuits to 

achieve a design of an automated system which is programmed to work as a thinking device to accomplish purpose of acting as a 

“WATCHMAN” as shown in Figure 1. 
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Fig. 1: Proposed Anti-Theft Model “WATCHMAN” 

 The proposed WATCHMAN model comprises of main kill switch and a small push button, which is the activator of the 

system. These switches are secretly hidden somewhere within the car dashboard. The main kill switch will cut-off the power 

supply to the engine and thus the engine won‟t start. The thief will be left with no option but to escape without the car. However, 

if somehow the thief deduces about the ignition cut-off and happens to find the kill switch, he will be in a position to start the 

engine, and thus he can escape with the car. At this point, as the system was activated using the small push button, with the flow 

of current in the engine circuitry, a trigger will be sent to the microcontroller which will sense the threat and immediately 

activate the GSM module to send a warning message to the owner‟s cell phone stating “kill switch found, engine ignition 

activated”. At this stage, the control of the car has been given to the owner as he can easily text “1” which will be received by the 

GSM module. The module will forward the message to the microcontroller which will compare the text and after the comparison 

has been made, the microcontroller will activate a circuit power toggling IC CD4027B which will cut off the engine ignition 

circuit again. Now, assuming that everything went well and the car is safely in owner‟s custody, he can easily restore the engine 

operations by texting “2”, and the car is back in its normal mode.  

    The most efficient thing about the circuit is firstly, the kill switch won‟t be that easily accessible to the thief and hence  he 

won‟t be able to start the engine at first attempt. But if somehow he does, further check has been employed on the theft. 

Moreover, all these implementations take at most a couple of minutes, ensuring that the car hasn‟t gone far by the time the owner 

gets alarmed. All these features make it a very efficient and economic anti-theft system for modern vehicles.   

 Circuitry System Description: A.

The proposed WATCHMAN Model consists of two circuits as shown in Figure.2. One circuit is that of the kill switch which is 

connected by splitting the ignition key wiring and which is directly connected to the engine battery. As long as the push type kill 

switch is kept in pressed mode, ignition of engine won‟t start. The second circuit consists of the ATMEGA 16 Microcontroller 

connected to a GSM SIM 900 module. The circuit is further connected to the engine through a circuit on/off toggle IC CD4027B. 

The kill switch circuit is simple with a push-type kill switch connected in series with the engine circuit. As long as the switch is 

in its pushed down condition, the circuit can never be completed by the ignition key.  

 The second circuit has its centralization at the ATMEGA 16 development board with the microcontroller installed on it. The 

microcontroller has 4 ports, each with 8 pins from where output can be extracted and on which input can be fed. The circuit uses 

a push button for its activation. Once activated, the circuit accepts a 5 volt input from the ignition line if the engine is ignited in 

this period. Microcontroller is programmed to trigger the GSM module by connecting their Tx and Rx pins. The output from the 

GSM module is a caution message sent to the owner‟s cell phone. At this junction, two way interfaces has been provided by 

allowing the owner to control the vehicle ignition by sending text message to the GSM module. The text accepted will be sent to 

the microcontroller which will send a pulse to the IC CD4027B, only if the text comparison is found. This IC will cut-off the 
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engine ignition if the text send is „1‟. The microcontroller is powered by a 9V Alkaline Lithium battery and the engine is 

powered by a 12 V 35 Ah SLA battery. 

 
Fig. 2: Simulation of circuits on NI MULTISIM 12.0 

III. FRAMEWORK FOR PROPOSED MODEL “WATCHMAN” 

The proposed Anti-theft Model framework consists of hardware and software components as discussed below: 

 Microcontroller: A.

ATMEGA 16 Microcontroller with 40 pins, 16 KB programmable flash memory, static RAM of 1 KB and EEPROM of 512 

Bytes has been used in the proposed Model [5].  

 Push type kill switch: B.

A kill switch can stop an engine in several ways. The most common way is to interrupt a circuit that brings electricity to ECU. 

With the controller no longer active, the engine's pistons cannot function and the entire motor grinds to a stop.  

 IC CD4027B: C.

A simple and inexpensive electronic circuit uses a low cost pushbutton switch to toggle the electrical power on and off. The 

circuit replaces a more costly and bulky push mechanical switch. The pushbutton switch triggers a monoshot circuit. The 

monoshot circuit‟s output triggers a toggle flipflop, which inverts its output state and controls power to the load. Figure.3 shows 

a single IC implementation. Circuit uses two flipflops, IC1 and IC2, in same IC, CD4027B. IC1 can be configured as a monoshot 

circuit by feeding its output back to its reset pin through an RC network. IC1 outputs a high on the rising edge of the clock by 

tying its J input high and its K input low. Pushbutton switch connects between the clock input of IC1 and ground. Switch can 

also connect between the clock input and the positive supply, VDD. By tying IC2‟s J and K inputs high, IC2 becomes toggle 

flipflop. Output of IC1 clocks IC2 and toggles its output on the rising edge of IC1 output. 



Anti-Theft Automobile System (“Watchman”) using GSM Technology  
(IJSTE/ Volume 1 / Issue 8 / 006) 

 

 All rights reserved by www.ijste.org 
 

24 

 
Fig. 3: IC 4027 B Architecture 

 GSM SIM 900A module: D.

A GSM/GPRS-compatible Quad-band cell phone, which works on a frequency of 850/900/1800/1900MHz which can be used 

not only to access the Internet, but also for oral communication and for SMSs has been used. Internally, the module is managed 

by AMR926EJ-S processor, which controls phone communication, data communication (through an integrated TCP/IP stack), 

and (through an UART and a TTL serial interface) the communication with the circuit interfaced with the cell phone itself. The 

processor is also in charge of a SIM card (3 or 1.8 V) which needs to be attached to the outer wall of the module. Module is 

supplied with continuous energy (3.4 & 4.5 V) and absorbs a maximum of 0.8A during transmission [6]. 

 Firmware Interfacing: E.

The GSM SIM 900A module, the module triggering push button switch, IC CD4027B and engine were centrally connected to 

the microcontroller using relay network. For battery saving purposes, the anti-theft module has been provided a separate supply 

which activates only when the push button is in its on stage. This relieves the load on the main vehicle battery supply. 

 
Fig. 4: Actual Prototype 

 Software Design for proposed Model: F.

The codes flashed on the microcontroller have been written in the Embedded C language using the AVR STUDIO 4 software 

and the WINAVR compiler. For programming the GSM module, XCTU software has been used and basic AT commands have 

been used to command the module to send or receive text messages at various stages of the program run [7]. 

IV. ALGORITHM FOR PROPOSED ANTI-THEFT MODEL 

Figure.4 clearly shows all the electronic equipment‟s interfaced to the microcontroller and Figure. 5 give the algorithm of the 

programming structure. The push button will activate the system and the kill switch will cut the engine supply. Now in the active 
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state, if engine is turned on, the sense will be fed to the microcontroller in the form of a 5A current which will then activate the 

GSM module to send the message to the owner. Not only this, the owner can remotely send the message of supply cut off 

through the GSM module which will activate the circuit toggle, thus cutting off the engine power supply again. After the car has 

been rescued, owner can send a text again to reset the ignition actuator switch in its normal mode. 

 
Fig. 5: Proposed Algorithm for Anti-Theft Model 

V. CONCLUSIONS 

The main purpose of the design of such simple and cost effective Anti-Theft Model to curb car thefts is to build a market of 

cheap anti-theft modular solutions for the common man. This module proves far simple in design as well as well as electronics. 

Due care was taken during the design of the programming algorithm so that the actual real time problems during thefts can be 

tackled and rectified. This module can be available in around 2000 INR which is far less compared to the actual modules 

available in the market today. Hence, introduction of such small and effective modules will be a huge success in the market, not 

only for the manufacturers but for the customers too. 
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