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Abstract 

The Communication systems are typical data systems, which can be undetermined by unauthorized users who have illegal access 

to the systems. Main Problem created in attacking to malicious node and group of network, whole traffic by system break, data 

loss, data affecting and data failure system. Overcome node Proposed scheme uses a role-based access control frame work, 

MANET concept working algorithm with combined cryptographic primitives. A cryptographic puzzle module and a SHA2 key-

based module to protect traffic patterns transferred through the Mobile ad-hoc network. Source node sends the data packet 

through the wireless channel with these two combined cryptographic primitives. A node which wants to receive the traffic 

pattern must solve these two primitives. First it solves the cryptographic puzzles and then it solves the key-based scheme 

(symmetric encryption) then only it can access the data traffic pattern packet send over the Mobile ad-hoc network. This scheme 

is compatible with packet transmission and storage and it takes low power consumption. Our experiments have demonstrated that 

combines the cryptographic primitives for key based and Puzzle based techniques to provide better security, since it uses the 

double-guarded security so that it provides efficient and secured system for Mobile ad-hoc Network. 
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________________________________________________________________________________________________________ 

I. INTRODUCTION 

 Network Security: A.

Network Security (2,3) It is lack of trust, privacy, security, and reliableness impedes data sharing among distributed entities.  

Analysis is needed for the creation of information and learning in secure networking, systems, and applications.  Change the 

preparation of secure applications within the pervasive computing and communication environments. 

 Wireless Sensor Network (WSN): 1)

Wireless Sensor Network (WSN) (3,4,8) It is spiffed a small network and data ad hoc network. It is a group of spatially dispersed 

and dedicated sensors for monitoring work. The physical conditions of the environment and organizing the node sending and 

receiving data are collected shared distributed network. WSNs measure environmental conditions packet loss for natural 

challenges for temperature, sound, pollution levels, humidity, wind speed and direction, pressure. Normal human affect for 

attacker. Overcome security provider whole network. It is a Security considerations can be security measures and cryptographic 

puzzle schema. Many protocols are using security purpose on WSN. This is paper using for Ad hoc On-Demand Distance Vector 

Routing (AODV) protocol in wireless sensor networks. Wireless Sensor Networks (WSNs) are composed of little, low cost, 

resource-constrained devices that sense the environment and cooperate with each other in order to perform monitoring and 

tracking operations. It may run critical applications, like military security and medical monitoring system and need to be 

protected against attacks and faults. 

a) Main Focus: 

The network infrastructure of a WSN is made up of small, low cost nodes spread over a possibly hostile area. Unlike other types 

of networks, it is often impossible to prevent the sensor nodes from being physically accessed by attackers. This is also referred 

to as node capture. It is reasonable to assume that an attacker can achieve full control over a captured node that is he can read its 
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memory or influence the operation of the node software. Special secure memory devices would be needed to prevent the attacker 

from reading the memory; however, these will only rarely be present in cheap sensor nodes. When in-network processing is to be 

performed intermediate nodes need to access and modify the information contained in packets; A larger number of parties are 

involved in end-to-end information transfers. The finite energy budget of sensor nodes opens up a particularly attractive line of 

attacks: to force victim sensor nodes to exhaust their energy budget quickly and to die. 

b) Blockhole Attacker: 

(4) It is causation to receiving packet loss produce. Sender to receiver traffic is wordlessly born; it is while not informing the 

supply node causation there that the info failed to reach its meant recipient. It is will solely be detected by observation the lost 

traffic. it is merely AN information address that specifies a number machine that is not assigned for information address. it is 

offer a TCP/IP victimization for human activity the delivery and failure back to the sender node. it is traffic destined for packet 

loss to born. it is note sender to receiver information {processing |IP| science |scientific discipline} address captured each aspect 

knowledge hack process, it is not send to acknowledgements offer block hole offender. it is dropping packets for a selected 

network destination, at a definite time of the day, a packet each n-packets, each t seconds, a willy-nilly elect portion of the 

packets. The routers notice that compromised router is dropping all traffic, can they are going to they \'ll be usually begin to get 

rid of that routers from their forwarding packet (data) tables and eventually no traffic will be flow  through to the attack. The 

packet drop attack are often oftentimes deployed to attack Wireless impromptu network, that wireless networks have a way 

totally different design network so that of a typical wired network connection, a number are often broadcast that it\'s the shortest 

path towards a destination. 
 

c) Wormhole Attacker: 

(7)Wormhole attacker it is a main focused for communication places, transmission range, data passing and neighbor‘s node 

distances calculate, data route measure data affected in a packet. Attacker is a packet sending packet to route identified each 

neighbor node distance calculation and neighbor node address acknowledgement passing to sender it is called wormhole 

attacker. Two powerful adversary nodes placed in two strategic locations. Transmission a low-cost message (or) data path to be 

connected network. All nodes are attracted in the network to them looking for an optimal route. This is attack is usually applied 

in conjunction with selective forwarding or eaves-dropping attack. The route is long distance data not sent-ting. It is one-end 

(selectively) transfers packets to other-end via out-of-band connection. It is disappeared from one-end, appear at other-end, that 

out-of-band conned between two locations in network, controlled by adversary. Hard to detect because communication medium 

between the two bad nodes are unknown. 

 Control and verify hop count. This limits the self-organizing criteria of an ad-hoc network. 

 Use protocol that is not based on hop count. In geographic routing, a route is based on co-ordinates of intermediate 

nodes. But if adversary nodes can immediate it is place, this doesn‗t work. 

 The two adversary nodes advertise a route that‗s two hops away distance of locations large  wired connection and Long-

range directional wireless link 

The adversaries unit presently up to speed of all the traffic at intervals the network. Wormhole attack needs out-of-band 

association. it's would really like network layer, have to be compelled to have somebody nodes, attack against neighbor 

discovery. 

II. RELATTED WORK 

(9)Traffic sure in opposite directions over 2 wireless hops are often utilize the ―reverse carpooling‖ advantage of network secret 

writing so as to decrease the quantity of transmissions used. The call such coded hops ―hyper-links.‖ With the reverse carpooling 

technique, longer methods may will be cheaper than shorter ones. However, there\'s a peculiar state of affairs among sources the 

network secret writing advantage is completely provided that there\'s traffic in each directions of a shared path 

 Hyper-Links: A.

 (9)This technique can be used to decrease the number of wireless transmissions (energy) when two unicast flows share a 

common path in opposite directions. Reverse carpooling is not the only form of opportunistic coding strategies. In this work, we 

study the multiple unicast problem over a wireless network where only routing and reverse carpooling are allowed. The goal is to 

minimize the total cost of transmissions (energy expenditure) to support the unicast sessions.  When reverse carpooling is 

allowed, the most effective path alternative depends on the existence and rate of different unicast sessions. However, once 

reverse carpooling is allowed,  there\'s no straight forward means of writing transmission price of a specific node in terms of the 

flow variables on its incoming and outgoing links. That is as a result of within the case of reverse Carpooling there is no matched 

correspondence between packet transfers and physical transmissions. Note that once a number of iterations of the sub 

gradient technique the transmission price of the system with reverse carpooling considerably improves compared there to of 

plain routing schemes. The system studied the minimum price multiple uni-cast downside over a wireless network once writing 

opportunities of the shape of reverse carpooling exist. 



An Efficient Combined Cryptographic Approaches for Security Enhancement in MANET  
(IJSTE/ Volume 1 / Issue 9 / 009) 

 

 All rights reserved by www.ijste.org 
 

48 

 Carpooling Technique: B.

 (9)The goal is to transmit a definite information stream from every data transmitter to it is corresponding receiver during 

this shared network surroundings. Power savings are a unit achieved victimization reverse car-pooling strategy outlined next. 

This strategy saves power since it halves quantity of transmissions needed by every intermediate node on shared path. 

The call  this approach reverse carpooling since it  permits  2  information streams to traverse a shared path in opposite 

directions  victimization  about a similar range of transmissions because it would fancy send either message alone. System 

strategy is to try to extend measure of writing opportunities by designating ―reverse carpooling routes‖ in central locations and 

selecting uni-cast routes to maximize the fraction of trail spent on carpooling routes while not increasing individual path lengths. 

(9)The hope is that careful route choice can be maximize expected range of reverse carpooling opportunities. The system 

investigates expected power savings once multiple uni-casts area unit chosen uniformly arbitrarily on the wireless rectangular 

grid. 

III. PROPOSED SYSTEM 

Proposed system proposes a role-based access control framework comprising two main components. A key-based module and a 

puzzle module, to protect packets while transferred through the Mobile ad-hoc network. A Cryptographic puzzle scheme with 

includes (in (5) Digital Signature Algorithms key format and message mingle SHA2 function to conversion data sending) uses 

Puzzles to hide the communication packet patterns during the communication when packet send it over the insecure channel. 

(3,4)A key based scheme uses the Symmetric key encryption scheme is used to hide the original packet format. Simulation 

results shows that it achieves secure routing with high efficiency, strong security for communications and it reduces packet 

dropping compared with the existing system. 

 
Fig. 3, 4: System Architecture 

 System Architecture: A.

 Network Formation: 1)

It has many no of nodes that are assumable in a placed. All the nodes are individual specification for proper IP address to create 

in TCP/IP. Nodes are groups automatically created. It is dependent upon the network for radio wave.  Networks are formed with 

the given range of the sensors. Our agent node is sender node working for data transmission only. It is focus on route speciation, 

distances and shortest path allocation. Agent node is typically process state. Starts, stops, creates and deletes in sender node 

instances as instructed by the sender node. Agents are formed for group registration. Agent node main work in data sending 

selected route and data neighbors node. (2,3) Data‘s are transfer to packets spited.  Receivers send the Request data to sender 

information gather which node IP address, information denote in ASCII. It is reply sending data to collecting packet in an 

information (or) data. Receivers send the acknowledgement to receive a sender. This way of work a network formation. 

 Puzzles Function: 2)

(6) It is a node and B node connection established in secured sending data to dynamic and systematic. It is send data‘s are spited 

in the packets. It is each and every packets join to puzzles sending information it is called the chipper text with key 128 bit. That 

chipper text message are binary bits 0 to 32 power minimum value sender sending information proper send to receiver  node 

collected at packet. But key values are random packet data access key dynamics checking further process. Key random packets 

choose matching and merging key information secret value B node send to sender a node receive acknowledgement message. 
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This message a node secret code data and B node code data matched into perfect conform a message. These format based data 

packets send to receiver it is Puzzles. 

 Cryptographic Puzzle Scheme: 3)

In this scheme it uses Puzzles to hide the traffic pattern since the traffic pattern contains the source node and destination node, 

end-to-end communication link details. When the node captures the traffic it needs to solve the puzzle hence authorized users 

only know puzzles solving method.  (6) Cryptographic puzzles are a well-known technique, but this is the first time -to the best 

of our knowledge- that its use is proposed in the context of RFID systems. An encryption function is employed for the generation 

of the cryptographic puzzle. 

 Key-Based Encryption Scheme: 4)

After puzzle finding it will be capture the communication pattern are often discovered however it can‘t contain original format 

since a key based mostly coding mechanism is employed to cover the traffic packet pattern format. To get original frame format 

user should understand the finding methodology of specific key schemes used. Standards cryptography software system and 

hardware is employed to perform coding. There are several cryptography algorithmic rules used main vital to digital signature 

algorithm.  That  are being employed to secure information  together with  pictures and video, however all of them have some 

blessings and drawbacks a replacement  even key cryptography  methodology is for  coding  and  secret writing of any file that  

contain characters, numbers, and symbols. There are several cryptography algorithms for centered on text information. The 

cryptography algorithms for secure text message and information don\'t seem to be appropriate for pictures, video and audio 

information applications thanks to large information sizes and real time constraint. 

 Digital Signature Algorithm Establish: 5)

a) Routing Path: 

The signature is generated by the utilization of a personal and private key. A personal secret\'s identified solely to the user. The 

signature is verified makes use of a common, public key that corresponds to the personal and private key. With each user having 

a public/private key combine.  

After completing the puzzle solving and key solving method completion the node can access the communication pattern and 

establishes the Routing depends upon destination information contained in the packet. In this case, a routing table is established 

in each node contains the information of the routes to every other node in the network and this information is updated 

periodically. 

 Analysis: 6)

During the analysis phase, Comparative analysis is made for the efficiency of proposed schemes such as Puzzles solving, key 

management schemes. Proposed schemes security levels are also analyzed. Performance metrics such as throughput, delay, 

Energy-efficiency, accuracy are also analyzed.  

Performance of the Network topology and Routing constraints are considered during network simulation.  Security constraints 

are also analyzed and attacker node behavior is analyzed in case of throughput. Finally comparative analysis is made with the 

existing and proposed system. 

From the simulation results analysis are made and results are obtained that the proposed system gives strong security when 

compared with the existing one. 

 Number of Attackers vs. Routing Overhead: 7)

 
Fig. 5: Number of attackers vs. Routing overhead 
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From the above graph, represents the proposed system is efficient than the Existing system. In Number of attackers Vs. Routing 

overhead, graph describes when number of attacker increases then routing overhead also increases. Hence, this research 

concludes that the proposed system is highly efficient one than any other existing system. 

 Number of Attackers vs. Throughput: 8)

From the above graph, represents the proposed system is efficient than the Existing system. 

 
Fig. 6: Number of Attackers vs. Throughput 

In Number of attackers vs. throughput, graph describes when number of attacker increases then throughput also increases. 

Hence, this research concludes that the proposed system is highly efficient one than any other existing system. 

 Advantages: 9)

 Energy Efficient  

 It Reduces Packet dropping in terms of malicious node is present. 

 Provides Strong security 

IV. CONCLUSION & FUTURE SCOPE 

Proposed system uses a role-based access control framework that combines two cryptographic primitives (i) A cryptographic 

puzzle scheme (ii) key based cryptographic scheme. When a source node sends a packet with these cryptographic primitives so 

that all nodes that are wants to establish the path or to. 

 
Fig. 7: Conclusion & Future Scope 

In Number of attackers vs. throughput, graph describes when number of attacker increases then throughput also increases. 

Hence, this research concludes that the proposed system is highly efficient one than any other existing system. 

 Advantages: 1)

 Energy Efficient  

 It Reduces Packet dropping in terms of malicious node is present. 

 Provides Strong security 
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