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Abstract 

Steganography is the art of hiding data in a seemingly innocuous cover medium. For example – any sensitive data can be hidden 

inside a digital image. Steganography provides better security than cryptography because cryptography hides the contents of the 

message but not the existence of the message. So no one apart from the authorized sender and receiver will be aware of the existence 

of the secret data. Steganographic messages are often first encrypted by some traditional means and then a cover image is modified 

in some way to contain the encrypted message. The detection of steganographically encoded packages is called steganalysis. In 

this paper, we propose three efficient Steganography techniques that are used for hiding secret messages. They are LSB based 

Steganography, Steganography using the last two significant bits and Steganography using diagonal pixels of the image. Symmetric 

and asymmetric key cryptography has been used to encrypt the message. Here we use two fish symmetric technique for encryption 

process.  
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________________________________________________________________________________________________________ 

I. INTRODUCTION 

In this technique has been used mean square error (MSE) Its h help to Reversible data hiding (RDH) has the capability to erase the 

distortion introduced by embedding step after cover restoration. It is an important property that can be applied to many scenarios, 

such as medical imagery, military imagery and law for entices Least significant bit (LSB) technique has been proposed HLSB 

technique where the secret information is embedded in the LSB of the cover frame. Hash function is used to select the position of 

insertion error required in original image. The proposed technique is compared with existing LSB based secret message and the 

results are found to be encouraging. The proposed technique is compared with existing LSB based secret message and the results 

are found to be encouraging. Level of information increased and LSB maintain the separate key. We can easily clear the secret 

image, so we can get in original image. 

II. NEED 

In upcoming days people send and receive process are more securely  by the steganography for data transferring .Through this 

technology  user can easily send and receive information  in  more secure manner so that easy way sending and receiving the 

information. In future it useful for the people for security purpose. The data embedding only affects the LSB, a decryption with 

the encryption key can result in an image similar to the original version. When using both of the encryption and data-hiding keys, 

the embedded additional data can be successfully extracted and the original image can be perfectly recovered by exploiting the 

spatial correlation in natural image.  

III. EXISTING SYSTEM 

In the existing system reversible data hiding technique the image is encrypted by using the without encryption key and the data to 

hide is embedded in to the image by using the data hiding.  At the receiver side he first need to extract the image using the encrypted 

image in order to extract the data and after that he’ll use data extraction process to extract the embedded data. It is a serial process 

and is not a separable process. The extraction and decryption steps are independent, which are more natural and applicable. 
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 Encryption Process 

 
Fig. 1: 

 Index Table Generation Process 

 
Fig. 2:  

 Decryption Process 

 
Fig. 3:  

IV. PROPOSED SYSTEM 

The proposed scheme is made up of  image  encryption,  data  embedding  and  data extraction/image-recovery phases. The receiver 

encrypts the original uncompressed image using an encryption key to produce an encrypted image. Since the data embedding only 

affects the LSB, a decryption with the encryption key can result in an image similar to the original version. When using both of 

the encryption and data-hiding keys, the embedded additional data can be successfully extracted and the original image can be 

perfectly recovered by exploiting the spatial correlation in natural image.  
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 Encryption Process 

 
Fig. 4:  

 Image Encryption 

In this module, to construct the encrypted image, the first stage can be divided into three steps:  

 Image Partition 

 Self-Reversible Embedding 

At the beginning, image partition step divides original image into two parts and then, the LSBs of are reversibly embedded into 

with a standard RDH algorithm so that LSBs of can be used for accommodating messages at last, encrypt the rearranged image to 

generate its final version. 

 Image Partition 

The operator here for reserving room before encryption is a standard RDH technique, so the goal of image partition. 

 Self-Reversible Embedding 

The goal of self-reversible embedding is to embed the LSB-planes of into by employing traditional RDH algorithms. We simplify 

the method in to demonstrate the process of self-embedding. 

V. DATA HIDING ENCRYPTION IMAGE 

In this module, a content owner encrypts the original image using a two fish algorithm with an encryption key .After producing 

the encrypted image, the content owner hands over it to a data hider (e.g., a database manager) and the data hider can embed some 

auxiliary data into the encrypted image by lossless vacating some room according to a data hiding key .Then a receiver, maybe the 

content owner himself or an authorized third party can extract the embedded data with the data hiding key and further recover the 

original image from the encrypted version according to the encryption key. 

VI. TWOFISH ENCRYPTION PROCESS 

Maybe one of the algorithm’s most interesting features, which enables different implementations to improve the relative 

performance of the algorithm, is that it allows several levels of performance tradeoffs on encryption speed key setup hardware gate 

count, memory use. It was selected as the best algorithm in this final, it is nevertheless one of the most advanced and secure 

symmetric block ciphers in use today, and can be always considered as a very good alternative to AES. Accept any key length up 

to 256 bits 

 Two fish Algorithm 

Computer security expert Bruce Schneier is the mastermind behind Blowfish and its successor Two fish. Keys used in this 

algorithm may be up to 256 bits in length and as a symmetric technique, only one key is needed. 

Two fish is regarded as one of the fastest of its kind, and ideal for use in both hardware and software environments. Like Blowfish, 

Two fish is freely available to anyone who wants to use it. As a result, you’ll find it bundled in encryption programs such as Photo 

Encrypt, GPG (GNU Privacy Guard), and the popular open source software True Crypt. 
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 Twofish Process 

 
Fig. 5:  

VII. LSB EMBEDDING PROCESS 

The message is embedded into the LSB position of each pixel. Suppose our original pixel has bits: (r7 r6 r5 r4 r3 r2 r1 r0, g7 g6 

g5 g4 g3 g2 g1 g0, b7 b6 b5 b4 b3 b2 b1 b0) In addition, our encrypted character (bytes) has some bits: (c7 c6 c5 c4 c3 c2 c1 c0). 

Then we can place the character bits in the least significant of selected pixel, next character bits in the next lowest pixel, and so 

on. (r7 r6 r5 r4 r3 r2 r1 c2, g7 g6 g5 g4 g3 g2 g1 c1, b7 b6 b5 b4 b3 b2 b1 c0). If we take an example of pixel (225,107,100) 

represented in binary form (11100001, 01101011, 01100100) into which to embed message character “a” having bit 

01100001(ASCII value 97), then we can obtain New pixel as (224, 106,101) represented in binary form (11100000, 01101010, 

01100101). 

 
Fig. 6:  

VIII. DATA EMBEDDING 

In the data embedding phase, some parameters are embedded into a small number of encrypted pixels, and the LSB of the other 

encrypted pixels are compressed to create a space for accommodating the additional data and the original data at the positions 

occupied by the parameters. The embedding rate, a ratio between the data amount of net payload and the total number of cover 

pixels, is 
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 Decryption Process 

 
Fig. 7:  

IX. DATA EXTRACTION AND IMAGE RECOVERY 

In this module, Extracting Data from Encrypted Images to manage and update personal information of images which are encrypted 

for protecting clients’ privacy, an inferior database manager may only get access to the data hiding key and have to manipulate 

data in encrypted domain. When the database manager gets the data hiding key, he can decrypt and extract the additional data by 

directly reading the decrypted version. When requesting for updating information of encrypted images, the database manager, then, 

updates information through LSB replacement and encrypts updated information according to the data hiding key all over again. 

As the whole process is entirely operated on encrypted domain, it avoids the leakage of original content. 

X. DATA EXTRACTION AND IMAGE RESTORATION 

 

In this module, after generating the marked decrypted image, the content owner can further extract the data and recover original 

image. 

XI. DERIVING PSNR VALUE AND MSE VALUE IN THE IMAGE 

 Peak Signal-To-Noise Ratio (PSNR)  

The term peak signal-to-noise ratio (PSNR) is an expression for the ratio between the maximum possible value (power) of a signal 

and the power of distorting noise that affects the quality of its representation. Because many signals have a very wide dynamic 

range, (ratio between the largest and smallest possible values of a changeable quantity) the PSNR is usually expressed in terms of 

the logarithmic decibel scale. 

 PSNR and MSE Calculation 

MSE = (1/(m*n))*sum(sum((f-g).^2)) 

PSNR =20*log (max (max(f)))/((MSE)^0.5) 

XII. CONCLUSION 

A reversible steganographic algorithm using texture synthesis. Given an original source texture, our scheme can produce a large 

stegosynthetic texture concealing secret messages. We believe our proposed scheme offers substantial benefits and provides an 

opportunity to extend steganographic applications. Another possible study would be to combine other steganography approaches 
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to increase the embedding capacities. If the receiver has only the data-hiding key, he can extract the additional data though he does 

not know the image content. If he has only the encryption key, he can decrypt the received data to obtain an image similar to the 

original one, but cannot extract the embedded additional data .If he receiver has both the data-hiding key and the encryption key, 

he can extract the additional data and recover the original image without any error .Increases the security level of hidden 

information. We can easily clear the secret image, so we can get in original image. 
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