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Abstract 

In this paper there is large amount of data in cloud computing. Data like audio/video images, text file, word files etc. Challenge is 

to provide security to data. we provide both authentication and authorization to cloud data. We provide identity based access control 

mechanism for preventing data from being obtained by appropriate users. This mechanism is still work even digital content is 

duplicated over other system. One more advantage is only one copy of encrypted data is stored on server which is access by 

multiple user. We use mechanism in bank applications. We also use the ARMA algorithm for prediction of bank status.  
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________________________________________________________________________________________________________ 

I. INTRODUCTION 

In recent years, various multimedia content such as audio, video, e-books, games and so on is digitalized. As the rapid development 

of cloud computing digital content is easily spread out on Internet. 

This simple mechanism is applying to the access control on the trusted content server. The data encrypt according to personal 

identification such as name, id, date of birth etc. However these traditional approaches have two major problems. 

If the traditional access control is employed in cloud environments the digital content has possible to be duplicated to another 

content server which may not provide access control. 

If the traditional encryption is applied to provide access control, there must be multiple copies of the same digital content for 

multiple users. This will result in the waste of resources. 

In order to solve above problems, the identity-based access control for digital content (iDAC) is proposed in this paper. 

iDAC is based on cipher text-policy attribute-based encryption which is an identity-based encryption. In iDAC, the access structure 

which declares the rating system is embedded into the encrypted digital content. Only users with the identity-based key satisfy the 

access structure could decrypt the digital content. 

The main contributions of this paper are described as follows. 

1) The access control still works even the digital content is duplicated to another content server because iDAC is an encryption-

based access control approach. 

2) Only one copy of encrypted digital content is required to share with multiple users. This could efficiently reduce the overhead 

of content servers. 

ACL-based approaches are typically adopted to carry out fine-grained access control. In ACL-based approaches, an admission 

controller must be implemented on content servers. A user who request to access a specific content must provide his/her 

identification. Then the admission controller will determine if this user could access this content based on authentication and 

authorization. However for availability in cloud environments the digital content is possible to be duplicated to other content 

servers which may not implement the admission controller. 

II. METHODOLOGY 

 Waterfall Model: 

The Waterfall Model is a sequential development process, in which progress is seen as following steadily downloads (like a 

waterfall) through the phages of Conception, Initiation, Analysis, Design, validation, constructions, testing and maintenance. 
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 Concept: 

 Encryption & Decryption using AES: 

AES is based on a permutation and combination also on combination of both substitution and permutation, and is fast in both 

software and hardware. Unlike DES, AES does not use a Feistel network. AES has a fixed block size of 128 bits, and a key size of 

128, 192, or 256 bits. Key sizes that may be any multiple of 32 bits, both with a minimum of 128 and a maximum of 256 bits.[5] 

AES operates on a 4×4 column matrix. Although some versions order matrix of bytes, called as state have a larger block size and 

have additional columns in the state. Most AES calculations are done in a special finite field.[5] 

Each round has several processing steps, each step has four similar but quiet different stages, including one that depends on the 

encryption key itself. A set of reverse steps are applied on ciphertext to convert it in input i.e. plaintext to get a original text.[5] 

High-level description of the algorithm[5] 

1) Key Expansions—Round keys are derived from the ciphertext. AES requires a 128-bit round key block for each round plus 

one more. 

2) Initial Round  

1) AddRoundKey—Each byte of the state is combined with a block of the round key using bitwise XOR. 

2) Rounds  

1) Sub Bytes—A non-linear substitution step where each byte is replaced with different byte according to a lookup table. 

2) Shift Rows—A transposition step in which the last three rows of the state are shifted cyclically to a definite number of 

steps. 

3) Mix Columns—A mixing operation which operates on the columns of the state, combining the four bytes in each column. 

4) Final Round-Add round key(no Mix Columns)  

1) Sub Bytes 

2) Shift Rows 

3) Add 

 Data based on Position: 

In this data access is based on position of employee to prevent specific digital content from being obtained by inappropriate users 

[2]. For example, there is many employees like manager, cashier, assistance manager etc. Manager can access all document and 

data of bank, cashier can access only transaction of Account holder etc. 

 ARMA Algorithm: 

(Autoregressive-Moving-average model) 

An ARMA model contains two parts, first is an AR and second is MA model i.e. ARMA (p,q). The model is usually referred to 

(p,q) model where p is the order of the autoregressive part and q is the order of the moving average part.[4] 

1) Autoregressive  

The notation AR(p) refers to the autoregressive model of order p. The AR(p) model is written  

X_t = c + \sum_{i=1}^p \varphi_i X_{t-i}+ \varepsilon_t . 

where \varphi_1, \ldots, \varphi_p are parameters, c is a constant, and the random variable \varepsilon_t is white noise. 

2) Moving-average 

The notation MA(q) refers to the moving average model of order q: 

   X_t = \mu + \varepsilon_t + \sum_{i=1}^q \theta_i \varepsilon_{t-i}\, 

where the ?1, ..., ?q are the parameters of the model, ? is the expectation of X_t (often assumed to equal 0), and the [4] 

3) Autoregressive-Moving-average model:  

The notation ARMA(p, q) refers to the model with p autoregressive terms and q moving-average terms. This model contains the 

AR(p) and MA(q) models,[4] 

X_t = c + \varepsilon_t + \sum_{i=1}^p \varphi_i X_{t-i} + \sum_{i=1}^q \theta_i \varepsilon_{t-i}. 

https://en.wikipedia.org/wiki/Feistel_network
https://en.wikipedia.org/wiki/Block_size_(cryptography)
https://en.wikipedia.org/wiki/Bit
https://en.wikipedia.org/wiki/Key_size
https://en.wikipedia.org/wiki/Column-major_order
https://en.wikipedia.org/wiki/Finite_field_arithmetic
https://en.wikipedia.org/wiki/Rijndael_S-box
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The general ARMA model was described in the 1951 thesis of Peter Whittle, who used mathematical analysis (Laurent series 

and Fourier analysis) and statistical inference.ARMA models were popularized by a 1971 book by George E. P. Box and Jenkins, 

who expounded an iterative (Box–Jenkins) method for choosing and estimating them. This method was useful for low-order 

polynomials[4] 

\varepsilon_t, \varepsilon_{t-1},... are again, white noise error terms. 

III. LITERATURE SURVEY 

Sr no Authors Work done Published journal name 

1. Win-Bin Hung,Wei-Tsung Su Attribute base encreption [1] IEEE 2015 

2. Dan Sahai,and Boneh ,Amit Brent Waters Access control list[2] ACM 2012 

3 John Bettencourt, Amit Sahai Brent Waters Cipher text-Policy Attribute-Based Encryption[3] IEEE 2007 

4. Sheng Lu, Ki ARMA Algorithm IEEE 2001 

5 Guang-liang Guo, Quan Qian *, Rui Zhang AES Algorithm IEEE 2015 

6. Carl Almond cloud computing Security 2009 

7. Yong Pan, Ning Hu cloud computing IEEE 2014 

 Problem Identified: 

Traditional approaches have two major problems. 

1) If the traditional access control is employed, in cloud environments, the digital content is possible to be duplicated to another 

content server which may not provide access control. 

2) If the traditional encryption is applied to provide access control, there must be multiple copies of the same digital content for 

multiple users. This will result in the waste of resources. 

 Solution Proposed: 

In order to solve above problems, the identity-based access control for digital content (iDAC) is proposed in this paper. 

iDAC is based on cipher text-policy attribute-based encryption which is an identity-based encryption. In iDAC, the access structure, 

which declares the rating system, is embedded into the encrypted digital content. Only users with the identity-based keys, which 

satisfy the access structure, could decrypt the digital content. 

 Diagrams of Output 

 
Fig. 1: 
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Fig. 2: 

 
Fig. 3: 

 
Fig. 4: 
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IV. FIGURES/CAPTIONS 

 
Fig. 5: Block Diagram 

V. CONCLUSION 

We are providing security of data on cloud. We have also done prediction using ARMA (Autoregressive-Moving-average model) 

algorithm in machine learning. As a case study. we are using AES algorithm for encryption purpose  

  This project focuses on the issues related to the data security aspect of Data Storing. As data and information will be shared with 

a third party, cloud users want to avoid an un-trusted cloud provider. Protection of user’s important data is the most significant part 

of this project. we are using AES algorithm for encryption purpose., we have used bank application. 
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