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Abstract 

In our paper we are mainly dealing with increasing security over social media. It deals with the concept of social network that 

contains huge amount of data that are mined through data mining concept. Now-a-days, social network is a part of living and 

everyone is interested in that. Many social networks are used by people in their day to day life like Face book, whatsapp, twitter 

etc. all these social networks give new updates day by day but security is going bad each and every day. The main purpose of our 

project is to maintain security over social network from hackers.   

Keywords: User sentiment, trait link, Bayesian network, neural network, data mining, SLA, pattern recognition 

________________________________________________________________________________________________________ 

I. INTRODUCTION 

In this modern generation, social network [1] [2] plays a major role in day- to- day life. It contains vast amount of data that are 

accessed by the users. Users can also create their own profile in social network; they can also create their own links and some more 

additional services. It is a structure that contains that is made up of set of actors. It is a web based network which allows users to 

share the views with others and also cross the connections between the systems. Since social network is a web based network [5] it 

allows user to interact through internet such as email, instant messaging etc. it also incorporate users using new information and 

communication tools such as photos/videos sharing and blogging. Most popular methods to combine all these is by American 

Based Standard such as whatsapp, instagram, twitter, Gmail, Facebook, LinkedIn etc. these are only few instant messaging 

application used often by the users for communication. 

 Social Media:  

Social media are considered to be 2nd fastest group activity for communication.[3][4] Social media sites provide few data that are 

monstrous, deafening, circulate and high powered[1]. These are generally a computer related tools that allow users to create, equity 

or reciprocate information , ideas, private messages, videos, photos etc. social media is defined as a group of internet based 

application that is built on ethical and technological foundation of web 2.0 which allows user to share or interchange information 

that generated by them. Hence here the social media also contains huge amount of information that is generated by users which 

are used for data mining. Mining social media is a new plan to thundering business.[1][3]The process of gathering, enquiring and 

studying large amount of information in database, so to discover the patterns or relationship is done using data mining to determine 

the duplicity. 

 Data Mining:  

Data mining is a process of examining [7] and epitomizing [8] the data in a different perspective. It uses data understanding which is 

used to examine the data in different perspective and giving a crisp content about the data which is used to diagnose pattern and 

relationship for decision making. For example, in Facebook network, when a person ‘x’ is going through his account, he gets some 

unwanted suggestions if he had liked or shared any content related to that suggestion, it grabs the users point of view and if the 

user is really interested about the suggestion, if he tries to login his personal information [5][10] might be hacked. Thus we are using 

the concept of mining the data which is termed as neural network. This neural network consists of activation function that uses 

trait algorithm. 
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 Pattern Recognition:  

Pattern recognition is a study of how the patterns are being recognized and conformity [11] in data, but in some cases it is considered 

to be apposite with machine learning. 

Pattern recognition is used in following purpose: 

1) classification and certification 

2) Medical detection 

3) Military security 

 
Fig. 1: pattern recognition 

In our project, pattern recognition is used for the purpose of examining the user’s information. Those information are examined 

based on the predictive method [6][12], if the user information is available then the column in the matrix for that particular user will 

be set to 1 else it will be set to 0.  

II. SYSTEM DESIGN 

 Existing System:  

In existing system, consider a social network example Facebook if suppose a person ‘x’ has 250 friends in his friend list. For each 

friend there will be mutual friends. Now consider a person ‘y’ who is not a mutual friend of person ‘x’ but he will be a mutual 

friend of one of the friend of person ‘x’, in that case the personal information of person x will be hacked by person ‘y’. This is 

done with the help of Bayesian network. In the Bayesian network which are represented as a directed acyclic graphical model [12] 

that involves chance variation. It is also represented as a probabilistic graphical model that contains a set of random variables and 

their conditional dependencies via DAG. With the help of Bayesian network, we cannot efficiently detect the trait link  [13] that is 

present in the network system. 

 
Fig. 2: system architecture 

In the existing system, consider the social network for example Facebook, twitter etc. which is accessed by many users and they 

provide more private information for business purposes. 

This information is gathered mainly by many business enterprises for selling their products. The business organization people 

will collect the information about the user and he will give that information to some third party. While giving this information to 

third party he will mislead the user’s information and sell it to someone else. To overcome this disadvantage we propose a new 

system which will be able to find the trait link. 
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 Bayesian Network:  

In the Bayesian network [4] [9], it is not necessary that all the links should be connected with every other link and so it will be difficult 

to find out who performs the fraudulent activities. In the existing system, it is used to find the private information of user’s through 

the third Party [9][7].This third party is used to create the unwanted links through the Bayesian network. He finds the person’s 

information through one of the known user and he builds the link. 

 
Fig. 3: Bayesian network 

 Proposed System:  

In social network, the user’s private information will be collected by some hacker when this information is given to the third party 

to send recommendation to the user according to their wish list. Example, if someone is interested in cotton saree they keep visiting 

the same page for several times. By which the business organization can grab user’s sentiment and give related information about 

cotton sarees. If the user is attracted towards the recommendations, if he is agape to visit the recommendation he will be in trouble 

because the recommended page will contain malicious content. Now the contents available in social network are mined using data 

mining concept which will examine and epitomize the data information. Firstly, these data are sent to pattern recognition [3][8]where 

it will detect the infected content. These infected contents are the output of pattern recognition which will be sent as input to the 

neural network which is our propose system. 

 Neural Network:  

The circle represented in the diagram is considered as neuron which works like human brain. This network accepts ‘n’ number of 

inputs because of this all specific problems can be solved. Neural network which are mainly accepts ‘n’ number of inputs that all 

are connected to the next stage to process the input functions to give respective outputs.  

 
Fig. 4: neural network 

The input given from pattern recognition is accepted by neural network [6] [7] which analyze these inputs and give a solution after 

resolving the problem. Neural network will be helpful in finding out the trait link. This happens only when each and every input is 

connected individually to all the neurons which are not available in the case of Bayesian network.   
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 Trait Algorithm or AAG Algorithm:  

Neural network that are mainly composed of nodes or units connected by directed links and  a link from unit ‘A’ to unit ‘B’ serves 

to propagate the activation[9] of aA (abaseA) from A to B and each has its own weight that are represented as Wa,b associated with 

it. 

There are simply represented as follows: 

 
Fig. 5: Activation function 

The activation function G is meeting two desiderata.  

1) The unit that are active  is (near+1) when the right inputs are given 

2) The unit that are inactive  is (near 0) when the wrong inputs are given 

III. CONCLUSION 

Our paper mainly discuss about the malicious links that are generated by third party because of various unwanted links are 

generated in our social websites. To reduce this leakage of unwanted information that is user’s private information we are 

implementing an algorithm. Thus detect the malicious links available in the social website through trait algorithm or AAG 

algorithm. Whenever we get into some websites, it will inform us whether the link is malicious or not. These malicious links are 

generated by Bayesian network and detection of those trait links is done in our paper using neural network concept which accepts 

the entire network as the input and it process the various links and produce the entire malicious link as the output.  In this work, it 

was demonstrated that the concept of Detection of those trait links is done in our “inference in social network” is to secure the user 

with the involvement of third party on them by getting their personal information instead using Bayesian network. Now, we have 

just made some changes in those system and made the system somewhat secured by using neural networks, which makes sure with 

the user about the unwanted links. It makes the user to get rid of the links they are getting in by checking the link whether it is 

malicious or not. After then they can view the link that is specified. We have an algorithm which checks the link and tells us 

whether it is malicious or not and gives the output as trait link. Here we use the concept of pattern recognition, which takes the 

output got from Bayesian network as the input and uses the AAG algorithm and gives the output as TRAIT LINK.  The pattern 

recognition which are majorly accepts input as ‘1’ if it contains the user information or else ‘0’ if it doesn’t have user information.  

There are also some disadvantages in our inventions like we cannot able to predict the entire network system and this can be 

modified in future using some advanced technologies to provide more secure system on the network using various encryption 

algorithms and thus it makes the users private data more secure. Thus our paper is mainly involved for security purpose. 
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