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Abstract 

In today’s era MANET (mobile adhoc network) is a common technology which has great potential to be applied in commercial 

applications and also in military procedures. In this network the nodes are connected by wireless links and send data to each other 

forming an autonomous system. The nodes themselves work as the transmitter and receiver. MANETs do not have any centralised 

system and usually have a routable networking environment on top of a link layer adhoc network. Since it is self-routing and agile 

in nature its security has many flaws. In this project an intrusion detection system(IDS) is built to solve these security issues. So 

without prior knowledge of the attack the attacks can be detected. Among attacks on adhoc networks DDoS (distributed denial of 

service) is one of the most prominent attacks. The DDoS attack happens through the co-ordination of large amount of hosts 

distributed in the network which sends large number of packet to the target node. As a result, at the victim side due to the large 

traffic bandwidth gets consumed and important packets cannot be send to the victim in the network. In this project the effect of 

DDoS attack is analysed through three different criteria’s using 12 nodes with the help of DSDV protocol. The three different 

criterias are Normal case, the attack case and the IDS case. The effect of DDoS in routing load, packet drop rate, end to end delay, 

i.e. maximizing due to attack on network is evaluated. And with these parameters a secure IDS is made to detect this kind of attack 

and block it. Using this the need of centralised trusted authority for security is eliminated in adhoc network.  
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________________________________________________________________________________________________________ 

I. INTRODUCTION 

When two or more nodes are connected together through wireless links without centralization forming an autonomous system 

capable of sending data it is known as Adhoc network.   Mobile Adhoc networks are known as MANETs. Routing is  

done by the nodes itself. Wireless networks are always more susceptible to security problems and the number of potential security 

vulnerabilities gets increased in the adhoc context. 

One of the main reasons are its mobility and self-routing capability nature. Ad hoc networks cannot depend on security services 

such as firewalls, authentication servers and so on [2]. The security services must be cooperative and distributed with the available 

bandwidth. DDoS attack is one serious attack which is to be taken care of in adhoc networks. This attack is launched by sending 

an extremely huge volume of packets to a target machine through the simultaneous cooperation of a large number of hosts in the 

network. This attack leads to traffic consuming the bandwidth resources of the network or the computing resource at the target 

host [1]. 

These security issues can be tackled using an intrusion detection system. The main advantage is that it can detect attacks without 

the prior knowledge of these attacks. Two of the detection mechanisms are profile based detection and specification based detection 

mechanisms [3]. Behaviour based detection method is known as profile based detection method. A profile of normal behaviour is 

defined and any deviation of that profile is classified. Whereas in Specification-based detection mechanism a set of constraints is 

defined that describes the correct operation of a program or protocol and monitors the execution of the program with respect to the 

defined constraints. Another advantage of specification-based techniques is that it can detect known as well as unknown attacks, 

while maintaining a very low rate of false positives.  

II. ATTACK ON AD HOC NETWORK  

There are various types of attacks on ad hoc network which are describing following:  

 Wormhole  

Worm hole, in cosmological term, connects two distant points in space via a shortcut route. In the same way in MANET also one 

or more attacking node can disrupt routing by short circuiting the network, thereby disrupting usual flow of packets. 
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 Routing Table Poisoning  

A routing table poisoning attack is the undesired modification of routing tables. An attacker can do this by maliciously modifying 

the routing information update packets sent by routers. Any false entry in a routing table could lead to significant consequences, 

such as congestion, an overwhelmed host, looping, illegal access to data, and network partition. 

 Replay  

Sometimes known as a man in the middle attack, a replay attack is a type of security issue in which a third party intercepts data 

transmissions with the purpose of making use of that data in some manner. Typically, this type of attack involves copying and 

possibly altering the data in some manner before releasing it for delivery to the intended recipient. 

 Flooding Attack 

In flooding attack, attacker exhausts the network resources, such as bandwidth and to consume a node’s resources, such as 

computational and battery power or to disrupt the routing operation to cause severe degradation in network performance. 

 Black Hole  

In this attack, a malicious node acts like a Black hole, dropping all data packets passing through it as like matter and energy 

disappears from our universe in a black hole. If the attacking node is a connecting node of two connecting components of that 

network, then it effectively separates the network in to two disconnected components. 

 Denial of Service  

In computing, a denial-of-service (DoS) attack is an attempt to make a machine or network resource unavailable to its intended 

users, such as to temporarily or indefinitely interrupt or suspend services of a host connected to the Internet. 

 Distributed Denial of Service 

A distributed denial-of-service (DDoS) is where the attack source is more than one, often thousands of, unique IP addresses. It is 

analogous to a group of people crowding the entry door or gate to a shop or business, and not letting legitimate parties enter into 

the shop or business, disrupting normal operations.  

 Snooping  

 Snooping is unauthorized access to another person's data. Malicious hackers (crackers) frequently use snooping techniques to 

monitor key strokes, capture passwords and login information and to intercept e-mail and other private communications and data 

transmissions. 

III. PROBLEM STATEMENT  

In MANETs the main security problem encountered is DDOS attack. Previously only single parameters were used for detection 

which proved out to be not that effective. And additionally the system was based on AODV protocol. So in our proposed 

mechanism we use multiple parameters with DSDV protocol. 

A mobile ad hoc network containing two or more than two mobile devices that can communicate with each other through 

intermediate nodes is assumed. Each node contains routing table, in our proposal DSDV routing protocol in all normal module 

attack module and IDS (intrusion detection system) for prevention through attack is implemented. 

The various parameters used for evaluation are: 

 Packet Size 

If the packet size exceeds than the predefined packet size then the corresponding change in network profile is detected and the 

attacker node spotted out. 

 Packet Delivery Ratio 

It is the ratio between the received number of packets and the total number of packets. 

 Misroute Packets 

Difference between the total number of packets and received packets. 

 Misroute Ratio 

It is the ratio between the number of misroute packets and total number of packets. 
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IV. CRITERIA FOR ATTACK    DETECTION  

We are using 12 mobile nodes and simulate them through 3 cases:- 

1) Normal case 

2) Attack case 

3) IDS case 

 Normal Case 

Every node in the MANET maintains a routing table which contains list of all known destination nodes within the network along 

with number of hops required to reach to particular node. Routing table information along with UDP protocol act as medium for 

Data Transfer. 

 Attack Case 

A Node is made as Attack node and allowed to send packets to neighbouring node. Frequently monitor the network parameters 

such as Packet size, Attack Node send infected packet to neighbouring node and this infected packet results in DDoS. The DDoS 

attack is launched by sending an extremely large volume of packets to a target machine through the simultaneous cooperation of a 

large number of hosts that are distributed throughout the network. The attack traffic consumes the bandwidth resources of the 

network or the computing resource at the target host, so that legitimate requests will be discarded. 

 IDS Case 

In Anomaly-based intrusion detection which profiles the symptoms of normal behaviours of the network such as Bandwidth used, 

packet drop rate, packet size etc. It detects intrusions as anomalies, i.e. deviations from the normal behaviours. Based on the 

network parameter such as Packet Size, Drop Rate, Packet rate we frequently check for the abnormal behaviour of the network. 

Then the attack node is identified from the network then it is removed from the routing table.  

V. RESULT  

The proposed network is capable of protecting the MANET from harm done by intruders. If a change occurs in profile network, 

then that is detected by the system and the attacking nodes are removed from the routing table. The various parameters are used 

for comparison and it is found that the packet drop rate which gets increased in attack case is equalised to the normal case after the 

implementation of IDS case. 
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