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Abstract 

Cloud is a new growing field in the present information age used in internet that provides computing resources as a service over 

online. The third generation network move towards Big data, Semantic web and Cloud technology. Cloud provides various services 

over online where people can store, process and retrieve data from it. During the data transmission via public cloud, security is the 

most important concern. Security using certificate is a cost effective and time consuming task in the cloud environment. To address 

the limitations, a mediated certificate-less encryption scheme without pairing operation is proposed for securely sharing sensitive 

information in public clouds using RSA algorithm. In this approach multiple users can access the information at the same time. 

Here, the encrypted file send to client and the client will decrypt the encrypted file using file key. The proposed method performs 

better compared with existing certificate based security algorithms.   
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________________________________________________________________________________________________________ 

I. INTRODUCTION 

In the present information age, cloud computing is new murmuring word of software engineers and hot topic of research in 

distributed, on-demand computing technology.     

 Cloud Computing: 

Cloud computing is Internet-based computing that providing shared processing resources and data to computers and other devices 

on demand. In this model is used to enabling ubiquitous, convenient, on-demand network access to a shared pool of configurable 

computing resources that can be abruptly provisioned and released with minimal management effort and high efficient manner. 

Networks, servers, storage, applications and services are the examples for this model. The users can use the services provided by 

the service provider without troubles planning, procuring, building, configuring and maintaining the infrastructure. For a real world 

example, if you need to travel from one city to another you don’t buy a train.The person Only  buy a ticket and he pay the money 

for the distance he going to be cover. And train service provider will take care of maintaining trains and rail-treks and manpower. 

Cloud computing also using computing resources managed by provider and the  provider will take care of infrastructure 

management and user they need to pay only for services used.In cloud computing the  Organizations use a variety of different 

service models as SaaS, PaaS, and IaaS and deployment models are Private, Public, Hybrid, and Community. Public cloud is an 

extension of private cloud along with the additional cost-benefit due to service provider adapts low cost cloud storage to enterprise. 

Public Cloud provides the benefit of shared infrastructure and automation in term of low-cost. 

 Secure Cloud Storage: 

Cloud computing and storage solutions provide user and enterprise with various capabilities to store and process their data in third-

party data centers. The number of security issues/concerns associated with cloud computing but these issues falls into two broad 

categories: First the security issues faced by cloud providers such as software, platform, or infrastructure-as-a-service via the cloud. 

The next one is security issues faced by their customers such as companies or organizations who host applications or store data on 

the cloud. 

 Aneka Tool: 

Aneka is a market oriented Cloud development and management platform with rapid application development and workload 

distribution capabilities it allows to build, schedule, provision and monitor results using pricing, accounting, and QoS/SLA services 

in private and/or public network environments. And also integrated with middle ware package which allows you to seamlessly 

frame and operate an interconnected network in addition to accelerating development, deployment and management of distributed 

applications that will be used to Microsoft .NET frameworks on these networks. Aneka plays the major role of Application Platform 

as a Service for Cloud Computing. Aneka supports various programming models they are Task Programming, Thread 

Programming and MapReduce Programming and tools are used for rapid creation of applications and their logical deployment on 

private or public Clouds to distribute applications. 

https://en.wikipedia.org/wiki/Software_as_a_service
https://en.wikipedia.org/wiki/Platform_as_a_service
https://en.wikipedia.org/wiki/Infrastructure_as_a_service
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 XenServer: 

XenServer is the leading open source virtualization platform, powered by the Xen Project hypervisor and the XAPI tool stack. This 

is used in the world’s largest clouds and enterprises. XenServer is a virtualization platform which gives critical features for any 

server or data center, 

 Management Capabilities includes the following features, 

1) Multi-Server Management. 

2) Role Based Administration. 

3) Performance Alerting and Reporting. 

 Scalable Virtual Infrastructure includes the following, 

1) Live VM Migration 

2) Live Storage Migration 

3) Host Failure Protection 

4) Host Power Management 

II. LITERATURE REVIEW 

Sensitive data transmission requires   privacy and security to ensure confidentiality. This type of security for data stored in private 

or public cloud needs additional security to ensure confidentiality and also should not take time cost. To address this limitation, S. 

Yu, 2010 et al [1] proposed a new cryptosystem for fine-grained sharing of encrypted data named as Key-Policy Attribute-Based 

Encryption. In their work, the authors construct sharing of audit log information and broadcast encryption. It supports delegation 

of private keys which subsumes Hierarchical Identity Based Encryption. 

Meanwhile Dan Boneh and Brent waters [2007], present a general framework for analyzing and constructing searchable public 

key systems for various families that will declare. Then construct public key systems that support comparison queries and general 

subset queries and it also support conjunctions. On the other hand, Scott Coull et al., [2009] presented a model to support a wide 

range of access control policies, it includes efficient and private realization of the Chinese Wall and Bell-LaPudulla policies, which 

is used for financial and defense applications, and each transaction requires only constant time. 

Dan Boneh, Xuhua Ding, Gene Tsudik [2004] presents a new approach for fine grained control over user security. Privileges 

centered on the concept of an online SEM. Use of SEM are conjunction with simple threshold of the RSA cryptosystem offer 

number of practical advantages over current revocation technique. 

 Jan Camenisch, Maria Dubovitskaya and Gregory Newen [2009], present a protocol for anonymous access to a database where 

the different records have different access control permission, the protocol offers maximal security guarantees for both database 

and users. 

 Xiaoxin Wu, Lei Xu and Xinwen Zhang [2012], propose certificate-less proxy re encryption scheme for data sharing with cloud. 

It is used to reduce the computing and communication cost for data owner. 

 M. Bellare, A. Desai, D. Pointcheval, P. Rogawayet al, says to compare the relative strength of popular notions of security for 

public key encryption scheme. In additional which belive simpler contribution is a new definition of non-malleability compare 

than previous one. 

 AmitSahai and Brent water [2005], presents two constructions of fuzzy Identity-Based Encryption (IBE) schemes. It can be 

viewed as IBE of messages under fuzzy, and these IBE schemes are both error-tolerant and secure against collusion attack and 

prove selective ID security model. 

 David PointCheval and Jacques stern [2000], presents security arguments for a large class of known signature schemes. Provides 

Elgamal signature scheme, and also provides existential forgeries even against an adaptively chosen-message attack.  

 Sherman S.M, Chow, Colin Boyd and Juan Manual Gonzalez Nieto [2006] et al, introduce the notion of SMC, which allows 

more lightweight versions of mediated cryptography while maintaining the ability for instantaneous revocation of keys, which is 

used to avoid key escrow. 

III. CERTIFICATELESS PUBLIC-KEY ENCRYPTION 

Providing security to data using various algorithms has their pros and cons. Hackers always try to hack our privacy data over on-

line and secure data from various hackers and malwares is a time and cost consuming task. Data security over cloud is additional 

burden to service providers and users. Multiple encryption and decryption, certificates and other security issues make more costly 

for data security in the cloud. To address these limitations, The Mediated Certificate-less public key encryption scheme is proposed. 

In this method, the data security is as equal to the certificated encryption techniques. This scheme does not depend on the pairing-

based operation. It reduces the computational overhead and to efficiently encrypt for multiple users. The novel approach of mcl-

PKE scheme is to share secure data in public clouds. It does not suffer from the key escrow problem. The RSA Asymmetric key 

approach used for performing double encryption for multiple users. The RSA algorithm is efficiently encrypt and decrypt the file 

using file key. It also be used for performing digital signature and it will be helpful for improving the security. 
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 System Architecture: 

 
Fig. 1: System architecture 

The figure1 shows the overall system architecture. During the data encryption and download phases, the data owner downloads 

the public keys of users to generate the intermediate keys as shown above. The data owner encrypts each data item only once using 

a random symmetric key K and then mCL-PKE encrypts K using its public key. The data owner uploads the encrypted data along 

with the intermediate keys to the cloud. The encrypted data is stored in the storage service in the cloud and the intermediate keys 

are stored at the SEM in the cloud. Users can download and decrypt the data using SEM key.  

IV. IMPLEMENTATION 

 RSA: 

The algorithm used for modern computers to encrypt and decrypt messages. It is an asymmetric cryptographic algorithm. 

Asymmetric algorithm uses two different keys such as Public and private key. Public key is given to everyone used to encrypt 

messages. The private key must be kept private used to decrypt the messages. Steps to generate the keys:  

1) Prime numbers p and q. 

2) Calculate n=pq 

3) Calculate the totient ᶲ (n)=(p-1)(q-1). 

4) Choose an integer such that1<e<ᶲ (n) and       its co prime to ᶲ(n). And gcd(e,ᶲ(n))=1. 

5) Compute the congruence relation de=1(modᶲ(n)). ie.de=1+kᶲ(n). 

Encrypting messages 

 
Decrypting messages 

 

V. RESULT ANALYSIS 

In this section, present the performance results for our mediated certificate-less public key encryption scheme is discussed. The 

proposed encryption algorithm is more efficient than their existing algorithm for message size above 16K bytes. 
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Fig. 5.1: Comparison of encryption 

A similar observation is made for decryption algorithm; this observation is consistent with the fact that our scheme uses an 

efficient hash function and XOR operations to perform encryption and decryption whereas their scheme uses more expensive 

constructs. 

 
Fig. 5.2: Comparison Decryption 

Hence our proposed pairing free mediated certificate-less public key encryption scheme is secure against the partial decryption 

attack. 

VI. CONCLUSION 

In this paper proposed the mediated certificate-less public key encryption scheme without pairing operations and provide formal 

security. It also solves the key escrow problem and revocation problem. The improved approach to satisfying multiple users can 

access the same access control policies and this approach performs double encryption of each data item used to reduce the overall 

overhead. Finally using RSA Asymmetric key approach to provide high security of the data and very easy in key distribution.  
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