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Abstract 

In disruption tolerant network nodes can be easily communicate with each other. In this scenario ciphertext policy-attribute based 

encryption approach is used as a flexible fined grained access control scheme, so that only authorized users can able to access the 

information .in previous attribute based encryption techniques used attributes of user’s key and built policies. While in CP-ABE 

scheme user private keys given a list of attributes and files can be encrypted under the policy over those attributes. In this technique 

file can be decrypt only if attribute satisfies the policy. In this paper we demonstrate our proposed scheme to satisfy data security.   
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________________________________________________________________________________________________________ 

I. INTRODUCTION 

Attribute based encryption (ABE) technique is the type of public key encryption which is powerful mechanism for protecting the 

confidentiality of the stored data [1]-[4]. This mechanism can access encrypted data through access control policies and attributes 

among private keys and ciphertext. In fact, ciphertext policy attribute based encryption (CP-ABE) is the scalable way of providing 

data security [5]. 

The above mentioned scheme provides fruitful results when concerning about communication of mobile nodes in disruption 

tolerant network (DTN) without any loss of secret data which is stored on the storage node. In DTN CP-ABE scheme is needed to 

secure confidential information and provide fine grained access control to authorized user [6]. The CP-ABE scheme is more flexible 

than any other scheme, especially because in this private keys are associated with the set of attributes so that files can be encrypted 

under the policies over these attributes. And decrypt only when attribute satisfies the policy. 

On applying CP-ABE on disruption tolerant networks some challenges has to be faced that is attribute revocation, this problem 

is faced by almost all cryptosystem [7]. By providing proper attribute revocation scheme DTN can be more secure military network. 

Another is key escrow problem in which key needed to decrypt encrypted data which is held in escrow, and an authorized third 

party may gain access to those keys. 

II. OBJECTIVE 

Our first focus is to preserve security in military networks for transferring confidential information between soldiers for this DTN 

is the absolute path to achieve this goal. Another is to use a cryptographically secured encryption scheme for which we are 

implementing CP-ABE method which can preserve data confidentiality that is only authorized user can able to access that 

information [8]. 

III. EXISTING SYSTEM 

The concept of attribute based encryption (ABE) is a promising approach which provides security to the data retrieval system in 

DTN. This concept faces some security challenges that can provide harm to the security of data. First is attribute revocation which 

is necessary in order to make system secure. Second is key escrow problem in which key authority can decrypt every ciphertext 

addressed to its user [9]. And the last is coordination of attributes in multiauthority system that is when multiple authorities try to 

manage their attribute keys to user independently it seems hard to define access policies over attributes among different authorities. 

ABE comes also in another flavor called KP-ABE (key policy attribute based encryption) in this user can only able to label the 

ciphertext with its attribute and key authorities will decide to which ciphertext he can able to decrypt by using policies which are 

assigned by key authorities [10]. CP-ABE is always better approach than KP-ABE because in that encryptor can able to choose 

access policy to encrypt confidential data. 
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IV. PROPOSED SYSTEM 

The architecture of DTN network can be shown in fig 1, with components such as sender, user, storage node, and key authorities. 

In this we proposed CP-ABE scheme which is going to achieve following: 

First, data confidentiality in which untrusted user who does satisfies the access policy cannot able to retrieve information from 

storage node. Second is collusion resistant, in CP-ABE when multiple users collude they combine their attributes to decrypt the 

file through which collusion can be prevented [11]. And the last feature is backward and forward secrecy in which the user who 

satisfies the access policy of the attribute cannot able to access previous data before holding attribute as well as subsequent data 

after dropping attribute.  

 
Fig. 1: DTN Architecture 

In proposed CP-ABE method key escrow problem is get resolved by using escrow free key issuing protocol that is 2PC protocol 

(two party communication). In this protocol key authorities not able to generate master key information from each other therefore, 

none of them could generate whole set of keys alone [12]. Thus, user can preserve confidentiality in semi trusted system. 

V. SYSTEM DESCRIPTION 

The components as well as modules of the DTN system are: 

1) Key authorities 

2) Sender 

3) User 

4) Storage node 

 Key Authorities 

It is the center which performs the key generation process for CP-ABE scheme. In this center there are one central authority and 

many local authorities which together generates the keys for user. In this each local authority manages the different attributes and 

corresponding keys to that attributes on the other hand central authority manages all local authorities [13]. Key authorities are the 

centers which are semi trusted that means they are honest about their work but somehow curious about the encryption technique. 

 Sender 

These are entities who store their data on any external device that is on any storage node for ease of transmitting information. This 

entity is responsible for defining access policies to their attributes which helps in encryption of data before storing on to the storage 

node. 

 User 

This entity wants to access information which is stored on the storage node by satisfying the access policies which are assigned by 

the sender. 

 Storage Node 

In this entity data can stored by the senders in encrypted form and only authorized user who satisfies the access policies which are 

defined by the sender can able to access that data as well as information. This entity is also assumed to be semi trusted. 
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 CP-ABE Policy 

The CP-ABE scheme is very powerful mechanism used for preserving data security. In Ciphertext Policy Attribute based 

Encryption (CP-ABE) scheme, the encryptor can fix the policy, who can decrypt the encrypted message. The policy can be formed 

with the help of attributes [14]. 

In CP-ABE, access policy is sent along with the ciphertext. We propose a method in which the access policy need not be sent 

along with the ciphertext, by which we are able to preserve the privacy of the encryptor. This techniques encrypted data can be 

kept confidential even if the storage server is untrusted; moreover, our methods are secure against collusion attacks [15]. Previous 

Attribute- Based Encryption systems used attributes to describe the encrypted data and built policies into user's keys; while in our 

system attributes are used to describe a user's credentials, and a party encrypting data determines a policy for who can decrypt.  

Sequence diagram for DTN system can be shown as in figure 2. 

 
Fig. 2: Sequence diagram for DTN system 

Component diagram for DTN system is shown as in figure 3. 

 
Fig. 3: Component diagram for DTN system 
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VI. CONCLUSION 

As we see DTN is the best option for military departments since because of this nodes can communicate with one another. In this 

case security is needed for preserving confidential data from unauthorized users. CP-ABE scheme is the better option as it is much 

secured and efficient method in which multiple key authorities can manage their attributes independently for secure data retrieval. 

With the help of this scheme key escrow problem is resolved as well as key revocation is done for each attribute. 
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