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Abstract 

In the past ten years, image forgery detection has been emerged as a remarkable research in applications of computer vision, 

digital image processing, biomedical technology, criminal investigation, image forensics, etc. It becomes more attractive and 

challenging when powerful software tools for image processing are so popular and sophisticated that we cannot confirm whether 

an image is manipulated by naked eyes. Image forgery detection is one kind of passive techniques using blind algorithms to 

detect traces of tampering in a given image without prior information or security codes. The images can be forged by splicing 

details from itself, which is called Copy-Move images, or from the other images called spliced images. In this paper a 

comprehensive review of different techniques of image forgery such as PCA, discrete wavelet transform, segmentation based 

CMFD etc. has been discussed. 
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________________________________________________________________________________________________________ 

I. INTRODUCTION 

A copy-move forgery is created by copying and pasting content within the same image, and potentially post processing it [2]. 

The availability of powerful digital image processing programs, such as PhotoShop, makes it relatively easy to create digital 

forgeries from one or multiple images [11]. So there is a need to find that the image is forged or not. The goal of copy-move 

forgery detection is to find duplicated regions within the same image. 

Copy-Move forgery detection can be classified into two approaches: Block based approaches and Key-point based approaches 

[16]. In both the approaches some form of pre-processing will be there. Key-point based methods compute their features only on 

image regions with high entropy, without any image subdivision or do not divide the image into blocks to extract the features; 

instead the features are extracted from the whole image. 

     
(a)                                (b) 

Fig. 1: Example of Copy-Move forgery (a) Original image (b) Tampered image [17]. 

There are two types of key-point based methods such as Scale Invariant Feature Transform and Speeded up Robust Features. 

Unlike key-point based methods, the block-based methods subdivide the image into overlapping blocks of specified size for 

feature extraction. There are different types of block based methods such as DWT, FMT etc [11]. 

II. DIFFERENT TECHNIQUES OF IMAGE FORGERY DETECTION 

1) Zernike  moments 

2) Discrete Cosine Transform 

3) PCA 
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4) Discrete  Wavelet Transform 

5) DyWT 

6) Scale Invariant Feature Transform 

7) Segmentation based CMFD 

 Zernike Moments: 

This method is used for detection of duplicated forgery in an image. It is a moment based method [10]. This method is generally 

robust for feature representation of small overlapping image blocks. Moments and invariant functions of moments have been 

used extensively for feature extraction in a wide range of pattern recognition and digital watermarking applications [12]. Zernike 

moments are known for their analytical invariance to rotation and are thus particularly suitable for this application. As to the 

limitations, we note that detectors based on Zernike moments are inherently incapable of localizing duplicated regions that 

underwent strong affine transformations other than rotation [11]. Zernike moments are also complex to calculate [14]. 

 Discrete Cosine Transform: 

In their method, first the image is segmented into overlapping small blocks followed by feature extraction [6]. It is a frequency 

based method. The DCT coefficients of the small blocks were lexicographically sorted to check whether the adjusted blocks are 

similar or not [5]. The advantage is that the signal energy is concentrated on the first few coefficients, and operations such as 

compression, and retouching should not affect these coefficients. Nevertheless, it does not work if duplicated regions are 

processed by geometrical transformation [7] and will not work in noisy image [14]. 

 Principle Component Analysis: 

This method is similar to DCT approach and better in capturing discriminating features. The given image is converted from color 

to grayscale and then divided the image into several small sized blocks, which are represented into vectors. Then arrange it 

lexicographically before matching [2]. PCA is capable of detecting even minor variations due to noise or lossy compression. The 

method is only for grayscale images, has a good efficiency in detecting copy-move forgeries and also gives less number of false 

positives. However, the efficiency decreases as the block size decreases and also if the quality of the image is low [11]. 

 Discrete Wavelet Transform: 

In this the given image was decomposed into four sub-bands by applying discrete wavelet transform .It is also a frequency based 

method [9]. This method decomposed the image into four sub-bands using Discrete Wavelet Transform firstly, instead of 

extracting the feature vectors directly from the image blocks. They divided the low frequency sub-band into overlapping blocks 

to reduce the number of blocks, and speed up the process, based on the fact that most of the energy would be concentrated at this 

sub-band [7]. The singular value decomposition (SVD) was then applied on these blocks of low-frequency component in wavelet 

sub-band to yield a reduced dimension representation [6]. 

 Dyadic Wavelet Transform: 

DyWT is shift invariant and therefore more suitable than discrete wavelet transform (DWT) for data analysis. First we 

decompose the input image into approximation (LL1) and detail (HH1) sub-bands. Then we divide LL1 and HH1 sub-bands into 

overlapping blocks and measure the similarity between blocks [3]. In this case, the wavelet transform does not involve down 

sampling and the number of wavelet coefficients does not shrink between the scales like in DWT. It also reduces false positives 

[14]. 

 Scale Invariant Feature Transform: 

This method is used to detect region duplication based on local image statistical features. This is key-points based method and 

used to detect forgery in non-flat areas [4]. SIFT descriptors of an image are invariant to changes in illumination, rotation, 

scaling etc. First the SIFT descriptors of the image is extracted, and descriptors are then matched between each other to seek for 

any possible forgery in images [8]. Even though this method is enable to detect duplication. This scheme still has a limitation on 

detection performance since it is only possible to extract the key-points from peculiar points of the image and it does not detect 

key-points in flat areas [6].  
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Fig. 2: An example of key-points extraction. (a) Original Image (b) Key-points detected by SIFT [13]. 

 Segmentation Based Copy Move Forgery Detection: 

CMFD is a method to detect the copy-move forgery in an image, mainly by extracting the key-points for comparison [1]. The 

main difference to the traditional methods is that the proposed scheme first segments the test image into semantically 

independent patches prior to key-point extraction [10].  

As a result, the copy-move regions can be detected by matching between these patches. The matching process consists of two 

stages. In the first stage, the suspicious pairs of patches that may contain copy-move forgery regions, and we roughly estimate an 

affine transform matrix. In the second stage, an EM-based algorithm is designed to refine the estimated matrix and to confirm the 

existence of copy-move forgery [1]. 

     
(a)Original image                                (b) Forged image 

Fig. 3: An example of copy-move forgery: (a) the original image with three missiles (b) The forged image with four missiles [15]. 

III. CONCLUSION 

The copy-move forgery detection is one of the major problems in the field of digital image forensics. Copy-move forgery is a 

specific type of image tampering where a part of the image is copied and pasted on another part generally to conceal unwanted 

portions of the image. Hence, the goal in detection of copy-move forgeries is to detect image areas that are same or extremely 

similar. Many techniques have been proposed to address this problem. In this paper, the existing methods that are used for 

detecting forgery in an image, has been discussed. While the performances of the methods were satisfactory enough, the robust 

detection is still a difficult task. Ultimately, faster detection techniques which meet the robustness criteria have to be designed. 
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