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Abstract 

Distributed Denial of service attack is an attempt to made services unavailable for an intended users. Now a days DDoS attacks 

becoming major problem for each and every users while using internet. The attacker goal is to damage users systems with 

different attacking tools which are easily accessible to an attacker. So This paper represents the way in which the DDoS attacks 

may happen and demonstration of testbed for the implementation of real time ICMP ping floods to lunch DDoS attacks against 

victim network. And detects ICMP ping flood attacks. Then it also presents solution to identify and prevent floods from real 

source of attack.   
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________________________________________________________________________________________________________ 

I. INTRODUCTION 

Denial of service attack (DoS) is an attempt to made services unavailable for an intended users. Attacker goal is to damage 

sources of a system that have responsibility to provide network service. Distributed denial of service attack (DDoS) is Extended 

version of the DoS attack here an attackers can distribute attacks among different targeted machines to made services or 

resources unavailable to genuine users. The attackers can use various tools and techniques in order to lunch DDoS attack on 

victim system. Botnet is one of the phenomenon used by hacker or an attacker to compromise victim system it states that; the 

botnet is network of interconnected computers called zombies. It allows an attacker to manage and control compromised systems 

without knowing to the victim. 

As we know that DDoS attack is one of the origin for the internet security threats. DDoS attack shall be categorized into four 

categories such as User Datagram Protocol (UDP) flood, Internet Control Message Protocol (ICMP) flood, Transmission Control 

Protocol (TCP) flood and Smurfs. So the ICMP ping attack is one of the way to do DDoS attack. These threats and attacks 

becomes major issue during the transmission, so it is essential to recover the data transmission security by deploying defense 

mechanisms in the network. 

II. BACKGROUND AND RELATED WORK 

In Redhwan Alnkhalny et. al[1]  The ICMP is one of the essential protocol in the implementation of IPv6. It is used to detect 

route and neighbor. Conversely, the attackers can also use this protocol to deny access from web services as like falling of 

network performance by ICMPv6 flood attacks. Detection of such attacks suffers lot from the inaccessibility of the benchmark 

datasets. Till  now,  several  types  of  security  data sets such as DARPA [6], KDD[7],  LBNL,  CAIDA, DEFCON  these  data 

sets  shall be used  in  the  detection  of  many types  of  attacks  and  they  can also be  used  for assessment of the system.   

All most all the datasets are from local environment in the field of IPv6 and because of the privacy issues which should not be 

used on a large scale. So the purpose of this paper is to demonstrate testbed for the implementation of real time ICMP ping 

floods to lunch DDoS attacks against victim network. The attacker will overloads the victim system by sending more number of 

ICMP ping packets from many hosts simultaneously without waiting for reply so the victim is not possible to process those 

request packets, it may causes out of service.  

In Christos Douligeris, et. al [2], this paper presents the overall risks associated with the DDOS attack and various counter 

measures to encounter those attacks. DDoS attacks are serious issue for wired as well as wireless networks. Such attacks could 

easily exhaust communication and computing assets of the victim system with in short duration. So that it is important to propose 

preventive machinimas to combat such attacks. Next step would generate datasets and experimental testbed then it is easier to 

compare and evaluate all the various mechanisms. 

Stephen M. Specht, et. al[3], In this paper they have mentioned taxonomies, tools, and preventive measures to encounter the 

DDoS problems and finds widespread solutions. The attackers can execute their attacks with different attacking tools which are 

easily implemented and accessible to an attacker. Some of preventive mechanisms are successfully executed. Most of these are 

still being developed and assessed. It is important consider that, as the usage of internet grows rapidly, the DDoS attack 

countermeasures and resolutions are developed, verified, and executed.    
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Nazrul Hoque, et. al[4],  this paper starts with classification and characteristics of DDoS attacks. It describes technological 

aspect of the botnet and recent tendencies to achieve DDoS attacks with help of botnets. According to this, botnet is network of 

computers called zombies with malicious code that allows the attacker to manage and control infected systems remotely. 

Detailed comparison between traditional PC based botnets and mobile botnets is given, finally the botnet architectures and 

defense methodologies for botnet-based DDoS attacks are discussed. 

Mitko Bogdanoski, et. al[5], Presents that ICMP is a part of Internet Protocol (IP) suite.  This protocol is used to report errors 

and Even though for guaranteeing correct data distribution. Malicious users use this protocol for lunching different Denial of 

Service attacks.  Such attacks are easier to conduct because of the broadcast nature of wireless communication. The attacker 

intercept communication of the guanine user by transferring corrupted or bogus ICMP packets.  This paper presents the method 

to simulate the ICMP Ping Flood Attack, and effects of those attacks are analyzed on wireless networks by using OPNET 

Modeler. Various countermeasures are proposed against this type of attack. Simulation outcomes about the effects of connection 

failure /recovery mechanism are discussed. 

 Existing and Proposed Work 

The detection of ICMPv6 ping floods, behavioral-based methodologies, mainly suffers lot from the inaccessibility of the 

benchmark datasets. All most all the datasets are from local environment in the field of IPv6 and because of the privacy issues 

which should not be used on a large scale.  And which also lack some statistical features.  

The Proposed system demonstrates testbed for the implementation of real time ICMP ping floods to lunch DDoS attacks 

against victim network. And detects ICMP ping flood attacks. Then it also presents solution to identify and prevent real source of 

attack 

III. ARCHITECTURE 

As per the system architecture shown in fig 4.4, the flood tool Floods the ICMP ping packets on the server (target machine) 

through the ISP by giving address of the machine to which the attack should be lunched. The ISP network is created with given 

number of ISP router which are located randomly in the network. The number of ping packets are pumped per second based on 

the request rate given by the flood tool. 

The server starts receiving all the ping packets from the different IP. And begins histogram analysis for every failed pings to 

detect attack packets. If the number of failed ping packets is above the bench mark value then the attack is detected. Here the 

server sets specific limitation to process incoming packets. If it exceeds the limitation the packet is treated as attack packet. 

Once the server is under attack, it starts to find out the real source of the attack by advertising ISP at the ISP router. Path of 

traversal of attack packet is found from target ISP to source ISP Consequently the path scatter request is sent to the source ISP. 

And actual attack source of the ISP is detected. As well as the suspicious ISP router is blocked then the server will not get further 

request messages through that ISP. 

 
Fig. 1: System Architecture 

1) Create a test bed for PING attack generation 

2) Detection of PING attack using histogram based analysis 

3) Identify the real source of attack  

4) Block the ISP from where attack is generated. 

5) Collect PING attack statistics and plot in a neat graph 
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IV. EXPERIMENTAL RESULTS 

Denial-of-service experiments against web services is effectively done by using the ICMP based flooding attack testbed. 

Throughout the experiments it is impossible for the victim to access the web services until it is stop sending huge amount of 

ICMP ping packets. That means the services are denied whenever the testbed is conducted. The packet capturing tool is created 

using NetBeans with java technology. So it will captures the incoming ICMP ping packets at the server. It shown in below fig 1. 

 
Fig. 1: Reception of ping packet 

Graphical results after launching ICMP ping flooding Denial of Service attacks is shown in ping stat it indicates that the 

graphical representation of failed pings and real pings per second. Shown in fig 2 

 
Fig. 2: Ping Stat 

 Histogram Analysis 

For every failed ping packets it will construct histogram to detect attack packets. If the number of failed ping packets is above 

the bench mark value then the attack is detected. 

 
Fig. 3: Detection of attack 
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 Detection of Real Source of the Attack: 

To detect real source of attack find the path of traversal of packet, that is found from target ISP to source ISP and the path scatter 

request is sent to the source ISP to find the real source of attack. So the actual source of the attack is detected. 

 
Fig. 4: Real source of Attack 

 Black listing of ISP 

Suspicious ISP router is blocked and the server will not get further request messages through that ISP. 

 
Fig. 5: Block Attack Source 

V. CONCLUSION 

DDoS attacks are becoming major problem in the field of internet. So, the scope of this paper is to understand the different 

occurences of DDoS attacks and propose a real time test-bed for lunching ICMP ping flood DDoS attack. Consequently, 

detecting actual source of the IP and thus protecting system from causing harmness from DDoS attack. 
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