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Abstract 

The IEEE 802.11e enhanced distributed channel access (EDCA) protocol follows class-based service differentiation for 

providing differentiated quality-of-service (QoS). However, its collision avoidance mechanism using backoff algorithm can be 

inefficient for providing improved performance with respect to throughput and channel access delay, especially in a high 

network configuration (i.e. number of stations) with imperfect wireless channel. The existing and emerging works have devoted 

considerable attention on tuning the backoff parameters for achieving optimal throughput only. The prior works do not consider 

the channel access delay and throughput metrics altogether for performance improvement. Additionally, in most of the cases, the 

optimal configuration of back off parameters is performed by a centralized controller. In this paper, we propose a delay-aware 

distributed dynamic adaptation of contention window scheme, namely D2D, for the cumulative improvement of both the 

throughput and the channel access delay at runtime. The D2D scheme requires two ad-hoc, distributed, and easy-to-obtain 

estimates—delay deviation ratio and channel busyness ratio—of the present delay level and channel congestion status of the 

network, respectively. A key advantage of the D2D scheme is that it is compliant with the IEEE 802.11 standard, and, thus, can 

be seamlessly integrable with the existing wireless card. We show the integrated model of the medium access control protocol, 

namely D2D Channel Access (D2DCA), for the IEEE 802.11e networks. We further propose a two-dimensional Markov chain 

model of the D2DCA protocol for analyzing its theoretical performance in saturated networks with imperfect wireless channel. 

Theoretical comparison with the benchmark protocols establishes the effectiveness of the D2DCA protocol. 

Keywords: Hybrid wireless Network, Three- Hop, Distributing, Throughput, Overhead 

________________________________________________________________________________________________________ 

I. INTRODUCTION 

Wireless network coding systems the routing and packet forwarding procedures are different from those in traditional wireless 

networks, the first question that we need to answer is: Will wormhole attacks cause serious interruptions to network functions  

and downgrade system performance? Actually no matter what procedures are used, wormhole attacks severely imperil network 

coding protocols. In particular, if wormhole attacks are launched in routing, the nodes close to attackers will receive more 

packets than they should and be considered as having a good capability in help forwarding packets. Thus they will be assigned 

with more responsibility in packet forwarding than what they can actually provide. Furthermore, other nodes will be 

correspondingly contributing less. This unfair distribution of workload will result in an inefficient resource utilization and reduce 

system performance. Wormhole attacks launched during the data transmission phase can also be very harmful. First, wormhole 

attacks can be used as the first step towards more sophisticated attacks, such as man-in-the-middle attacks and entropy attacks. 

For example, by retransmitting the packets from the wormhole links, some victim nodes will have to process much more non-

innovative packets that will waste their resources; these constitute entropy attacks. Secondly, the attackers can periodically turn 

on and off the wormhole links in data transmissions, confusing the system with fake link condition changes and making it 

unnecessarily rerun the routing process. 

II. LITERATURE SURVEY 

 Impact of Security Attacks on a New Security Protocol for Mobile Ad Hoc Networks: 

A mobile ad hoc network (MANET) is a self-organized wireless short-lived network consisting of mobile nodes. The mobile 

nodes communicate with one another by wireless radio links without the use of any pre-established fixed communication 

network infrastructure. The mobile nodes are vulnerable to different types of security attacks that allow interception, injection, 

and interference of communication among nodes. Possible damages include leaking secret information, message contamination 

and node impersonation. MANETs need secure routing protocols to prevent possible security attacks. In this paper, we evaluate 
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the performance of a new security protocol against various known and unknown malicious node attacks. Simulation results have 

shown that the proposed security protocol resists against malicious nodes with low implementation complexity 

 Byzantine Attack 

In this attack, a set of cooperative intermediate nodes works in combined and collectively performs attacks such as creating 

routing loops, routing packets onworst paths, and selectively dropping packets 

 Routing Attacks 

In this attack, attackers try to alter the routing information and data in the routing control packet. There are several types of 

routing attacks mounted on the routing protocol which are intended for disturbing the operation of the network 

 A Survey on Security Issues to Detect Wormhole Attack in Wireless Sensor Network: 

Sensor nodes, when deployed to form Wireless sensor network operating under control of central authority i.e. Base station are 

capable of exhibiting interesting applications due to their ability to be deployed ubiquitously in hostile & pervasive 

environments. But due to same reason security is becoming a major concern for these networks. Wireless sensor networks are 

vulnerable against various types of external and internal attacks being limited by computation resources, smaller memory 

capacity, limited battery life, processing power & lack of tamper resistant packaging. This survey paper is an attempt to analyze 

threats to Wireless sensor networks and to report various research efforts in studying variety of routing attacks which target the 

network layer. Particularly devastating attack is Wormhole attack- a Denial of Service attack, where attackers create a low-

latency link between two points in the network. With focus on survey of existing methods of detecting Wormhole attacks, 

researchers are in process to identify and demarcate the key research challenges for detection of Wormhole attacks in network 

layer. 

 Attacks on Wireless Sensor Networks: 

Wireless sensor networks are susceptible to wide range of security attacks due to the multi-hop nature of the transmission 

medium. Also, wireless sensor networks have an additional vulnerability because nodes are generally deployed in a hostile or 

unprotected environment. Although there is no standard layered architecture of the communication protocol for wireless sensor 

network, hence there is need to summarize the possible attacks and security solution in different layers with respect to ISO-OSI 

model 

III. A SURVEY ON NETWORK SECURITY AND CRYPTOGRAPHY 

In this paper we describe some of the recent research going on in the field of cryptography and network security. Discussion of 

these research papers emphasizes the security vulnerabilities of existent as well as new technologies in the field of Computer 

Networks. We classify the research topics based on their implementation across the seven layers of the familiar OSI reference 

model, and group the papers together based on their content. The main motivation behind each research paper is explained and 

the proposed solution is stated Briefly, in light of brevity. 

IV. A SURVEY OF INTRUSION DETECTION SYSTEMS IN WIRELESS SENSOR NETWORKS 

Wireless Sensor Networking is one of the most promising technologies that have applications ranging from health care to tactical 

military. Although Wireless Sensor Networks (WSNs) have appealing features (e.g., low installation cost, unattended network 

operation), due to the lack of a physical line of defense (i.e., there are no gateways or switches to monitor the information flow), 

the security of such networks is a big concern, especially for the applications where confidentiality has prime importance. 

Therefore, in order to operate WSNs in a secure way, any kind of intrusions should be detected before attackers can harm the 

network (i.e., sensor nodes) and/or information destination (i.e., data sink or base station). In this article, a survey of the state-of-

the-art in Intrusion Detection Systems (IDSs) that are proposed for WSNs is presented. Firstly, detailed information about IDSs 

is provided. Secondly, a brief survey of IDSs proposed for Mobile Ad-Hoc Networks (MANETs) is presented and applicability 

of those systems to WSNs is discussed. Thirdly, IDSs proposed for WSNs are presented. This is followed by the analysis and 

comparison of each scheme along with their advantages and disadvantages. Finally, guidelines on IDSs that are potentially 

applicable to WSNs are provided. Our survey is concluded by highlighting open research issues in the field. 

V. A NOVEL APPROACH TO DETECT & PREVENT WORMHOLE ATTACK OVER MANET & SENSOR N/W TOWARDS LOWER 

BATTERY POWER CONSUMPTION 

In Mobile Ad hoc Network (MANET) mobile node is responsible for route establishment using wireless link where each node 

may behave like both as a host and router. MANET encounters number of security threats because of its open entrusted 

environment, with little security arrangement, security over MANET can be enhance up to some satisfactory level because of its 

inherent characteristics. Among some of the prominent security threats wormhole attack is considered to be a very serious 

security threat over MANET. In wormhole two selfish nodes which is geographically very far away to each other makes tunnel 

between each other to hide their actual location and give the illusion that they are true neighbours and attract other nodes to make 
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conversation through the wormhole tunnel. Many researchers focused on detecting wormhole attack and its prevention 

mechanism. It seems that in the previous technique there is a need to improve their results in the brink of false negative rate, 

routing overhead etc. The present paper has proposed the hybrid model in order to detect and prevent the wormhole attack. This 

approach has been work with neighbour node and hop count method. 

VI. EXISTING SYSTEM 

1) Recent research highlighted the key contribution of provenance in systems where the use of untrustworthy data may lead to 

catastrophic failures (e.g., SCADA systems). Although provenance modeling, collection, and querying have been studied 

extensively for workflows and curated databases, provenance in sensor networks has not been properly addressed. 

2) Pedigree captures provenance for network packets in the form of per packet tags that store a history of all nodes and 

processes that manipulated the packet. 

3) Hasan et al. propose a chain model of provenance and ensure integrity and confidentiality through encryption, checksum 

and incremental chained signature mechanism. 

4) Chong et al. embed the provenance of data source within the data set. 

 Drawbacks of Existing System: 

1) Traditional provenance security solutions use intensively cryptography and digital signatures, and they employ append-

based data structures to store provenance, leading to prohibitive costs. 

2) Employs separate transmission channels for data and provenance 

 Proposed System: 

1) We investigate the problem of secure and efficient provenance transmission and processing for sensor networks, and we 

use provenance to detect packet loss attacks staged by malicious sensor nodes. 

2) Our goal is to design a provenance encoding and decoding mechanism that satisfies such security and performance 

needs. We propose a provenance encoding strategy whereby each node on the path of a data packet securely embeds 

provenance information within a Bloom filter (BF) that is transmitted along with the data. Upon receiving the packet, 

the BS extracts and verifies the provenance information. We also devise an extension of the provenance encoding 

scheme that allows the BS to detect if a packet drop attack was staged by a malicious node. 

 Specific Contributions are: 

 An arithmetic coding based, distributed, and lossless provenance encoding mechanism for WSN. Our scheme also 

supports data aggregation. 

 An efficient technique for provenance decoding and verification at the base station.  

 A secure mechanism for assigning and sharing the occurrence probabilities of a particular node that are used in 

arithmetic coding. Our mechanism ensures confidentiality so that no malicious node can decode the provenance 

information of other nodes. 

 A secure packet sequence number generation mechanism  

 Advantages of Proposed System: 

 We use only fast message authentication code (MAC) schemes and Bloom filters, which are fixed-size data structures 

that compactly represent provenance. Bloom filters make efficient usage of bandwidth, and they yield low error rates in 

practice. 

 We formulate the problem of secure provenance transmission in sensor networks, and identify the challenges specific to 

this context. 

 We propose an in-packet Bloom filter (iBF) provenance-encoding scheme. 

 We design efficient techniques for provenance decoding and verification at the base station. 

 We extend the secure provenance encoding scheme and devise a mechanism that detects packet drop attacks staged by 

malicious forwarding sensor nodes. 

 We perform a detailed security analysis and performance evaluation of the proposed provenance encoding scheme and 

packet loss detection mechanism.  
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VII.    SYSTEM MODEL  

 
 

 

VIII. CONCLUSION AND FUTURE WORK          

In this paper, we proposed a simple and efficient delay-aware contention window adaptation scheme, namely D2D,for the 

performance improvement of both the throughput and the channel access delay of a network all together. As the D2D scheme 

requires the present value of only two adhoc, distributed, and estimate parameters related to the network configuration and 

experienced delay, respectively, the scheme is seamlessly integrable with the off-the-shelf hardware of IEEE 802.11e networks. 

Using the D2D scheme, we designed the D2DCA protocol for the IEEE 802.11e networks. we have investigated the negative 

impacts of wormhole attacks on wireless network coding systems. Wehave proposed two algorithms that utilize the metric ETX 

to defend against wormhole attacks. We have proposed a Centralized Algorithm that assigns a central node to collect and analyze 

the forwarding behaviors of each node in the network, in order to react timely when wormhole attack is initiated.  We have 

proven the correctness of the Centralized Algorithm by deriving a lower bound of the deviation in the algorithm. We have also 

proposed a Distributed detectionAlgorithm against Wormhole in wireless Network coding systems, DAWN. DAWN is totally 

distributed for thenodes in the network, eliminating the limitation of tightly synchronized clock. DAWN is efficient and thus it 

fits for wireless sensor network. For both centralized and distributed algorithms, we have utilized the digital signatures toensure 

every report is undeniable and cannot be forged by any attackers.  

In this work, a new cluster based wormhole detection method has been proposed. In multi-hop wireless systems, the need for 

cooperation among nodes to relay each other's packets exposes them to a wide range of security threats including the wormhole 

attack. A number of recent works have been studied before proposing this new methodology. The proposed solution unlike some 

of its predecessors does not require any specialized hardware like directional antennas, etc for detecting the attackers. or 

extremely accurate clocks, etc. The simulation using 30 nodes and variable number of guard nodes prove the effectiveness of the 

proposed algorithm. Currently more studies are being done to analyze the performance of the proposed algorithm in presence of 

multiple attacker nodes. 
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