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Abstract 

Intruder is someone who intrudes on the privacy  or property of another without permission. The objective of the intruder is to 

gain access to a system or to increase the range of privileges accessible on a system.  Intrusion detection enables the collection of 

information about intrusion techniques that can be used to strengthen the intrusion prevention facility. Recent innovation in 

intrusion detection technology is the honey pot. The front line of defense against intruders is the password system. Virtually all 

multiuser systems require that a user provide not only a name or identifier (ID) but also a password. The password serves to 

authenticate the ID of the individual logging on to the system The ID determines whether the user is authorized to gain access to 

a system.   
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________________________________________________________________________________________________________ 

I. INTRODUCTION 

ONE of the two most publicized threats to security is the intruder (the other is viruses), often referred to as a hacker or cracker. 

Intruder attacks range from the benign to the serious. At the benign end of the scale, there are many people who simply wish to 

explore internets and see what is out there. At the serious end are individuals who are attempting to read privileged data, perform 

unauthorized modifications to data, or disrupt the system. Benign intruders might be tolerable, although they do consume and 

may slow performance for legitimate users. However, there is no way in advance to know whether an intruder will be benign or 

malign. 

 Cryptography is the study of secret writing[2]. It is the art of science encompassing the principle and methods of transforming 

an intelligible message into one that is unintelligible and then retransforming that  message back to its orginal message. 

Cryptography is where security engineering meets mathematics[3]. It provides us with the tools that underlie  most modern 

security protocols. Cracking is the process of recovering password from data. Cracking that has been stored in or transmitted by a 

computer system. A common approach is to repeatedly try guesses for the password[1]. Cryptography is an emerging 

technology, which is important for network security. Research on cryptography is still in developing stages and a considerable 

research effort is still required for secure communication. 

II. INTRUDER DETECTION TECHNIQUES 

An Intrusion Detection System (IDS)is a device or software application that monitors network or system activities for malicious 

activities or policy violations and produce reports to a management station[1]. IDS come in a variety of “flavors” and approach 

the goal of detecting suspicious traffic in different ways. All Intrusion Detection System uses one of the two detection 

techniques. 

 Statistical Anomaly Detection: A.

Involves the collection of data relating to the behavior of legitimate users over a period of time. Then statistical tests are applied 

to observed behavior to determine with a high level of confidence whether that behavior is not legitimate  user behavior. 

Statistical anomaly detection techniques fall in to two broad categories: threshold detection and profile based systems. 

 Threshold detection involves counting the number of occurrences of a specific event type over an interval of time. If the count 

surpasses what is considered a reasonable number that one might expect to occur, then intrusion is assumed. Threshold analysis, 

by itself, is a crude and ineffective detector of even moderately sophiscated attacks. 

 Profile-based anomaly detection focuses on characterizing the past behavior of individual users or related group of  users and 

then detecting significant deviations. A profile may consist of a set of parameters, so that deviation on just a single parameter 

may not be sufficient in itself to signal an alert. 

 Rule Based Intrusion Detection: B.

Involves an attempt to define a set of rules that can be used to  decide that a given behavior is that of an intruder. Rule based 

detection techniques fall into two categories: rule based anomaly detection and rule based penetration identification. 
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 Rule based anomaly detection is similar in terms of statistical anomaly detection. Rules may represent past behavior patterns 

of users, programs, and so on. The scheme is based on observing past behavior and, in effect, assuming that the future will be 

like the past. 

 Rule based penetration identification takes a very different approach to intrusion detection. The key feature of such systems is 

the use of rules for identifying known penetrations or penetrations that would exploit known weaknesses. 

III. INTRUSION DETECTION 

 
Fig. 1: Profiles of Behavior of Intruders and Authorized Users 

 Intrusion detection is based on the assumption that the behavior of the intruder differs from that of a legitimate user in ways 

that can be quantified[1]. The typical behavior of an intruder differs from the typical behavior of an authorized user, there is an 

overlap in these behaviors. Thus, a loose interpretation of intruder behavior, which will catch more intruders, will also lead to a 

number of “false positives,” or authorized users identified as intruders. On the other hand, an attempt to limit false positives by a 

tight interpretation of intruder behavior will lead to an increase in false negatives, or intruders not identified as intruders. Thus, 

there is an element of compromise and art in the practice of intrusion detection. 

IV. HONEY POTS 

A relatively recent innovation in intrusion detection technology is the honey pot. Honey pots are decoy systems that are designed 

to lure a potential attacker away from critical systems[1]. Honey pots are designed to divert an attacker from accessing critical 

systems, to collect information about the attacker’s activity and to encourage the attacker to stay on the system long enough for 

administrators to respond. 

 These systems are filled with fabricated information designed to appear valuable but that a legitimate user of the system 

wouldn’t access. Thus, any access to the honey pot is suspect. The system is instrumented with sensitive monitors and event 

loggers that detect these accesses and collect information about the attacker’s activities. Because any attack against the honey pot 

is made to seem successful, administrators have time to mobilize and log and track the attacker without ever exposing productive 

systems. Initial efforts involved a single honey pot computer with IP addresses designed to attract hackers. More recent research 

has focused on building entire honey pot networks that emulate an enterprise, possibly with actual or simulated traffic and data. 

Once hackers are within the network, administrators can observe their behavior in detail and figure out defenses. 

V. PASSWORD MANAGEMENT 

The most widely used method to prevent  unauthorized access is to use passwords. A password is a string of characters used to 

authenticate a user to access a system. The password needs to be kept secret and is only intended for the specific user. In 

computer systems, each password is associated with a specific username since many individuals may be accessing the same 

system. Good passwords are essential to keeping computer systems secure. Unfortunately, many computer users don't use very 

secure passwords, such as the name of a family member or important dates. Simple tips for constructing a hack-proof password 

are as follows. 
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1) Longer is usually stronger. Passwords featuring 10 or more characters are better than those with 8 or less. Try 

experimenting with login phrases instead of single words 

2) Use uppercase and lowercase letters. Try a combination of big and small letters, and in random combination not always 

initial letter capitalization. 

3) Insert numbers and special characters. Substituting a zero “0” for the letter “O” is one common method, but also try 1 

for I, 3 for E, and 5 for S. Add characters like @#$%^&* for variety. 

4) Experiment with clues. Think of a random childhood attraction, or a place you love, or a specific car, a vacation spot, or 

a favorite restaurant. These will be easy to remember but hard to crack using what may be already known about you. 

5) Use a personal algorithm. You can create your own cryptographic method to obscure your passwords. Try thinking of a 

long phrase and then using just the initial letters of that phrase. Combine unrelated words. Always substitute the same 

numbers for certain letters. Type the password one row higher on the keyboard. 

6) Change often. Changing your passwords monthly, even occasionally, is a good practice. 

VI. ONE-TIME-PASSWORD TOKEN 

Another technology that may be used to facilitate password management is the one-time-password token. Users authenticate 

themselves with two unique factors, something they have (the token) and something they know (the PIN). Users do not need to 

choose or memories passwords. The token will generate a unique, one-time-use password for each authentication process, based 

on the PIN and other factors, granting access to protected resources. 

1) A token is needed for each user of the authentication process, which implies additional investment.  

2) Users must carry the token at all times, and they will not be able to access the system if they lose the token or forget to 

bring it with them. Unlike software-based access control systems, which only require a password reset, users may not be 

able to use the system for hours or days if the token is lost. 

3) Users should be aware of the physical security of the token and ensure that the token is properly protected at all times.  

4) Most of the current one-time-password authentication schemes only authenticate the initial connection. Connections 

thereafter are assumed to be authenticated, and these connections are susceptible to being hijacked. 

5) Security tokens may not support all applications or servers. 

 Password length is only part of the problem. Many people, when permitted to choose their own password, pick a password that 

is guessable, such as their own name, their street name, a common dictionary word, and so forth. This makes the job of password 

cracking straightforward. The cracker simply has to test the password file against lists of likely passwords. Because many people 

use guessable passwords, such a strategy should succeed on virtually all systems. In Figure 2 we see that 46% of respondents 

used passwords with a length equal to or less than 6 characters – even though it means that 54% used passwords of length 7 or 

more, the statistics are simply not favorably[9]. The length requirement is an even more basic requirement which students either 

choose to ignore or they are not aware of it. The average length of all passwords appears to be appropriate at between 8 and 9 

characters. Almost half of the respondents (49%) stated that they use secure passwords. When checking their passwords and 

applying only the one rule concerning password length, it was found however, that 46% of those who said that they are using 

secure passwords have passwords with 6, or less, characters. Password strength is the likelihood that a password cannot be 

guessed or discovered, and varies with the attack algorithm used. 

 
Fig. 2: Password Length Protection 
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VII. PASSWORD SELECTION STRATEGIES 

If users are assigned passwords consisting of eight randomly selected printable characters, password cracking is effectively 

impossible. But it would be almost as impossible for most users to remember their passwords. Our goal, then is to eliminate 

guessable passwords while allowing the user to select a password that is memorable. Four basic techniques are in use: 

 User Education: A.

Users can be told the importance of using hard to guess passwords and can be provided with guidelines for selecting strong 

passwords. This user education strategy is unlikely to succeed at most installations, particularly where there is a large user 

population or a lot of turnover. Many users will simply ignore the guidelines. Others may not be good judges of what is a strong 

password. 

 Computer-Generated Passwords: B.

Computer-generated passwords also have problems. If the passwords are quite random in nature, users will not be able to 

remember them. Even if the password is pronounceable, the user may have difficulty remembering it and so be tempted to write 

it down. In general, computer-generated password schemes have a history of poor acceptance by users. 

 Reactive Password Checking: C.

A reactive password checking strategy is one in which the system periodically run its own password cracker to find guessable 

passwords. The system cancels any passwords that are guessed and notifies the user. This tactic has a number of drawbacks. 

First, it is resource intensive if the job is done right. Because a determined opponent who is able to steal a password checker is at 

a distinct disadvantage.   

 Proactive Password Checking: D.

The most promising approach to improved password security is a proactive password checker. In this scheme, a user is allowed 

to select his or her own password. However, at the time of selection, the system checks to see if the password is allowable and, if 

not, rejects it. Such checkers are based on the philosophy that, with sufficient guidance from the system, user can select 

memorable passwords from a fairly large password space that are not likely to be guessed in a dictionary attack.  

VIII. CONCLUSION 

Unauthorized intrusion into a computer system or network is one of the most serious threats to computer security. Intrusion 

detection continues to be an active research field. Intrusion detection systems have been developed to provide early warning of 

an intrusion so that defensive action can be taken to prevent or minimize damage.  Intrusion detection involves detecting unusual 

patterns of activity or patterns of activity that are known to correlate with intrusions. Many firewalls detect attempted intrusions. 

A password is a convenient and easy method of authentication for users entering a computer system. The system simply requires 

the user to present something he knows as a proof that he is actually who he claims to be. While password is the most commonly 

used method of authenticating users entering computer systems, passwords are frequently targeted by attackers wanting to break 

into systems. It is critical that this first line of defense against unauthorized access is effective by rigorously practicing good 

password management policies. 
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