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Abstract 

A trust model and implement it associated to an authentication protocol. The aim is to introduce an intermediate phase that evaluates 

the trustworthiness of communicating entities before the phase of service provision. Our scheme will preserve and protect user 

privacy since it will use non-sensitive information in the evaluation process of the trust. What makes trust evaluation models really 

needed in smart environments is that they create a secure yet more flexible environments that what security policies alone cannot 

do. That is because the strictness of static policies may limit the freedom of normal users while it is potentially vulnerable to 

malicious users; on the other hand, trust systems are very adaptive to the user needs, actions and behaviours. 
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________________________________________________________________________________________________________ 

I. INTRODUCTION 

A trust model and implement it associated to an authentication protocol. The aim is to introduce an intermediate phase that evaluates 

the trustworthiness of communicating entities before the phase of service provision. Our scheme will preserve and protect user 

privacy since it will use non-sensitive information in the evaluation process of the trust. What makes trust evaluation models really 

needed in smart environments is that they create a secure yet more flexible environments that what security policies alone cannot 

do. That is because the strictness of static policies may limit the freedom of normal users while it is potentially vulnerable to 

malicious users; on the other hand, trust systems are very adaptive to the user needs, actions and behaviors. 

II. THREAT MODEL 

 Forest fire Attacks 

In a forest fire attack, the attacker first uses traditional methods such as fishing and guessing to compromise some users (these are 

called seed users), and then the attacker propagates the attacks to other users by exploiting the ”trusted contacts”. Indeed, a large 

number of social network accounts were reported to be compromised. showing the feasibility of obtaining compromised seed users. 

The goal of the attacker is to obtain verification codes from atleast one trustees. If at least one trustees of User are already 

compromised, the attacker can easily compromised user otherwise, the attacker can impersonate and send a spoofing message to 

each uncompromised trustee of user to request the verification code. 

When a final classes is generated customers similarity with strongly similar classes is taken into consideration for 

recommendation. 

 
Fig. 1: forest fire attack 
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Illustration of a forest fire attack to a service with 6 users. The shown graph is the trustee network. Recovery threshold is three. 

Users u5 and u6 have adopted the trustee-based social authentication. The attack ordering is u6,u5,u4. (a)u1,u2, andu3 are 

compromised seed users. (b) u6 is compromised because three of his or her trustees are already compromised. (c) u5 is 

compromised because the attacker already compromises his or her trustees u3 and u6 and obtains a verification code from u4 via 

spoofing attacks. (d) u4 is not compromised because he or she hasn’t adopted the service. 

III. SECURITY MODEL 

 Blowfish Algorithm: 

Blowfish has a 64-bit block sie and a variable key length from 32 bits up to 448 bits.[2] t is a 16-round Feistel cipher and uses large 

key-dependent S-boxes. n structure it resembles CAST-128, which uses fixed S-boxes. The Feistel structure of Blowfish The 

diagram to the left shows the action of Blowfish. Each line represents 32 bits. The algorithm keeps two subkey arrays the 18-entry 

P-array and four 26-entry S-boxes. The S-boxes accept 8-bit input and produce 32-bit output. ne entry of the P-array is used every 

round, and after the final round, each half of the data block is Red with one of the two remaining unused P-entries. The diagram to 

the upper right shows Blowfishs F-function. The function splits the 32-bit input into four eight-bit uarters, and uses the uarters as 

input to the S-boxes. The outputs are added modulo 232 and Red to produce the final 32-bit output. Decryption is exactly the same 

as encryption, except that P1, P2,..., P18 are used in the reverse order. This is not so obvious because xor is commutative and 

associative. A common misconception is to use inverse order of encryption as decryption algorithm (i.e.The algorithm first Ring 

P17 and P18 to the ciphertext block, then using the P-entries in reverse order). 

Blowfishs key schedule starts by initialiing the P-array and S-boxes with values derived from the hexadecimal digits of pi, which 

contain no obvious pattern (see nothing up my sleeve number). The secret key is then, byte by byte, cycling the key if necessary, 

Red with all the P-entries in order. A 64-bit all-ero block is then encrypted with the algorithm as it stands. The resultant ciphertext 

replaces P1 and P2. The same ciphertext is then encrypted again with the new subkeys, and the new ciphertext replaces P3 and P4. 

This continues, replacing the entire P-array and all the S-box entries. n all, the Blowfish encryption algorithm will run 21 times to 

generate all the subkeys - about 4B of data is processed. Because the P-array is 76 bits long, and the key bytes are Red through all 

these 76 bits during the initialiation, many implementations support key sies up to 76 bits. While this is certainly possible, the 448 

bits limit is here to ensure that every bit of every subkey depends on every bit of the key,[2] as the last four values of the P-array 

dont aff ect every bit of the ciphertext. This point should be taken in consideration for implementations with a diff erent number of 

rounds, as even though it increases security against an exhaustive attack, it weakens the security guaranteed by the algorithm. And 

given the slow initialiation of the cipher with each change of key, it is granted a natural protection against brute-force attacks, 

which doesnt really justify key sies longer than 448 bits. 

IV. FORMALIZING THREATS 

We use  ΓT(u) and mu =| ΓT(u)| to denote the setof trustees and the number of trustees of u, respectively. We denote by  ΓT,o(u) 

the set of users who select u as a trustee. We model a set of seed users (denoted as S) is obtained by a seed users selection strategy, 

and we denote it as S. In thetth attack iteration, the attacker performs attack trials to uncompromised users according to an attack 

ordering O(t). The attack orderings are constructed by an ordering construction strategy which is denoted as O. We call the 

probability that u is compromised in the tth attack iteration compromise probability, and we denote it as p(t) c (u). u is eventually 

compromised if it is compromised in at least one attack iteration. Thus, we denote by p(t) a (u) the probability that u is compromised 

after t attack iterations, and p(t) a (u) is called aggregate compromise probability. The compromiseprobabilitiesin the tth attack 

iteration depend on the aggregate compromise probabilities after (t−1) attack iterations. Moreover, we use p(t) c (VT) and p(t) a 

(VT) to represent the vectors of compromise probabilities and aggregate compromise probabilities of all users in VT, respectively. 

Algorithm 1 shows our model of forest fire attacks. Next, we elaborate the iterative computations of compromise probabilities and 

aggregate compromise probabilities. 1) Ignition Phase: If u is a seed user, then u’s initial compromise probability is 1, otherwise 

we model u’s initial compromise probability as 0. Formally, we have the initial compromise probability of u as follows:  

p(0) a (u)= p(0) c (u)= Γ1 if u ∈ S 0 otherwise. 

 Propagation Phase: 

The key component is to update the aggregate compromise probability of u when the aggregate compromise probabilities of u’s 

trustees are given. a) Obtaining one verification code: We denote by A the eventthat the attacker obtainsa verificationcode froma 

trustee v of u and by p(t)(v,u) the probability that A happens in the tth attack iteration. Moreover, we denote the event that v is 

already compromised when the attacker attacks u in the tth attack iteration as B. Then we can represent p(t)(v,u) as: p(t)(v,u) = 

Pr(A) = Pr(A|B)Pr(B)+ Pr(A|¬B)Pr(¬B) (2) where ¬B represents that B does not happen. Next, we model Pr(A|B), Pr(B), Pr(A|¬B), 

andPr(¬B), respectively. When B happens, the attacker can obtain a verification code from v with a probability 1, i.e., Pr(A|B) = 

1. Pr(B) depends on whether the attacker attacks v before u or not. If v is attacked before u, then the probability that B happens is 

p(t) a (v), otherwise it is p(t−1) a (v). Formally, we have: Pr(B)= Γp(t) a (v) if v is ordered before u p(t−1) a (v) otherwise (3) When 

B does not happen, the attacker can impersonate u andsend a spoofingmessage to v to requesta verificationcode. We call the 
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probability that such spoofing attacks succeed spoofing probability. Spoofing probability might be different for different trustees. 

A trustee might behave differently to spoofing messages impersonating different users because he or she might have different 

levels of trusts with the users that are impersonated. Moreover, spoofing probability might be differentin different attack iterations 

because trustees might gradually become aware of the spoofing attacks. Thus, we model the spoofing probability that the attacker 

obtains a verification code from v in an attack trial to u in the tth attack iteration as p(t) s (v,u), i.e., Pr(A|¬B)= p(t) s (v,u). In 

summary, we have: p(t)(v,u) =Γp(t) a (v)+p(t) s (v,u)(1−p(t) a (v)) ifv isorderedbeforeu p(t−1) a (v)+p(t) s (v,u)(1−p(t−1) a  (v)) 

otherwise. 

Algorithm: Our Model of Forest Fire Attacks Input: GT, k, p(t) s (v,u), ns, n, S, O, ce, cI, andp(t) r (u). 

Output: nc(GT,k,ns,n,S,O), c(GT,k,ns,n,S,O). begin 

//Selecting seed users in the Ignition Phase. 

S ←− S(GT,ns) //Calculating the compromise probabilities. 

//Ignition Phase. 

for u ∈ VT do 

if u ∈ S then  

p(0) c (u)←− 1 

else p(0) c (u)←− 0 

end p(0) a (u)←− p(0) c (u)  

end 

//Propagation Phase. 

t ←− 1  

C ←− 0  

while t ≤n do 

//Constructing an attack ordering.  

O(t) ←− O(GT, p(t−1) a (VT))  

for i =0 to O(t).size()−1 do 

u ←− O(t)[i]  

Apply Equation 4 to u. 

p(t) a (u)←− 1−(1− p(t−1) a (u))(1− p(t) c (u)) p(t) a (u)←− (1− p(t) r (u))p(t) a (u) 

c(t)(u)←− Apply Equation 10  

C ←− C +c(t)(u) 

end 

t ←− t +1 

end  

//The expected number of compromised users. nc(GT,k,ns,n,S,O) ←− u∈VT p(n) a (u) 

//The expected cost. 

c(GT,k,ns,n,S,O) ←− cI +ceC  

return nc(GT,k,ns,n,S,O), c(GT,k,ns,n,S,O) 

end 

V. CONCLUSION 

we provide a systematic approach about the security of trustee-based social authentications. 

In forest fire attacks attacker first seed users are compromised which are smaller in  number which goes on increasinig iteratively 

as per attacker of  priority ordering them. 

Secondly, we also  introduce some defencive strategies to defend the forest fire attack. 

Our defense strategy guarantees that no users are trustees of too many other users, this can decrease the number of compromised 

users. 

We can also do some future work which include decreasing forest firest attacks on  social authentication systems such as 

Facebook’s Trusted User’s, designing new defense strategies for possible new attacks, and decreasing the forest fire attacks. 

VI. APPENDIX 

THE ATTACK MAXIMIZATION PROBLEM IS NP-COMPLETE To prove the hardness of the attack maximization problem, 

we only need to show the hardness of a corresponding decision problem, i.e., given GT,k,ns,n, and an integer l, it is NP-Complete 

to decide whether nc(GT,k,ns,n) ≥ l. This follows from a reduction from the NP-Complete Set Cover problem:givena groundset X 

={ x1,...,xa},and a collectionof its subsets S1, S2,...,Sm, we want to determine if there exists t subsets Si1, Si2,...,Sit such that 

Si1∪Si2∪...∪Sit = X. We show that this can be viewed as a special case of the attack maximization problem, where the spoofing 

probabilities and recovery probabilities are all 0. Given any instance of a set cover problem, we construct a corresponding trustee 

network as follows: there are k nodes for each Sj, and one node for each xi; each xi has all the k copies of Sj as trustees iff xi ∈ Sj; 
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in addition, for each Sj we have a2k2 dummy nodes each of which designates the k copies of Sj as trustees. Then the Set Cover 

problem is satisfiable iff the attacker can compromise at least l = ta2k2 +tk+a nodes with a seed set whose size is tk, i.e., 

nc(GT,k,tk,n) ≥l. 
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