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Abstract 

Image Quality assessment plays an important role in image analysis because of which it has been a topic of intense research over 

the last several decades. This study gives an overview of the process of image quality measurement for liveness assessment of 

biometric modalities and techniques employed by previous researchers of the biometric community to obtain an image quality 

measure to differentiate between real and spoofed biometric access’s. The objective of the study is to enhance the already 

existing knowledge base for security of biometric recognition frameworks and to encourage the development of reliable 

methodologies of spoof detection and their countermeasure’s assessment and solution. In this review the pros and cons of 

biometric fraud access done by spoofing or direct attack is also mentioned which will help the researchers to estimate the 

vulnerabilities of the biometric system. The goal of this survey is not only to help practitioners and researchers keep abreast of 

the recent advances in IQA, but also to also raise awareness of the key limitations of current IQA knowledge.  

Keywords: Analysis of variance (ANOVA), Image Quality Assessment(IQA), Sequential Floating Feature Selection (SFFS), 

SSIM (Structural Similarity Index Metric), Mean Square Error(MSE) 

________________________________________________________________________________________________________ 

I. INTRODUCTION 

Nowadays biometric spoofing is a growing concern. A biometric system is ultimately is pattern recognition system that 

recognizes a person based on a feature vector derived from a specific properties like behavioral and physiological characteristic 

that the person possesses. In particular, the aim is to foster a shift from current research methodologies and attack-specific 

protection to novel methodologies and generalized protection measures having the potential to protect biometric systems against 

varying or previously unseen attacks. So to fulfill this idea of generalized quantities analysis of image IQA is a sound approach. 

Image quality is a characteristic of an image that measures the perceived image degradation as a change in image quality. 

Basically Quality assessment of an image measures its degradation during acquisition, compression, transmission, processing, 

and reproduction. To assess the quality of a biometric modality the researcher must have an idea of the quality of a biometric 

image sample. We therefore define biometric quality as a measure of its efficiency in aiding recognition of an individual, 

irrespective of the recognition system in use. In literature, quality assessment metrics are widely used in the procreation of 

biometric techniques. Identification of biometrics is inherently a cumbersome process from aspect of computation, hence, it is a 

good idea to use quality assessment (computationally less expensive) to improve system usability. Several imaging systems and 

spoofing attacks may introduce some amounts of distortion or artifacts in the image, so the quality assessment of the same has 

become an important issue to address.  

The rest of the paper is structured as follows. In section II the most probable type of biometric attack is discussed with an idea 

that why a foolproof biometric security system is needed for security of the biometric system. Section III gives a brief review of 

IQA in addition to the traditional image quality measure which is used very frequently by researchers to compute the image 

quality degradations. In section IV the survey of different papers regarding their algorithms and results has been done. Finally, 

the conclusion has been drawn from the overall survey. 

II. SECURITY OF BIOMETRIC SYSTEMS 

Recently the spoofing attacks or so called direct attacks have gained attention of various researchers of biometric community. In 

these attacks, the intruder uses some type of synthetically produced artifact (e.g., gummy fingerprints, printed iris image on a 

paper), or tries to copy the behavior of the genuine user (e.g., signature), to fraudulently access the biometric system. As this type 

of attacks is performed in the analog domain, the usual digital protection mechanisms such as digital signature or watermarking 

are not effective. The various research works and other correlative studies have clearly shown the necessity to propose and 

develop specific protection methods against this threat. Following this idea, researchers have focused on the design of specific 

countermeasures that enable biometric systems to detect fake samples and reject them, improving the robustness and security 
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level of the systems. Besides other anti-spoofing approaches such as the use of multimodal biometrics or password response 

methods, special attention has been paid by researchers and industry to the liveness detection techniques, which use different 

physiological properties to distinguish between real and fake traits. Our faces and irises are visible to everyone and our voices 

can be recorded in, also fingerprints are by default left everywhere we go and it’s been proved that these are real threats to be 

replicated for the purpose of spoofing biometric systems. Nowadays spoofing has become very common on the internet which 

thus leads to identify theft and fraud. There are several level of spoofing attacks such as placing fake biometrics on the sensor, 

replay attack, Attacking the main administering centre of biometrics, attacking the application etc., these in turn will reduce the 

level of security and reliability of biometric system. So immense and efficient steps must be taken to secure the biometric 

systems. 

III. IMAGE QUALITY ASSESSMENT FOR LIVENESS DETECTION 

 Image Quality Assessment 

IQA methods can be categorized in two parts basically subjective and objective. The subjective assessment of image is done on 

the bases of subjective experiments [1] and the ranking by the subject is done by the respective ranks given in table. 
Table - 1 

Mean subjective opinion score given by “Subject” 

1 2 3 4 5 

Very poor Poor Good Very good Excellent 

Whereas objective method is a quantitative approach where we are using two images in which distance metric of image 

quality measures of two images i.e. Reference and distorted type are used to calculate a number which indicate the image quality.  

 Image Quality Measures for Liveness Detection 

The expected quality differences between real and fake samples may include: sharpness degree, luminance levels, local artifacts, 

amount of information i.e. entropy found in both type of images, structural distortions or natural visible appearance. For 

example, iris images captured from a printed paper blurred or out of focus due to trembling, face images captured from a non-

biometric sensor device will probably be overexposed and it is not rare that fingerprint images captured from a gummy 

fingerprint present local acquisition antiquity such as spots and patches. When there is an attack in which a synthetically made 

image is directly injected to the communication channel before the feature extractor, the fake sample will most likely deficit 

some of the properties found in natural images. As the implemented features in IQA do not evaluate any specific property of a 

given biometric or of a specific attack, they may be computed on any image. This gives the proposed method a new multi 

biometric dimension which is not found in previously described algorithms. The already existing liveness detection schemes are 

very much specific in their algorithms i.e. they are designed for single biometric modality. For e.g. the amount of occlusion of 

the eye is valid as an iris spoofing detection mechanism, but will have little use in fake fingerprint detection. This same 

reasoning can be applied to the majority of the liveness detection methods found in the relevant state of the art. Objective method 

is friendly than subjective method because most of the time the reference image is not available for the comparison also human 

observers very often refer to the “difference of appearance” of real and fake samples to distinguish between them. According to 

the literature, the different metrics and algorithms designed for IQA intend to estimate the quality in an objective and reliable 

way which is equivalent to the perceived appearance of images by humans. Believing in this fact some of the image quality 

measures are discussed below in brief. Different quality measures present different sensitivity to image artifacts and distortions. 

For example, measures like the mean square error respond more to additive noise, whereas structural similarity measures are 

more inclined towards the error perceived as the degradation of an image while gradient-related features react to distortions 

concentrated around edges and textures.  

Some of the traditional and consistent objective image quality measure are- 

 MSE: 

It stands for the mean squared difference between the original image and distorted image. The mathematical definition for MSE 

[3] is 

 
Where M*N is the size of the image and I and    are the original image and the distorted image respectively. 

 PSNR: 

It stands for Peak Signal to Noise Ratio (PSNR) it is one of the most widely used metrics until now due to its computational 

simplicity. Mathematically, PSNR is represented as: 

 

Î
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Where M*N is the size of the image and I and are     the original image and the distorted image resp. and MSE is the mean 

square error. 

 Gradient based error: 

Gradient provides important visual information which can be of great use for quality assessment. Many of the distortions that can 

affect an image   are reflected by a change in its gradient. Therefore, using such as information, structural and contrast changes 

can be effectively captured [2].Gradient magnitude error is one of its types. 

 
Where      and      are the gradient difference of image I and   . Where M*N is the size of The image and I and are the 

original image and the distorted image respectively. 
 Normalized Cross Correlation 

The similarity between two digital image scan also be quantified in terms of the correlation function. A variance of 

correlation based measures can be obtained by considering the statistics of the angles between the pixel vectors of the 

given distorted and reference images. 

 
Where M*N is the size of the image and I and     are the original image and the distorted image respectively, and MSE is the 

mean square error. 

 SSIM Index  

The structural similarity (SSIM) index is a method for predicting the anticipated quality of digital television and cinematic 

pictures. The SSIM index is calculated on various windows of an image. The measure between two windows x and y of common 

size N*N is: 

 
Where μx is average of x, μy is average of y, σx, σy are standard deviation between the original and distorted images pixels, 

respectively.C1, C2 are positive constant chosen to avoid the instability in calculation of measure. SSIM varies between (-1,1). 

 Universal image quality measure 

The Universal Image Quality index is designed by modeling any image distortion as a combination of three factors: loss of 

correlation, luminance distortion, and contrast distortion. It is given as- 

 
Where σx, σy are standard deviation and are the mean of original and reference images respectively. 

IV. LITERATURE SURVEY 

 

 “Image Quality Assessment for Fake Biometric Detection: Application to  Iris, Fingerprint, and  Face  

Recognition.”Javier Globally, Sebastian Marcel, Member, IEEE and Julia Fierrez, IEEE Transactions On Image 

Processing,Vol.23,No.2, February  2014  

The objective of this paper is to enhance biometric systems, by adding liveness assessment through the use of image 

quality assessment. This paper uses general image quality features extracted from an image to distinguish between 

legitimate and constructed samples. It is a multitask and multi biometric protection method. Approach is fast, as it 

only needs one image i.e., the same sample acquired for biometric recognition to detect whether it is real or fake It 

does not require any preprocessing steps prior to the computation of the IQ features. This paper has used linear 

discriminate analysis for iris and fingerprint modality and quadratic discriminate analysis. 
 This Paper Proved 

- The analysis of the general image quality of real biometric samples reveals valuable information that may be 

very efficiently used to discriminate them from fake traits. 

- The assumed hypothesis i.e. “It is expected that a fake image captured in an attack will have different quality 

than a real sample acquired in the normal operation scheme for which the sensor was designed.” 
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 “Steganalysis Using Image Quality Metrics” Ismail Avcibas¸, Member, IEEE, Nasir Memon, Member,IEEE, and Bulent 

Sankur,Member IEEE,:IEEE TRANSACTIONS ON IMAGE PROCESSING,VOL. 12, NO.2, FEBRUARY 2003  

Approach of this paper is based on the fact that hiding information in digital media requires alterations of the signal 

properties that introduce some form of degradation. In this paper, it is shown that addition of a watermark or message 

leaves unique artifacts, which can be detected using Image Quality Measures (IQM).This paper show that the image 

quality metric based distance between an unmarked image and its filtered version is different as compared to the 

distance between a marked image and its filtered version. The main goal of this paper is to develop a discriminator 

for cover images and stego images, using an appropriate set of IQMs. The set of consistent Image Quality Measures 

is found by ANOVA technique. The steganalysis detector developed in this paper is based on regression analysis of a 

number of relevant IQMs. The reference processing should possibly recover the original un-watermarked image, and 

to this purpose, we have used low-pass filtering based on a Gaussian mask. Gaussian blurring works fine as a 

common reference is that it gives us the local mean which is also the maximum likelihood estimate of the image 

under Gaussian assumption [4]. This paper used multivariate regression techniques to get an 

Optimal classifier 
 This Paper Proved 

- That image quality assessment can be used to discriminate between cover images and stego images. 

- The Paper proved the hypothesis that message-embedding scheme leave statistical evidence or structure in images 

that can be exploited for detection. 

- This paper have shown have shown that the distance is the feature space between an unmarked and a reference 

image is different than the distance between a marked image and its reference version. 

- The algorithm proposed is able to do classification even when tested images are embedded through unknown 

technique 

 “Iris liveness detection based on quality related features,”J. Galbally, J. Ortiz-Lopez, J. Fierrez, and J. Ortega-Garcia, in 

Proc. 5th IAPR ICB,Mar./Apr. 2012, pp. 271–276. 

In this paper a new parameterization based on quality related measures which is used in software based solution for iris liveness 

detection. Just one input image is given to the system. First iris is detected using Hough transform from the background. 

Different quality measures are extracted which will serve as the feature vector that will be used in the classification. From a 

biometric point of view, the quality of iris images can be assessed by measuring one of the following properties: 

 Focus  
The focus of fake sample will differ from real. 

Defocusing the image attenuates high frequency components. 

So for this property image quality measure of high frequency content is performed. 
 Occlusion 

- Try to detect those features which are occluded by some external element such as eyelid or eyelashes. 

- For e.g. - Feature to calculate Iris/Image ratio. Calculates ratio between segmented and whole image. 

- As the distance of fake and real sample from the sensor will be different.                     
After applying all the features feature selection is done by SFFS is used for optimal selection of image quality measure. After 

choosing optimum features classification is done whether the modality is real or fake. 

 This Paper Proved            

- The proposed method was tested on an iris database which comprises1,600 real and fake images, where it reached a total 

100% of correctly classified real or fake samples. 

- That best performance is reached when complementary features are used. 

- The occlusion feature is best for iris liveness detection 

 “Universal Image Quality Index”, Zhou Wang, Student Member, IEEE, and Alan C. Bovik, Fellow, IEEE, IEEE Signal 

Processing Letters, march. 

A new universal objective image quality index, which is easy to calculate and applicable to various image processing 

applications. The proposed index is designed by modeling any      image distortion as a combination of three factors:  

 Loss of Correlation 

- It will measure the degree of linear correlation between x and y. 

- Its dynamic range will be [-1, 1]. 

 Luminance Distortion   

- It will measure how close the mean luminance is between x and y. 

- Its dynamic range will be [0, 1]  
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 Contrast Distortion 

- It will measure how much similar are the contrasts are. 

- Its dynamic range will be [0, 1]. 

 The Paper Proved     

- The index outperforms the traditional method of error calculation of images for quality. 

- The index strongly perceive structural distortions occurred during the image degradation Process.                                                               

V. SUMMARY 

In this review paper, a clear distinction is made between the image quality and biometric quality of a biometric sample to capture 

modality-specific intuitions of quality assessment. It is imperative from the study that quality assessment entails a notion of 

fidelity of capture and modality-specific utility as well. In addition to this the IQA provides   “multi-biometric” and “multi-

attack” protection features to a biometric system. The proposed method presents some other attractive features. The survey 

asserted that quality metrics are an important element in improving the robustness of large real-world biometric systems also 

they are simple, fast, non-intrusive, user-friendly and cheap, all of these properties make them desirable for practical protection 

system. On one hand, a literature survey on traditional feature and some other structural similarity index has been done which 

had achieved an outstanding classification results for real and fraudulent access by outperforming the state-of-the-art results. 

Whereas, on the other hand a literature survey has been done of a various diverse type of liveness detection methods, through 

which we can conclude that the some of the methodologies implemented are very much specific for a single biometric modality 

but on the contrary some other methods have generalized their methodology for different biometric modality and have produced 

very consistent and accurate distinction between real and fake access to the biometric systems. 
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