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Abstract 

Cloud computing relies on sharing of resources to obtain coherence and economies of scale similar to a utility over a network.In 

the proposed system, we introduce the multi keyword search mechanism so the users can search in the cloud easily according to 

their search. In proposed system new public-key cryptosystems is proposed to securely, efficiently, and easily share data with 

others in cloud storage. The main idea is that one can aggregate any set of secret keys and make them as compact as a single key, 

but all keys should be aggregated. In other words, the secret key holder can release a fixed-size aggregate key for convenient 

choices of cipher text set in cloud storage, but the other encrypted files outside the set remain confidential. We can share the data 

efficiently and securely. This method is more flexible than hierarchical key assignment. This method is very convenient and 

share data in selective way.  
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________________________________________________________________________________________________________ 

I. INTRODUCTION 

CLOUD security is an emerging sub-domain in computer security, network security and information security.[6] It refers to a 

various set of policies, technologies, and controls deployed to secure data, applications, and the associated infrastructure of cloud 

computing. There are a number of security problems associated with cloud computing but these issues fall into two types: 

security problems faced by cloud providers (organizations providing software-, platform-, or infrastructure-as-a-service via the 

cloud) and security problems faced by their clients (companies or organizations who host applications or store data on the 

cloud).However, the provider must verify that their infrastructure is secure and that their users data and applications are 

secured[2]while the user must take measures to provide their application and use strong passwords and authentication measures 

must be taken. 

The main issue is how to share the data securely the answer is cryptography [3][12].The question is how the encrypted data 

can be shared. The user must provide rights to the other user as the data is encrypted and the decryption key should be sent 

securely[4]. For an example A keeps her private data i.e. photos on dropbox and she doesn’t want to share it with everyone. As 

the hacker may access the data so it is not possible to rely on predefine privacy preserving mechanism [1][7] so  all the photos 

were encrypted by her on encryption key while uploading it. Suppose someday A wants to share few photos with her friend B, 

either she can encrypt all photos with one key and send to him or she can encrypt with different keys and send it. The un-chosen 

data may be leaked to B if the single key is generated for encryption, so create distinct keys of data and send single key for 

sharing [4].  

II. RELATED WORKS 

 Secure Key Sharing 

The attempt of Secure Key for Authentication and Secret Sharing was made by Dr. SantoshLomte. In [2] ,they propose on public 

network that the password is easily hacked by the hacker, so that there are many mechanism  used like key infrastructure, where 

we  commonly use symmetric and asymmetric algorithm. One of the most popular algorithm in asymmetric is RSA. RSA is very 

strong protocol but there is some disadvantage of this method i.e. it creates keys over head of keys. Symmetric protocol is also 

used for secure authentication. Best algorithm of symmetric scheme is Diffie Hellman algorithm but again there are few 

disadvantage of this scheme ie: key exchange problem. Authentication Using Graphical Password in Cloud is also one of the 
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method which resist to common attacks and improve security in cloud computing. Securing user authentication using single sign 

cloud is one of the optimized solutions. It reduces number of password and login. But again there is disadvantage, multiple user 

cannot be involved. So there is another concept called secret sharing scheme, in which secret is divided into the parts and 

distribute among trusted dealer. When someone else wants secret again, combine all parts of secret and reconstruct it to original 

one .This secret solves the problem of key exchange. 

 Key-Aggregate Cryptosystem 

The attempt of Key-Aggregate Cryptosystem for Scalable Data Sharingwas made by Shinde.V.,Kurhade Vidya, Boraste 

Sujata,Gaikwad Prajakta & Baviskar Shweta. In [3] ,they proposed to share data securely, easily, efficiently with others. They 

designed a new public-key cryptosystems which produce constant-size encrypted texts such that efficient delegation of 

decryption rights for any set of encrypted data is possible. The idea is that one can aggregate any number of secret keys and 

make them as compressed as a single key, but all the keys should be aggregated. In other words, the secret key holder can release 

a fixed-size aggregate key for easy choices of encrypted text set in cloud storage, but the other cipher text files outside the set 

remain secret. This compressed aggregate key can be sent to others or be stored in a E-mail with very limited secure storage 

space. A limitation in this work is the predefined bound of the number of maximum cipher text classes. In cloud storage, the 

number of cipher texts usually grows at higher rate. So we have to reserve enough cipher text classes for the future extension. 

 Data Sharing With Key Aggregate Crypto System 

C.Suganya and A.Sangeetha proposed how to effectively share encrypted data. Users can download the encrypted data from the 

storage decrypt them and send them to others for sharing. Users should be able to delegate the access rights of the sharing data to 

others so that they can access these data from the server directly. However, finding an efficient and safest way to share partial 

data in cloud storage is not trivial. Assume that A puts all her private photos on Dropbox, and she does not want to share her 

photos to everyone. Due to various data leakage possibility A cannot feel ease by just relying on the privacy protection 

mechanisms provided by Dropbox, so she encrypts all the photos using her own keys before uploading. One day, A’s friend B, 

asks her to share the photos taken over all these years. A can then use the share function of Dropbox, but the problem is how to 

delegate the decryption rights for these photos to B. Possible option A can choose is to securely send B the secret keys involved. 

Naturally, there are two broad ways for her under the traditional encryption paradigm: A encrypts all files with a single 

encryption key and gives B the corresponding secret key directly. A encrypts files with distinct keys and sends B the 

corresponding secret keys. Obviously, the first method is inadequate since all unclose data may be also leaked to B. For the 

second method, there are practical concerns on efficiency. The number of such keys is same as the number of the shared 

photos.Transferring these secret keys inherently requires a safe channel, and storing these keys requires rather expensive secure 

storage. The costs and complexities involved generally increase with the number of the decryption keys to be shared. 

 Ranked Multi-Keyword Search 

Ms.M.R.Girme,Prof.G.M.Bhandari, they proposed schemes to deal with Privacy preserving Ranked Multi-keyword Search in a 

Multi-owner model (PRMSM). To enable cloud servers to perform safe search without knowing the actual data of both keywords 

and trapdoors, they systematically construct a novel secure search protocol. To rank the search results and preserve the privacy 

of relevance scores between keywords and files, they propose a novel Additive Order and Privacy Preserving Function family. 

To prevent the attackers from hacking secret keys and pretending to be legal data users submitting searches, they propose a novel 

dynamic secret key generation protocol and a new data user authentication protocol. 

 Effective Utilization of Encrypted Data 

The attempt of Efficient Ranked Keyword Search For Achieving Effective Utilization Of Remotely Stored Encrypted Data was 

made by Ms. M. R. Girme,Prof. G.M. Bhandari.In [6] ,they proposed to search the data over encrypted data in cloud. Although 

traditional searchable encryption schemes allows a user to securely search over encrypted data using keywords without 

decrypting it, these techniques support only  Boolean keyword search, without finding any relevance of the files in the search 

result. When directly applied in large amount of data outsourcing cloud environment, they may suffer from the following two 

main drawbacks: On one hand, for each search request, user without knowing about the encrypted cloud data, have to go through 

every retrieved file in order to find the one which match their search, which requires possibly large amount of processing. On the 

other hand, invariably sending back all files based on availability of the keyword further takes large unnecessary network traffic, 

which is absolutely undesirable. In short, lacking of effective mechanisms to ensure the file retrieval accuracy is a significant 

disadvantage of existing searchable encryption schemes in the context of Cloud Computing. The problem with the techniques 

available for providing search engine in an environment consists of sensitive outsourced cloud data which can be summarized as: 

1) Lack of effective mechanisms to ensure the file retrieval accuracy is very difficult. 

2) Security is not addressed completely and limits the search engine's accuracy.  



Efficient Search of Data in Cloud Computing using Cumulative Key  
(IJSTE/ Volume 2 / Issue 09 / 055) 

 

 All rights reserved by www.ijste.org 
 

301 

III. PROPOSED SYSTEM 

In our system, the Data Owners and the Data Users logs in to get authenticated by the Administration server.The Data Owners 

encrypt their files using aggregate key and upload them in the cloud server.Then, the Data Owners create encrypted indexes for 

the encrypted files along with decryption keys and send them to trusted administration server. The Data Users request for their 

search to the Administration server. Trapdoors are created for the requested search. Administration server obtains the ranked 

results for the requested search from the cloud server. The data is decrypted in the Administration server and requested results is 

given back to the Data user. 

 Flow Diagram 

The following flow diagram describes about the process. 

 
Fig. 1: 

 Diagram Description 

 Data Owner Module 

Data owner has a large amount of data to be stored in the cloud. Cloud service provider provides data storage service and has 

enough storage spaces and computation resources. Data owner can upload the files after encrypting the files. These files are 

stored in the cloud storage space. Each data owner uploads the files in the cloud storage and separate outsourcing key is used for 

each file encryption. 

 Key Generation 

This module is for registration of users, if any new member wants to enter, he want to register into the system. Users can use the 

files in the cloud storage space. Users can download the files which are stored by the data owner. Before login to the system, the 

user gets the private key individually to access the system. KU-CSP (Key Update Cloud Service Provider) generates and updates 

the key automatically. 

 User Request 

Before downloading the file, the user must be authenticated. User sends their request to the admin. User must get the secret key 

from the admin for file decryption. User can also download the single file as well as group of files from the storage by getting the 

aggregate secret key from the admin. 

 Multi Keyword Search 

In this module users can search with their keyword in cloud. The cloud provides the requested services. User can send the 

request to the admin. Admin authenticates the user rights. Admin provides the outsourcing key for the file requested from the 

user. User can also send the request to download more files. 

 Downloading Data 

The data owner has a collection of files to outsource onto the cloud server in encrypted form and expects the cloud server to 

provide service to data owner himself or other authorized users. Users are allowed to download the file which is stored in the 
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cloud storage only with the appropriate secret key. With their secret key the user can decrypt the file. AES technique is used in 

the proposed system for effective data sharing. 

IV. CUMULATIVE KEY ALGORITHM 

A Cumulative key encryption scheme consists of five polynomial-time algorithm as follow: 

- SETUP: Executed by the data owner to setup an account. Consider Security level parameter and number of cipher text 

classes n. 

- KEYGEN: Executed by data owner to randomly generate public/master secret key pair (pk,msk). 

- ENCRYPT (pk,i,m):Executed by anyone who wants to encrypt the data. 

- EXTRACT (msk,S): Executed by data owner to generate aggregate key. 

- DECRYPT (Ks, S,i,C): Executed by a person who received an aggregate key generated by extract. 

V. CONCLUSION AND FUTURE WORK 

In this paper, we provide single key for group of data, thus reducing the number of keys. The keys are managed by the 

administrator server; the decryption also takes place here. A limitation in our work is time consuming for decrypting files and the 

storage space for keys can be extended in future work.  
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