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Abstract 

With the digitalization spree, the amount of information present on servers and hard drives is enormous. Due to this securing the 

information is a major issue. So we present a way to secure our own personal devices that we normally use such as laptops and 

personal computers. Here we use Bluetooth as a means to authenticate the user and also use rijndael algorithm to encrypt and 

thus secure the files and folders from unauthorized access. In this Bluetooth of a phone is used to register users of the device and 

he can specify a set of files or folder to be encrypted and locked. These files are encrypted using rijndael algorithm and thus 

making them impossible to read till device is unlocked i.e. it is connected with Bluetooth.  
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________________________________________________________________________________________________________ 

I. INTRODUCTION 

In order to protect against illegal and unauthorized user from accessing file system, file system security feature is incorporated. 

File system security basic function is to grant access to authorized user and restrict unauthorized users. Thus a good file system 

security feature should perform authentication of user and encryption of files. Authentication is a method to identify if the user 

has the rights to access and modify the data. Encryption is a technique by which we can prevent the unauthorized user from 

altering any data. 

The main aim of the proposed system is to apply a new method and design a file security system that can protect files from 

illegal access and pilfering. 

Our system is a file security system which uses windows registry to securely store key and also uses Bluetooth to transfer keys 

securely after comparing it with other standard to transfer keys such as IrDA and Wi-Fi.  

II. SURVEY OF SIMILAR FILE SECURITY SYSTEM 

There are many softwares developed to provide security for the windows operating system. But as researched by us maximum of 

the software provide only a particular facility like the software used in cyber café only provide security at local level and used 

just to create sessions and validate user ,example: Multi Factor Authentication etc .  

Other kind of the software is the one that provide the feature of encrypting and decrypting the files only. Some of the example 

of the later i.e. the software that provide only encryption and decryption feature are MEO file encryption software, AxCrypt, 

Cryptainer LE etc. All of the above software focus only on the fact of securing files but don’t really provide a safe and secure 

interface to only restricted user. 

Other than this the other reason why they are not efficient is that they use previous encryption algorithms to encrypt and 

decrypt data i.e. DES rather than AES. 

There are also the softwares that provide both of the features but they are all most of the time a paid application thus much 

user bear with compromised security rather than spending money. 

This software includes CryptoNG and 7-zip. CryptoNG provides user with AES algorithm for encryption and decryption. It uses 

a key of 256 bit length. It also provides security using hash function for which it uses SHA-256.  It also provides cloud for 

storage of files and also permanently wipes out the original file after encrypting it. With all these advantages it can be said it is 

already good software so what is the need for software similar to it. Well the problem is that it costs $10 and also it is not provide 

Bluetooth authentication system. Here the 7-zip is also a software similar to CryptoNG but other than that it also provides with a 

capability to compress the files it supports formats like zip,TAR,7z etc for both packing and unpacking, ISO, VHD,XAR etc for 
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unpacking only. But here also there are the same issues ie it is costly, poor authentication and thus infeasible for small scale 

companies.  

III. SYSTEM OVERVIEW 

In our proposed system the basic and important feature is the use of Bluetooth for authentication and use of rijndael algorithm for 

security. In this system user has to first register MAC address of a Bluetooth enabled device of his choice into the windows 

registry.  

The key for encryption will be by into the registry of windows. The system then checks whether the registered device is in 

range or not, if not found in range Rijndael algorithm is used for encrypting all files in folder are encrypted. 

Similarly when registered Bluetooth device is found in range the validation is done using the MAC address of the device which 

is sent from device directly or through an android application and then checked with the MAC address of the registered device 

stored in the registry and if they both match only then will the user is allowed to access. User has to then provide the key through 

his phone which is also stored into the registry of windows. User can also select the folders which he wants to decrypt among all 

the encrypted files.  

In our system for easier understanding we have named the computer as server side and the Bluetooth device which is used for 

authentication as client side.  

IV. SYSTEM DESIGN 

Software Architecture: 

 
Fig. 4.1 Software Architecture 

For our proposed system will do the following 

1) Register Bluetooth Device: The User will register the mobile device to the System. 

2) Store MAC address: The MAC address will be stored in the Windows Registry. 

3) Check Range: The System will keep constantly checking the user’s device is in range of the System. 

4) Input: The user will select the file and will also give the key. 

5) Encrypt: The system will encrypt the file. 

6) Obtain cipher: Obtain the cipher text. 

7) Store the key: The file is stored save. 

8) Store key in registry and keep only CT to file 

9) Lock: If not in range the windows system get locked. 

 Rijndael Algorithm: 

After research, the best and feasible encryption technique for this project implementation was found to be Rijndael algorithm. It 

is AES algorithm which is much more secure than the DES algorithm. Even though it takes a bit more time to encrypt and 

decrypt it is much more secure than the other algorithms. Rijndael algorithm has four major steps 

1) Sub Byte: In this operation provides non linearity in cipher. Here s boxes are derived from multiplicative inverse and then 

are used to substitute them in place of the original text. 

2) Shift Rows: This step operates on the rows of the state; it cyclically shifts the bytes in each row by a certain offset. In AES 

first row is shifted by 0 bits, second by 1 bit and so on. 

3) Mix Column: In this step, the four bytes of each column of the state are combined using an invertible linear transformation.  

4) Add Round Key: In this step, the sub-key is combined with the state.  

The way these steps are executed in order to complete the encryption is shown later using a diagram. 

Similarly as encryption, decryption is carried out by reversing the order of the steps involved in encryption. 
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Fig. 4.2 Rijndael steps 

V. CONCLUSION 

This paper has proposed a windows application system that uses modern technology to authenticate the user and also secure the 

users confidential data using Rijndael algorithm which is till date an resilient algorithm. 

By installing this application the user will be able to secure his data and also his desktop pc and hence be free of worry. In future 

this system can also be updated and be made more automated, user friendly and advanced.  Given Below are some screenshot of 

our implemented proposed system. 

 
Fig. 5.1: Login Page 

 
Fig. 5.2: Folder Selection Page 
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