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Abstract 

The de-facto standards of the security protocol SSL (Secure Sockets Layer) and TLS (Transport Layer Security) are used to 

create a connection between two clients or web service which is secure and stable [1].  Man in the middle attack allows the 

attacker to gain unauthorized entry into the connection between two devices and listen to the network traffic. This type of attack 

is very fatal because it is almost invisible to the victim device. This survey paper on man in the middle attack focuses on the 

execution of man in the middle attack on Diffie-Hellman and what are the different methods with which it can be performed and 

the various defenses against the attack.  
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________________________________________________________________________________________________________ 

I. INTRODUCTION 

In Security of a communication protocol is of utmost importance in the field of networking and communication. Worldwide 

spending on information security reached $75.4 billion in 2015, an increase of 4.7 percent over 2014, according to the latest  

forecast from Gartner, Inc. The increase in spending is being driven by government initiatives, increased legislation and high-

profile data breaches [2]. One of the types of security breach is man in the middle attack. This form of attack allows the attacker 

to listen to the network traffic between two devices in this attack the victims have no idea that they are communicating with the 

attacker in cases like these, one victim believes it is communicating directly with another victim and vice versa. The end result is 

that the attacking host can not only intercept sensitive data, but can also inject and manipulate a data stream to gain further 

control of its victims. 

II. WORKING 

MITM attack works in such a manner that it makes the users difficult to understand if they are connected to the actual secure 

connection or to a similar non-secure connection. When the user tries to establish a connection with the network, the user first 

sends packets which include the information about the user device to the necessary network. The network then creates a digital 

certificate which includes the encrypted connection key and the user device address. Since the certificate that is being passed 

during the connection initialization is insecure, the attacker can easily gain access to the digital certificate and modify the 

information in the certificate leaving the approval of the certificate to the user. Many users do not have enough knowledge to 

check about the whereabouts of the forged and duplicate certificates and the attacks corresponding to them, thus they accept the 

certificates and allow connection to the non-secure network making way for the attackers to implement the attack [3]. 

III. DIFFIE HELLMAN EXCHANGE 

Nowadays, when two wireless devices share their secret keys by creating a secure channel between them, this is nothing but 

Diffie-Hellman exchange. D-H key exchange is one of the oldest methods of secure exchange of secret keys over a public 

channel. DHE is a protocol comes into picture when two unknown parties agree on a shared key over an unsecured channel. 

Then this exchanged key is used to encrypt their further communication using symmetric key. 

Diffie–Hellman is used to secure a variety of Internet services. However, research published in October 2015 suggests that the 

parameters in use for many D-H Internet applications at that time are not strong enough to prevent compromise by very well-

funded attackers, such as the security services of large governments  

One of the major problem with this protocol is an attacker can attack the channel and intercept the communication and behave 

as sender for the receiver and vice versa. So at the end both the parties share their secret key with the attacker, which ends up 

with the full access to the communication over that channel. 
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 Threats from state-level adversaries 

The main drawback of millions of HTTPS, SSH and VPN server is that prime numbers generated by Diffie Hellman key 

exchange are all same. It was a long held belief that key exchange done was safe as long as new keys were generated for every 

connection. With technological advancement, algorithms like Field Sieve – the most efficient algorithm for breaking Diffie 

Hellman connection was primarily working on these generated prime numbers which turned out to be same for different 

connection. This paved way for the attacker to easily break into individual connections. [4]. 

IV. STEPS FOR EXECUTION OF MITM 

The following algorithm is used for MITM attack: 

 Main Function: 

1) Server socket is started and a port is selected to listen to the traffic. 

2) The matching function is used to accept a request and perform matching and substitution. 

3) The request is sent to the intended recipient. 

4) Answer is retrieved considering the following points: 

5) Header information is received and the matching function and substitution is performed. 

6) Body information is received and the matching function and substitution is performed. 

7) Modified answer is then sent to the original request sender. 

 Matching Function Working: 

1) Data retrieved from different kind of input (request, header or body) is matched against different kinds of expression. 

2) The data is first matched against all the expressions in the list in a given sequential or linear order (note: The matching can 

be discontinued if the action flag is specified.) 

- Further matching on data is not performed if the NOREWRITE action flag is specified. 

- The search and replace operations are performed on the retrieved data if it matches  

3) The given search and replace expression. The search and replace expression has a specified original  

4) Matching criteria.  

5) BREAK Action Flag, if specified terminates the further matching on the data. 

6) The action flag HIJACK if specified, the content is routed to the attacker and an error is sent to the user. 

V. TYPES OF MITM AND THEIR DEFENSES 

 ARP Cache Poisoning: 

This is the initial step of man in the middle attack. In this attack, the attacker sends modified ARP packets on a LAN such that 

the attackers MAC address gets associated with the IP address of another host. This causes all the traffic to go to the attacker first 

and then to the original receiver. In this way an attacker can intercept the connection and can extract or modify the acquired 

information. 

Defense against ARP Cache Poisoning: 

- Secured LAN:  Since this type of attack can only be performed on a LAN the best way would to prevent this attack would be 

to secure the LAN so that any local user with malicious intent would be stopped from doing so. 

- Hard Coded ARP Cache: Static entries could be made in the ARP Cache on Windows hosts. ARP Cache on a Windows host 

can be viewed by typing the command ‘arp’ in the command prompt. 

- Third party program to monitor ARP traffic: This is the last and final approach to stop this type of attack. In this method we 

use intrusion detection system or some freely available downloadable utilities which are designed specifically for this 

purpose. 

 DNS Spoofing: 

In this method fake DNS information is sent to the host. This is done by changing the info in the DNS resolver cache, which 

causes the server to reply to an attacker’s IP address causing a diversion in the network traffic to the attacker’s computer. 

Defense against DNS spoofing:  

- Internal Security: this type of attack takes place within the same network. So it is important to maintain security of devices 

on same network. This reduces the chance of the attacker to succeed in his attack. 

- Less reliance on DNS for secure systems: It is the best practice not to rely on DNS for highly sensitive and secure system.  

- Use of intrusion detection system: Perfectly configured IDS can detect many forms of DNS spoofing and ARP cache 

poisoning. 
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- DNSSEC (The Domain Name System Security Extensions): this is a digitally signed DNS which ensures validity of a 

request or a response. DNS resolver’s cache checks for this digital signature and then decides if the packet is original, 

modified or coming from an unknown source. 

 Session Hijacking: 

Session is started when there is a connection between client and server. In TCP this can be performed by taking over the TCP 

session. In OSI Model this attack can be executed on two layers: application layer and network layer. On application level the 

attacker can get access to session ID by gaining control over http session and on network level, the attacker intercepts the 

connections and gains access to the packets exchanged between client and server. 

Defense against Session Hijacking:  

This kind of attack can be performed by various techniques and many different forms, the defense against them varies according 

to the technique or the form used. This attack is very difficult to detect and almost impossible to defend against. We would never 

come to know about this kind of attack unless the attacker performs some obvious action. But there are few things we can make 

sure to prevent from falling prey to this type of attack. 

- Using SSL encryption to establish a secure connection channel 

- Logout functionality should be provided for session termination 

- Authentication cookies must be passed over a trusted https connection 

- Using session id’s which are regenerated every time after a successful login. 
Summary of Types of attacks and defences: 

Type Description Defenses 

ARP Cache 

Poisoning 

Attackers MAC address gets associated with the IP 

address of another host on the same LAN diverting all the 

traffic to go to the attacker 

- Secured LAN 

- Hard coded ARP Cache 

- Third party ARP traffic monitoring systems 

DNS 

Spoofing 

Fake DNS information is sent to the victim causing the 

server to resolve the DNS to attackers IP address 

- Secured LAN 

- Intrusion Detection Systems 

- DNSSEC 

Session 

Hijacking 

- TCP: 

Hacking TCP Sessions 

- OSI 

Application Level: Getting control over HTTP Session 

Transport Level: Gaining the access to TCP and UDP 

packets exchanged by intercepting the network 

- SSL Encryption to create a secure connection channel 

- Logout functionality for session termination 

- Passing Authentication cookies over a secured HTTPS 

connection 

- Regenerative session IDs for every successful login 

VI. TOOLS FOR EXECUTING MITM 

 ETTERCAP 

Ettercap is a tool which comprises of various different suites capable of performing man in the middle on LAN. The features 

include sniffing data between two or more device on a live network, option to filter content according to requirement on the fly 

and support for data logging. It supports active and passive monitoring of many ciphered and enciphered protocols () and 

includes many feature for network and host analysis [5]. 

 DNSNIFF 

Dsniff is a tool which is used for network traffic analysis and penetration testing. Tools such dsniff,  filesnarf,  mailsnarf, 

msgsnarf, urlsnarf, and webspy passively monitor a network for accessing credentials such as passwords, e-mail, files, etc. 

arpspoof, dnsspoof, and macof let the attacker sniff through the network traffic without alarming the user about it (e.g due to 

layer-2 switching). sshmitm and webmitm implement active man-in-the-middle attacks against redirected SSH and HTTPS 

sessions by exploiting weak bindings in ad-hoc PKI.[6] 

 PACKETCREATOR 

This is a network testing utility for network administrators, by using ARP cache poisoning, and generate ICMP packets to send 

over the LAN. The purpose for using such tools is to test the network against various attacks and safeguard them against the 

same. This utility can also redirect switch based network traffic. Packetcreator can also create specific IP Packet with customized 

IP Headers or ICMP field. 

 SSLSTRIP 

SSLStrip is a type of MITM attack that forces a victim's browser into communicating with an adversary in plain-text over HTTP, 

and the adversary proxies the modified content from an HTTPS server. To do this, SSLStrip is "stripping" https:// URLs and 
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turning them into http:// URLs. It works by transparently hijacking the HTTP traffic on a network, watch for HTTPS links and 

redirects, then using tool such as nmap these links into either look-alike HTTP links or homograph-similar HTTPS links. [7] 

 MITMPROXY 

Mitmproxy is an interactive console tool that allows analysis and reconfiguration of the user HTTP traffic . It differentiates itself 

from mitmdump by keeping the flow of the HTTP traffic in the memory for sample testing. [8] 

 SUBTERFUGE 

Subterfuge is a free and open source package which helps in collecting data on a network and also demonstrates man-in-the-

middle attacks with simple connect and click. Subterfuge demonstrates vulnerabilities in the ARP protocol by harvesting the 

credentials that go across the LAN. It is capable of leveraging multiple man-in-the-middle attacks against target networks. [9] 

VII.   CONCLUSION 

Complete elimination of MITM is a very difficult task but we strive to close all the open possibilities for an attacker to attack a 

network. However some of the counter measures can be adopted to provide a shield to the existing network system which 

include client side infrastructure security i.e. new patched and updated operating systems must be used on a network, security of 

network should be the primary concern while designing it. In this way we try to implement practical methods through which the 

MITM attack would be less harmful to us. MITM attack would however be the preferred choice of attack for surveillance groups 

who want to sniff on the data on a connection. 
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