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Abstract

Nowadays due to advancement in network and computing technology it is easily possible for people to share their ideas with
others using online external storage. For example as we all know these days online social networking sites are an important part
of every day’s life. People can easily share their data with others using online social network like Facebook, twitter etc. or if we
take another example these day’s peoples are also uploading their highly sensitive Personal Health Record (PHR) on online data
server such as Microsoft Health Vault, Google Health for ease of sharing with their primary doctors or for cost saving. As
peoples enjoy benefits of these new technologies at the same time they are having concern about the data that they are uploading
on such online external server like Facebook, twitter, and Google health etc. Improper use of the data by such online external
server or unauthorized access by outside user could be potential threat here. People would like to make their sensitive or private
data which they are uploading on such online external server only accessible to authorized people with credentials they specified.
To manage fine grained data access control here we have implemented Enhanced Attribute Based Encryption (EABE) method
which enables data owners to define their own access policies over user attributes and enforce the policies in the data to be
distributed. This method also removes Key Escrow Problem by using escrow free key issuing protocol which is constructed
using secure two-party computation between the key generation center and the data-storing center. The performance and security
analysis indicate that this method is efficient to securely manage the data distributed in the data sharing system.
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I. INTRODUCTION

Recent development in network and computing technology enables people to easily share their data with others using online
external storage. Due to this recent adoption and diffusion in data sharing paradigm in distributed systems such as online social
networks, there have been increasing demands and concerns for distributed data security. One of the most challenging issues in
data sharing systems is the enforcement of access policies and the support of policies updates. Attribute Based Encryption (ABE)
is becoming one of the best cryptographic solutions to this issue which enables data owners to define their own access policies
over user attributes and enforce the policies on the data to be distributed.

Applying ABE in the data sharing system has several challenges. In ABE, the key generation center (KGC) generates private
keys of users by applying the KGC’s master secret keys to users’ associated set of attributes. Thus, the major benefit of this
approach is to largely reduce the need for processing and storing public key certificates under traditional public key
infrastructure (PKI). However, the advantage of the ABE comes with a major drawback which is known as a key escrow
problem.

The KGC can decrypt every cipher text addressed to specific users by generating their attribute keys. This could be a potential
threat to the data confidentiality or privacy in the data sharing systems. Another challenge is the key revocation. Since some
users may change their associate attributes at some time, or some private keys might be compromised, key revocation or update
for each attribute is necessary in order to make systems secure. This issue is even more difficult especially in ABE, since each
attribute is conceivably shared by multiple users .This implies that revocation of any attribute or any single user in an attribute
group would affect all users in the group. It may result in bottleneck during rekeying procedure or security degradation due to the
windows of vulnerability.

Il. RELATED WORK

Most of the existing ABE schemes are constructed on the architecture where a single trusted authority has the power to generate
the whole private keys of users with its master secret information. Thus, the key escrow problem is inherent such that the Key
Generation Center (KGC) can decrypt every cipher text addressed to users in the system by generating their secret keys at any
time. Chase and Chow [1] presented a distributed KP-ABE scheme that solves the key escrow problem in a multi- authority
system. In this approach, all (disjoint) attribute authorities are participating in the key generation protocol in a distributed way
such that they cannot pool their data and link multiple attribute sets belonging to the same user.
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Recently, Chow [2] has also proposed an anonymous private key generation protocol in identity-based literature such that the
KGC can issue a private key to an authenticated user without knowing the list of users’ identities. It seems that this anonymous
private key generation protocol works properly in ABE systems when we treat an attribute as an identity in this construction.
However, we found that this cannot be adapted to ABE systems due to mainly two reasons. First, in Chow’s protocol, identities
of users are not public anymore and second the collusion attack between users is the main security threat in ABE.

Bethencourt et al. [3] and Boldyreva [4] et al. proposed first key revocation mechanisms in CP-ABE and KP-ABE settings,
respectively. These schemes enable an attribute key revocation by encrypting the message to the attribute set with its validation
time. These attribute-revocable ABE schemes have the security degradation problem in terms of the backward and forward
secrecy.

The user revocation can be done by using ABE that supports negative clauses, proposed by Ostrovsky et al.[5] To do so, one
just adds conjunctively the AND of negation of revoked user identities. One drawback in this scheme is that the private key size
increases by a multiplicative factor of log n, where n is the maximum number of attributes.

Lewko et al.[6] proposed more efficient instantiations of Ostrovsky et al.’s framework for non-monotonic ABE, where public
parameters is only O(1) group elements, and private keys for access structures involving t leaf attributes is of size O(t). However,
these user-revocable schemes also have a limitation with regard to the availability

Attrapadung and Imai [7] suggested other user revocable ABE schemes addressing this problem by combining broadcast
encryption schemes with ABE schemes. However, in this scheme, the data owner should take full charge of maintaining all the
membership lists for each attribute group to enable the direct user revocation. This scheme is not applicable to the data sharing
system, because the data owners will no longer be directly in control of data after storing their data to the external storage server.

The concept of attribute based encryption was first proposed by Amit Sahai and Brent Waters. In Attribute-based Encryption
(ABE) scheme, attributes play a very important role. Attributes have been exploited to generate a public key for encrypting data
and have been used as an access policy to control users’ access. Using ABE schemes can have the advantages: (1) to reduce the
communication overhead of the Internet, and (2) to provide a fine-grained access control. In such a system, the decryption of a
cipher text is possible only if the set of attributes of the user key matches the attributes of the cipher text. Decryption is only
possible when the number of matching is at least a threshold value d. The problem with attribute based encryption (ABE) scheme
is that data owner needs to use every authorized user's public key to encrypt data. The application of this scheme is restricted in
the real environment because it uses the access of monotonic attributes to control user's access in the system.

I11. PROPOSED ENHANCED ATTRIBUTE BASED ENCRYPTION (EABE) SYSTEM

Enhanced Attribute Based Encryption (EABE) method uses attribute based encryption technique which allow data owner to
define their own access policies over user attributes and enforce the policies in the data to be distributed with removal of key
escrow problem.

-A. Data Sharing Architecture

Following diagram shows architecture of data sharing system which is also used to define security requirements.
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11 System Description and Key Management

Architecture of Data sharing System consists of the following system entities:

a) Key Generation Centerl (KGC1)

It is a key authority that generates public and secret parameters for EABE. It is in charge of issuing, revoking, and updating
attribute keys for users. It grants differential access rights to individual users based on their attributes. It is assumed to be honest-
but-curious. That is, it will honestly execute the assigned tasks in the system; however, it would like to learn information of
encrypted contents as much as possible.
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b) Key Generation Center2 (KGC2)

The Key Generation Center2 is another key generation authority that generates personalized user key with the KGC1, and issues
and revokes attribute group keys to valid users per each attribute, which are used to enforce a fine-grained user access control
and in implemented method we are assuming that the data storing center is semi trusted (that is honest but curious) entity.

c) Data owner

It is a client who owns data, and wishes to upload it into the external data-storing server for ease of sharing or for cost saving. A
data owner is responsible for defining (attribute-based) access policy, and enforcing it on its own data by encrypting the data
under the policy before distributing it.

d) User

It is an entity who wants to access the data. If a user possesses a set of attributes satisfying the access policy of the encrypted data
then he will be able to decrypt the cipher text and obtain the data. In this scheme for implementing all system modules of
respective Data Sharing Architecture we use Enhanced Attribute Based Encryption (EABE) method.

) Security Requirements

a) Data confidentiality

Unauthorized users who do not have enough attribute satisfying the access policy should be prevented from accessing the
plaintext of the data. Additionally, the KGC1 is no longer fully trusted in the data sharing system. Thus, unauthorized access
from the KGC1 as well as the KGC2 to the plaintext of the encrypted data should be prevented.

b) Collusion resistance

Collusion resistance is one of the most important security property required in ABE systems [3], [4], [5]. If multiple users
collude, they may be able to decrypt a cipher text by combining their attributes even if each of the users cannot decrypt the
cipher text alone. We do not want these colluders to be able to decrypt the private data in the server by combining their
attributes.

c) Backward and forward secrecy

In the context of attribute-based encryption, backward secrecy means that any user who comes to hold an attribute (that satisfies
the access policy) should be prevented from accessing the plaintext of the previous data distributed before he holds the attribute.
On the other hand, forward secrecy means that any user who drops an attribute should be prevented from accessing the plaintext
of the subsequent data distributed after he drops the attribute, unless the other valid attributes that he is holding satisfy the access

policy.
#. Enhanced Attribute Based Encryption (EABE) Method

Enhanced Attribute Based Encryption method consist of two main modules in it namely Key Generation (section 4.2.1) and File
Encryption/Decryption (section 4.2.2).Key Generation module explains how secret key of user is generated and File
Encryption/Decryption module explains how exactly file is encrypted and decrypted using AES algorithm with key generated
from first module.

1) Key Generation

As we have explained in data sharing architecture in this method we are dealing with four different types of entities namely data
owner which is user who want to upload file on external server, KGC1 and KGC2 which are key generation authorities and
normal user who wants to decrypt file uploaded by data owner on external server. In this method every user will get secret key
which is combination of shared secret generated by KGC1 and KGC2 for respective user and attributes of respective user. For
generating shared secret here KGC1 and KGC2 need to have public and private key pair individually for respective user.

a) Public and Private Key Generation for KGC1 and KGC2

Here public and private key for KGC1 and KGC2 are generated using Elliptical Curve Cryptography (ECC) technique.ECC is a
public key encryption technique based on Elliptical Curve theory which can be used to create faster, smaller and more efficient
cryptographic keys.ECC generates key through property of elliptical curve equation instead of using traditional method of
generating keys using product of two large prime numbers.

According to one research by National Institute of Standard and Technology (NIST) it was found that 164 bit key generated
using ECC technique acquires same level of security as that of another 1024 bit key generated by using RSA. Here by using ECC
we are reducing size of key without making any compromise in security level.

Elliptic Curve Cryptography (ECC) was discovered by Victor Miller (IBM) and Neil Koblitz (University of Washington) as an
alternative mechanism for implementing public-key cryptography.
The equation of an elliptic curve is given as,
y2 = x3+ax+b
Few terms that will use
E -> Elliptic Curve
P -> Point on the curve
n -> Maximum limit ( This should be a prime number )
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Key generation is an important part where we have to generate both public key and private key. The sender will be encrypting
the message with receiver’s public key and the receiver will decrypt it using its own private key. Now, we have to select a
number‘d’ within the range of ‘n’.Using the following equation we can generate the public key

Q=d*P
Where,
d = the random number that we have selected within the range of (1 to n-1).
P=is the point on the curve.
‘Q’ is the public key and‘d’ is the private key.
b) Encryption
Let ‘m’ be the message that we are sending. We have to represent this message on the curve. Consider ‘m’ has the point ‘A7’ on
the curve ‘E’. Randomly select ‘k’ from [1 to (n-1)].
Two cipher texts will be generated let it be C1 and C2.

Cl=k*P
C2=M+k*Q

Then C1 and C2 will be send to receiver as cipher text of message M .
c) Decryption
We have to get back the message ‘m’ that was send to us,

M=C2-d*Cl
M is the original message that we have send.
d) Proof
How do we get back the message M,

M=C2-d*C1

‘M’ can be represented as ‘C2 —d * CI”
C2-d*Cl=(M+k*Q)-d*(k*P) (C2=M+k*Qand Cl=k*P)
=M+k*d*P-d*k*P (cancelling out k * d * P)
= M (Original Message)

In Enhanced Attribute Based Encryption Method we are using Elliptical Curve Cryptography technique for generating only

public and private keys of KGC1 and KGC2 for individual users.

e) Elliptical Curve Diffie Hellman Key Agreement Protocol

After generation of public and private key pair for KGC1 and KGC2 using Elliptical Curve Cryptography technique for
individual user KGC1 and KGC2 will be engaged in Elliptical Curve Diffie Hellman Key Agreement Protocol to generate shared
secret which will be treated as one of the component of secret key of individual user.

Elliptical Curve Diffie Hellman (ECDH) Key Agreement Protocol is an anonymous key agreement protocol that allows two
parties, each having an elliptic curve public—private key pair, to establish a shared secret over an insecure channel. This shared
secret later may be directly used as a key, or to derive another key which can then be used to encrypt subsequent
communications using a symmetric key cipher.

ECDH is the elliptic curve analog of the traditional Diffie-Hellman key agreement algorithm. ECDH method requires no prior
contact between the two parties. Each party generates a dynamic, or ephemeral, public key and private key. They exchange these
public keys. Each party then combines its private key with the other party’s public key to form the shared secret. This method is
also known as carrying out an ECDH key agreement. The following example will illustrate how a key establishment is made.

Suppose Alice wants to establish a shared key with Bob, but the only channel available for them may be eaves dropped by a
third party. Also, each party must have a key pair suitable for elliptic curve cryptography, consisting of a private key d (a
randomly selected integer in the interval (1 to n-1) and a public key Q (where Q=d*G, that is, the result
of adding G together d times). Let Alice's key pair be (da,Qa) and Bob's key pair be (dg,Qs) . Each party must know the other
party's public key prior to execution of the protocol.

Alice computes (Xk,Yk)= daQs. Bob computes (Xk Yk)= deQa.The shared secret is Xk (the x coordinate of the point). Most
standardized protocols based on ECDH derived a symmetric key from X using some hash-based key derivation function. Here
the shared secret calculated by both parties is equal because,

dAQB: dadsG = dgdaG = dBQA

The only information about her private key that Alice initially exposes is her public key. So, no party other than Alice can
determine Alice's private key, unless that party can solve the elliptic curve discrete logarithm problem. Bob's private key is
similarly secure. No party other than Alice or Bob can compute the shared secret, unless that party can solve the elliptic
curve Diffie-Hellman problem.

Using ECDH key agreement algorithm here KGC1 and KGC2 generate shared secret to which attributes of respective user
will be attached which can be treated as secret key of respective user. So in EABE secret key of user contains attributes of
respective user and shared secret generated by KGC1 and KGC2 for respective user.
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. File Encryption and Decryption Using AES Algorithm

The more popular and widely adopted symmetric encryption algorithm likely to be encountered nowadays is the Advanced
Encryption Standard (AES). It is found at least six times faster than triple DES.

"A replacement for DES was needed as its key size was too small. With increasing computing power, it was considered

vulnerable against exhaustive key search attack. Triple DES was designed to overcome this drawback but it was found slow.

a) Operation of AES

AES is an iterative rather than Feistel cipher. It is based on ‘substitution—permutation network’. It comprises of a series of linked
operations, some of which involve replacing inputs by specific outputs (substitutions) and others involve shuffling bits around
(permutations).

Interestingly, AES performs all its computations on bytes rather than bits. Hence, AES treats the 128 bits of a plaintext block
as 16 bytes. These 16 bytes are arranged in four columns and four rows for processing as a matrix.

Unlike DES, the number of rounds in AES is variable and depends on the length of the key. AES uses 10 rounds for 128-bit
keys, 12 rounds for 192-bit keys and 14 rounds for 256-bit keys. Each of these rounds uses a different 128-bit round key, which
is calculated from the original AES key.

The schematic of AES structure is given in the following illustration.

128-bit plaintext
|l Round keys
28
Pre-round _(138:bits)
transformation RS B Cipher key
| (128, 192, or 256 bits)
Round 1 < -
K, g
l § R | Key size
Round 2 -« A 5 10 128
. * E 12 192
» : 14 | 256
Round N, v Relationship between
(shghtly different) T Ky number of rounds®)
and cipher key size
L4
128-bit ciphertext

b) Encryption Process
Here, we restrict to description of a typical round of AES encryption. Each round comprise of four sub-processes. The first round
process is depicted below.

Cipher key Plaintext

| |

Ko (128 bits) — AddRoundKey |

ShiftRows

MixColumns

Ki(128 bits) ——> AddRoundKey |

'SubBy(es ‘
\

Round 1

.

Fig. 3.3 Round Processes in AES

c) Byte Substitution (SubBytes)
The 16 input bytes are substituted by looking up a fixed table (S-box) given in design. The result is in a matrix of four rows and
four columns.
d) Shift Rows
Each of the four rows of the matrix is shifted to the left. Any entries that ‘fall off” are re-inserted on the right side of row. Shift is
carried out as follows.

—  First row is not shifted.

— Second row is shifted one (byte) position to the left.
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—  Third row is shifted two positions to the left.

— Fourth row is shifted three positions to the left.

— The result is a new matrix consisting of the same 16 bytes but shifted with respect to each other.
e) Mix Columns
Each column of four bytes is now transformed using a special mathematical function. This function takes as input the four bytes
of one column and outputs four completely new bytes, which replace the original column. The result is another new matrix
consisting of 16 new bytes. It should be noted that this step is not performed in the last round.
) Add Round Key
The 16 bytes of the matrix are now considered as 128 bits and are XORed to the 128 bits of the round key. If this is the last
round then the output is the cipher text. Otherwise, the resulting 128 bits are interpreted as 16 bytes and we begin another similar
round.
21 Decryption Process
The process of decryption of an AES cipher text is similar to the encryption process in the reverse order. Each round consists of
the four processes conducted in the reverse order.

— Add round key

—  Mix columns

—  Shift rows

— Byte substitution

Since sub-processes in each round are in reverse manner, unlike for a Feistel Cipher, the encryption and decryption algorithm
needs to be separately implemented, although they are very closely related.

In Enhanced Attribute Based Encryption method AES algorithm is used to encrypt file using shared secret key generated by
using Elliptical Curve Diffie Hellman Key agreement protocol (section 4.2.1.2).Here in EABE when user select file for
encryption at that time user has to specify access formula which contains combinations of attribute which is also use to decide
who will be able to decrypt respective file. So, in EABE decryption AES decryption process is use and then access formula
define by data owner will be compare with attributes of respective user. If access formula defines by data owner is match with
attributes of respective user then file will be decrypted otherwise not.

IV. RESULT & CONCLUSION

This chapter aims to show the experimental results of proposed Enhanced Attribute Based Encryption (EABE) Method with
different Data Sets and comparison with existing BSW and BCP attribute based encryption methods using various parameters
like Key Generation Time, Memory requirement, Key Escrow, User Revocation, Attribute Set Based Encryption (ASBE)

A.  Key Generation Time

Key Generation Time is time taken by public key cryptography algorithm to generate pair of public and private keys. In existing
BSW method for generation of public and private key pair of KGC1 and KGC2 RSA algorithm is used while in Enhanced
Attribute Based Encryption (EABE) method Elliptical Curve Cryptography (ECC) is used. According to National Institute of
Standard and Technology (NIST) ECC offers security equivalent to RSA using much smaller key size. According to NIST report
163 bit key generated by using ECC gives same level of security as that of 1024 bit key generated by using RSA.Following is the
details given by NIST.
Table -1
Comparable Key Size (bits)

No | ECC | RSA
1 160 1024
2 224 | 2048
3 256 | 3072
4 384 | 7680
5 521 | 15360

Here performances were tested according to above table. Tests were performed on Intel P 5 2.8 GHz machine with 2 GB of
RAM.

Table —2
Key Generation Time
NO BSW (Key Size in EABE(Key Size in BSW(Key generation time in EABE(Key generation time in
1 1024 160 0.16 0.08
2 2048 224 7.47 0.18
3 3072 256 9.8 0.27
4 7680 384 133.9 0.64
5 15360 521 679.06 1.44

Key generation of EABE outperforms BSW at all key lengths, and is especially apparent as the key length increases. Since
EABE does not have to consider generation of large prime numbers, EABE can create the private/public key pair in superior
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speed to BSW comparable lengths. From above results we can say that EABE key generation time grows linearly with key size,
while BSW grows exponentially as shown in following graph.

Key Generation Time

800

700
> 'y
2 600
c
v C,OD
2 — BSW(Key generation
é 400 timse in millisecond)
13 -
e 300 e EABE Koy goneration
’_E 200 time in millisecond)

100

0
1 2 3 - S

Fig. 4.1: Key Generation Time At various key length

#. Memory Requirement

This parameter indicates bytes require for storing public and private key pair generated by using public key cryptography
algorithm. As we have discussed earlier in existing BSW method RSA algorithm is used for generation of key pair while in
EABE Elliptical Curve Cryptography (ECC) is used. Though in EABE method we are using smaller length keys as compared to
BSW the memory required to store public and private key pair in EABE is less as compared to RSA.Following table shows
memory required to store various length keys in EABE and BSW method in bytes.
Table -3
Memory Requirement at various key lengths

NO | BSW (Key Size in Bits) | EABE(Key Size in Bits) | BSW(Memory required in bytes) | EABE(Memory required in bytes)
1 1024 160 157 108
2 2048 224 236 117
3 3072 256 313 125
4 7680 384 621 140

Memory required for storing public and private key pair in EABE is less as compared to BSW at all key lengths. Since in
EABE Elliptical Curve Cryptography (ECC) algorithm is used for key generation which is based on elliptical curve properties it
always generates smaller length keys as compared to BSW. From above results we can say that in EABE memory required to
store public and private key pair grows linearly with key size, while BSW grows exponentially as shown in following graph.
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Fig. 4.2: Memory Requirement for storing key pair At various key length

V. CONCLUSION

— In this work we have implemented attribute based data sharing scheme which is used to provide authorized access to the
shared data.

— We have implemented enhanced ABE scheme along with ASBE technique which provides more secure and fine-grained
data access control in distributed data sharing system.
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— The implemented scheme features a key issuing mechanism that removes key escrow problem during the key generation and
enhances data privacy and confidentiality.
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