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Abstract 

Cryptography is the art of concealing a message so that the sender and receiver be familiar with the existence of the message. 

The Encrypted message provides the possibility to the attackers to modify the secret information. Steganography, on the other 

hand, is the art of obscuring a message so that the attacker is unaware about the existence of the message. In Encoding strategy, 

the user can select only WAV format. Since it is very easy for developing the Audio file system. Hiding information in Audio 

files is considered more complex than Image files since Human Auditory System is more sensitive when compared to Human 

Visual System Steganography removes unwanted attention coming to the hidden message. Due to Redundancy strategy in 

Steganography, the Secret message before and after Steganography kept unchanged. In this paper we have proposed a method to 

enhance the security level in audio steganography using Elliptic Curve Cryptography with randomized changes in Bits. The 

Secret message can be hidden in the Elliptic Curve Points using the LSB and MSB Techniques. In this paper proposed system 

works in WAV (Uncompressed format), since it is the easier file format for Development and it maintains Good Quality.   
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________________________________________________________________________________________________________ 

I. INTRODUCTION 

New Trends and Technologies are improved in the field of cryptography to share the secret message with use of some special 

keys. Steganography is a type of secure medium to send the confidential message to one another without the third party 

overseeing the messages. 

Steganography [Samir Kumar Bandyopadhyay et al 2008] is a type of cryptography in which the secret message is hidden in a 

digital picture. While cryptography is concerned with the protection of the contents of a message, Steganography concentrates on 

concealing the very existence of such messages from detection. 

Steganography is used to hide reliable information in unsecure channels so it has to send and receive safely to the particular 

party using a medium that is called carrier or cover file. Many steganography techniques (Temporal, Transform, and Compress) 

that used different digital files. 

 

Fig. 1: Basic form of Audio Steganography 

In the above block diagram, Audio file represents the source file for the message to be hided and Stego key is the key for 

hiding the secret using Cryptography. By combining Audio, Secret and Key we can embed using the proposed Algorithm called 

Elliptic Curve with randomized curve points. Finally, we will get the embedded Stego file and the novelty of the algorithm is the 

size of the audio before and after embedding remains same. 

II. AUDIO STEGANOGRAPHY METHODS 

Most Common approaches for Hiding Messages in Audio File are: 

 LSB (Least Significant Bit) and MSB(Most Significant Bit) Encoding 

 Parity Coding 

 Phase Coding 

 Spread Spectrum 
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 Echo Hiding 

LSB (Least Significant Bit) algorithm is a very popular one, which swaps the LSB of Audio file (Cover File) to conceal a 

series of bytes including the hidden data. In order to compute the audio bits, LSB is the Right most bit in the series of binary 

integer providing the units value (say odd or Even). 

The following diagram shows the binary representation of decimal 157: 

 
Fig. 2: Binary representation of decimal number 157 

The binary representation of decimal 157, with the LSB highlighted (Orange coloured) and the MSB (Violet Coloured)in an 8-

bit binary that gives the value of 128 decimal. The LSB characterize a value of 1. For example, when you want to hide the letter 

"c" (ASCII value of the Letter “c” is 99, which is in Binary 01100011) inside the eight bytes of a cover file, you need to set the 

LSB of every byte in the following manner: 

10011110    01010011   10011011   11010010  10001010  00000010   01110011   00101011 

Likewise it will proceed to hide the secret message in an audio file bits. In this paper the proposed algorithm selects the 

random curve points in Elliptical Curve using LSB and MSB bits for Information Hiding. In our next paper we will propose the 

other methods in Audio Steganography. 

III. REVIEW OF LITERATURE 

[H.B.Kekre et al,2010] propose two novel method that is considering the Audio sample’s parity of the cover medium and the 

next one is the XOR operation. In the First method, it will first check the parity bits of Audio samples and then carries out 

embedding the secret message in it. In the second method the author propose XOR operation on LSBs, based on the result the 

message bit to be embedded on it and the LSB sample is kept unchanged. In this approach the information is recovered without 

any change in the audio samples. The perceptual quality of the stego signal (sound files) is high while it should increase the 

security by using multiple LSB’s. 

[W.Bender et. al,2000] explores the two rules for data hiding and Multimedia Data Hiding[Min Wu,Bede Liu,2003] : 

 The embedded data must be undetectable within its carrier medium (the audio or image file used). The carrier should 

display no properties that flag it as suspicious, whether it is to the human visual/auditory system or in increased file size for 

the carrier file. 

 The embedded data must maintain its integrity within the carrier and should be easily removable, under the right 

circumstances, by the receiving party. 

New Techniques for audio steganography is presented by [Pathak et al., 2014] which is based on dispersing the secret message 

over host audio. Selection position of secret bit from 0__ to 7__ LSB in host sample depends on the decimal value of 3 MSB’s 

[Pathak et al., 2014]. 

For any audio steganographic technique, that must satisfy three conditions: Capacity, Transparency and Robustness. Capacity 

means the amount of secret information that can be embedded within the host message. Transparency evaluates how well a secret 

message is embedded in the cover audio. Robustness measures the ability of secret message to withstand against attacks. 

IV. ELLIPTIC CURVE PROCESS IN AUDIO STEGANOGRAPHY 

Elliptic curves appear in many diverse areas of mathematics, ranging from number theory to complex analysis, and from 

cryptography to mathematical physics. ECC was developed by Certicom, a mobile e-business security provider. RSA has been 

developing its own version of ECC. The technology can be used in conjunction with most public key encryption methods, such 

as RSA, and Diffie-Hellman. 

In Mathematics, an Elliptic curve is the set of points that satisfy the following equation: 

y2 = x3+ax+b where x, y, a and b are real numbers. 

For example, a = -6 and b = 0.57 gives the elliptic curve with equation y2 = x3 - 6x + 0.57 

 
Fig. 3: Basic diagram of Elliptic Curve 

 Elliptic Curve Groups:  The set of points on an elliptic curve, plus a special point form and additive group.  The addition of 

two points on an elliptic curve is defined geometrically, as shown in the following example. 

 

http://searchsecurity.techtarget.com/definition/RSA
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Fig. 4: Curve Intersection Point 

Elliptic Curve Encryption Algorithms depend on the difficulty of calculating where a product of two large primes is an 

element in the Elliptic Curve Group. Roughly speaking the elliptic curve is then the set of points which satisfy the elliptic curve 

equation   modulo, where together with a special point. If contains no repeated factors, or equivalently if, then these points form 

a group. 

 Definition of the Discrete Logarithm Problem: 

In the multiplication group
p

F
 , the discrete logarithm problem that is: Given elements r and q in

p
F

 , find a number k such that  

(mod )r qk p . 

Similarly the Elliptic Curve Discrete Logarithm Problem is: Given points P and Q in an ECG over a finite field find an integer 

k such that Pk Q .  Here k is called the discrete log of Q to the base P. 

This doesn’t seem like a difficult problem, but if you don’t know what k is calculating Pk Q   takes roughly 2
2

k operations.  So 

if k is say, 160 bits long, then it would take about 80
2 operations!!  To put this into perspective, if you could do a billion 

operations per second, this would take about 38 million years.  This is a huge savings over the standard public key encryption 

system where 1024 and 3074 bit keys are recommended.  The smaller size of the keys for Elliptic Curve Encryption makes it 

idea for applications such as encrypting cell-phone calls, credit card transactions, and other applications where memory and 

speed are an issue. 

In Elliptic Curve the Secret Messages are hidden in the Curve points .The Elliptic Curve Randomly selects the Audio samples 

say 8 bits from the Secret File. The Hidden message will be in any point of the Curve. Hence it is very Secured. The Evesdropper 

might not aware about the hidden messages in the Curve points. 

Block diagram of the proposed Audio steganography technique is shown in the figure: 

 
Fig. 5: Block Diagram of Proposed System 

In the above diagram, the proposed algorithm get the inputs(Audio file, Message, Stego key)for data hiding in Audio samples. 

It randomly selects two 8 bit Audio samples and then it performs LSB and MSB bit calculation using Elliptic curve 

cryptography. Finally the secret messages are taken from the Elliptic curve without any error. The output of the Audio sample 

before and after Embedding remains unmodified. 
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This system increases the Security level of Audio steganography and it generates the Random file namely new1630.wav to 

recover the hidden text that shows in the following figure: 

 
Fig. 6: Random file generation to extract the Secret Message 

Proposed Audio Steganography shows the Size factor of Audio file before and after Embedding is as follows: 

 
Fig. 7: Audio files Size before and after Embedding 

This Figure shows the cover file (new2.wav) and its size before embedding process .The Audio file( new1630.wav)is 

randomly generated to extract the Secret message from it. 

 Working Scenario 

 Work flow of Elliptic Curve 

Take for example ball game with the stick. In the Elliptic curve scenario, the player hits the ball from A, it straight away reaches 

one edge and return to either over the x-axis or below and bounds again and hits another point on the curve and makes another 

new way to reach the goal. From this tedious path, there may be many hidden region for data hiding using random samples. The 

following diagram shows it: 

 
Fig. 8: Finding Hidden area in Elliptic curve(with in A,B,C) 

 
Fig. 9:  Finding More hidden area from the complex path 
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In this system, the Audio file (cover file) samples are randomly selected to hide the information.Samples are separated by two 

8 bits to choose the LSB and MSB. 

Hiding process works in two ways: 

First one is as per the horizontal symmetry of elliptic curve, any point on the curve can be reflected above the x-axis and 

below the x-axis remain the same curve. Likewise the message stay either over the x-axis or below. 

The second is the Vertical symmetry, any point on the curve can be reflected over the y-axis and remain the same curve. The 

following diagram shows the working scenario: 

 
Fig. 10: Elliptic curve message bit hidden in x-axis or y-axis 

The hidden message bits may appear over the (x-axis or y-axis) on the audio samples or below. The WAV File format is used 

for easy implementation using Matlab. Efforts are taken to avoid noise and no interruption happened when the audio file is been 

played in the system that reveals the feasibility and effectiveness of this work. The user can give the message with the limitation 

of 140 characters. If not it will produce noise in the WAV file. 

The following table shows the noise impact of WAV file exceeding the Limits: 
Table – 1 

Noise impact of WAV 

Message Characters Audio File Format Noise 

25 WAV NO 

50 WAV NO 

75 WAV NO 

100 WAV NO 

125 WAV NO 

<140 WAV NO 

142 WAV YES 

 Plot of Wav File 

            
Fig. 11: new2.wav (Cover file)                                       new1630.wav (Embedded file) 

V. AUDIO STEGANOGRAPHY APPLICATIONS 

Audio Steganography are widely used in many applications. 
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 Secure Data Transmission 

To maintain the Patient Medical Records Secrecy [J. Nafeesa Begum, K. Kumar, Dr. V. Sumathy,], proposed multilevel-access 

control audio steganography system to telemedicine users for secure transmission of medical images. The system embeds 

medical images in audio files which is send to different recipients such as doctors’ in-charge of the corresponding patient. For 

more security, only intended recipients having the knowledge of a key will be able to extract the medical images. 

 Data Storage 

Audio Steganography could be used in subtitled movies where actors’ speech, film music, background sounds could be used to 

embed the text needed for translation [Fatiha Djebbar et.al,]. 

VI. CONCLUSION 

Secure Data Communication between two or more parties is very essential now a days in many Fields. In summary, if 

implemented correctly and in conjunction with cryptographic methods(Elliptic Curve) to secure the embedded data before 

insertion to a cover medium, and the uses of various methods in Audio Steganography become powerful tools for the 

transmission of undetectable and secure communication.Hence ,till then the main  challenge in Digital Audio Steganography is 

to obtain Robustness and High Capacity system.In our Next paper we deliberate to propose the  High capacity  steganographic 

system over online communication network. 
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