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Abstract 

In the recent past, world was not interconnected to this extent, at the present time technological developments introduced many 

changes to our daily lives, with the spread of smart devices and social networks each of us become to have two worlds, the world 

of realistic and another virtual one based on communication and information technologies, where it became difficult to live in 

isolation from the technology and be sufficient with only traditional things & since technology is in a nonstop development and 

modernization, sometimes it becomes hard to keep up with its rapid development, discovered technologies before few years 

become old and unsuitable, and recently we witness new technical terms keep up on appearing to us just as ordinary users of 

technology and not necessarily technical specialists or communications scientists, concepts such as Internet of things, cloud 

computing, smart buildings, smart cities and many others, all of that will lead to the creation of an intelligent environment and 

smart life revolutions in the near future. 
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_______________________________________________________________________________________________________ 

I. INTRODUCTION 

Billions of devices are expected to be connected wirelessly by 2020. In this emerging era of connected devices, machines need 

not only be secure but also need to be secure at device, design and system levels. Internet of Things (IoT) requires diverse 

technology and specialized skill areas such as specialized hardware and sensor development, along with sophisticated real-time 

embedded firmware, cloud applications and Big Data analytics for massive real-time data into usable information, delivery of 

data to human-scale and human-usable platforms, particularly sophisticated smartphone apps. The IoT is revealing an important 

need in technology, that is, programmable hardware and I/O. 

Smart connectivity with existing networks and context-aware computation using network resources is an indispensable part of 

IoT. With the growing presence of WiFi and 4G-LTE wireless Internet access, the evolution towards ubiquitous information and 

communication networks is already evident. However, for the Internet of Things vision to successfully emerge, the computing 

paradigm will need to go beyond traditional mobile computing scenarios that use smart phones and portables, and evolve into 

connecting everyday existing objects and embedding intelligence into our environment. For technology to disappear from the 

consciousness of the user, the Internet of Things demands: (1) a shared understanding of the situation of its users and their 

appliances, (2) software architectures and pervasive communication networks to process and convey the contextual information 

to where it is relevant, and (3) the analytics tools in the Internet of Things that aim for autonomous and smart behavior. With 

these three fundamental grounds in place, smart connectivity and context-aware computation can be accomplished. 
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Fig. 1: Internet of Things schematic showing the end users and application areas based on data. 

II. INTERNET OF THINGS REVOLUTION 

We will not feel the Internet of things applications for its numerous amounts, since they do not represent only technology 

products, but the benefits that can be integrated into most of the surrounding human beings products to make them connected to 

the Internet, according to the head of (Google) Eric Schmidt in his speech in the International Economic Forum (Davos) he said: 

“There will be a lot of Internet addresses, which are a numerical addresses customized for each machine, and to a lot of smart 

devices, sensors and interactive tools to the degree that you will not feel the existence of the Internet on it, it will become like the 

air we breathe without feeling it. Then added: Imagine entering an interactive room, and be able to communicate with all smart 

devices in this room!” referring by that to the evolution of intelligent devices and devices to wear technology which are 

connected to the Internet. 

These are not imaginary examples, and the work is in progress on the expansion of the Internet of things fields, for example 

(Samsung) created a refrigerator connected to the Internet that tweeted and play music through the (Pandora) application, and 

(Google) has spent more than 3.2 billion$ to buy (NIST) company the producer of temperature regulating devices to adjust house 

temperature depending on the daily habits of its residence, also (Babolat) company for the manufacture of tennis racquets has 

developed an exemplary racquet that instructs the user with his performance and counts the number of his strikes. 

In the field of medicine, specialists predicted a development of patients beds that are free from devices and equipment, so 

there will be no need to install sensors on the body of the patient, specialists see that Internet of things applications are limitless, 

and some went beyond imagination in this area, for example, some companies put forward imaginary ideas and projects for 

sensors taking your body measurements with the approach of the clothes you want, to offer promotions that are supposed to suit 

your taste and then display them on your mobile device, and home refrigerator monitor its own contents and gives an opinion 

about refilling it with food, also a car tracking the places you went to and predicts the next destination with the ability to inform 

the driver with the nearest next station for refueling using information derived from the cloud data. 

III. UBIQUITOUS COMPUTING IN THE NEXT DECADE             

The effort by researchers to create a human-to-human interface through technology in the late 1980s resulted in the creation of 

the ubiquitous computing discipline, whose objective is to embed technology into the    background of everyday life. Currently, 

we are in the post-PC era where smart phones and other handheld devices are changing our environment by making it more 

interactive as well as informative. Mark Weiser, the forefather of Ubiquitous Computing (ubicomp), defined a smart 

environment [4] as “the physical world that is richly and invisibly interwoven with sensors, actuators, displays, and 

computational elements, embedded seamlessly in the everyday objects of our lives, and connected through a continuous 

network”.The creation of the Internet has marked a foremost milestone towards achieving ubicomp’s vision which enables 

individual devices to communicate with any other device in the world. The inter-networking reveals the potential of a seemingly 

http://www.sciencedirect.com/science/article/pii/S0167739X13000241
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endless amount of distributed computing resources and storage owned by various owners.In contrast to Weiser’s Calm 

computing approach, Rogers proposes a human centric ubicomp which makes use of human creativity in exploiting the 

environment and extending their capabilities [5]. He proposes a domain specific ubicomp solution when he says—“In terms of 

who should benefit, it is useful to think of how ubicomp technologies can be developed not for the Sal’s of the world, but for 

particular domains that can be set up and customized by an individual firm or organization, such as for agricultural production, 

environmental restoration or retailing”.Caceres and Friday [6] discuss the progress, opportunities and challenges during the 20 

year anniversary of ubicomp. They discuss the building blocks of ubicomp and the characteristics of the system to adapt to the 

changing world. More importantly, they identify two critical technologies for growing the ubicomp infrastructure—Cloud 

Computing and the Internet of Things.  

IV. WHY FIELD PROGRAMMABLE GATE ARRAY (FPGA)? 

The Field Programmable Gate Array (FPGA) is a family of reconfigurable hardware, where Field Programmable means the 

operation changing capability in the field, and Gate Array means the construction of basic internal architecture of the device. 

Digital computing tasks can be developed in software and compiled into a bitstream file. This bitstream file contains information 

about how the components should be wired together.  FPGAs combine the best parts of ASICs and processor based systems, in 

fact FPGAs are parallel in nature. Advantage of using a software programmed processor is that software is very flexible to 

change while a disadvantage is that performance can suffer if the clock is not fast. The advantage of an ASIC is that it can 

provide very high performance because of its dedicated type of operation and its disadvantages are: 1) high cost to volume ratio; 

2) extended delay between designs to end product; 3) incapability to include new changes after the system is fabricated and 4) 

difficulties in debugging errors.  FPGAs fill the gap between hardware and software and offer numerous advantages such as: 1) 

flexibility, 2) reliability, 3) low cost, 4) fast time-to-market and 5) long term maintenance. Given this the authors consider that an 

FPGA is the best reconfigurable hardware platform for the implementation of cryptographic security mechanisms. 

V. RELATED WORK 

Web service implementations using FPGAs can be found, however such publications are relatively rare. In [3], the authors 

propose a Web server architecture that is implemented in FPGA. The evaluation of the system confirms that hardware favored 

architecture brings higher throughput, lower power consumption and the full functionality of a stand-alone Web service. Such 

good results are achieved thanks to the execution of Web services directly on the FPGA without using an additional operating 

system. The authors conclude that by utilizing reconfigurable hardware (FPGA) in the area of cloud computing it is possible to 

improve performance and optimize operating costs. 

 
Fig. 2: General concept of networked reconfigurable FPGA-based Web services. 

VI. RESEARCH 

The spectrum of research required to achieve IoT at the scale envisioned above requires significant research along many 

directions. In this section problems and required research are highlighted in 8 topic areas: massive scaling, architecture and 

dependencies, creating knowledge and big data, robustness, openness, security, privacy, and human-inthe-loop. Each of the topic 

discussions primarily focuses on new problems that arise for future IoT systems of the type described in Section II. The research 

topics presented in each case are representative and not complete. Many important topics such as the development of standards, 

the impact of privacy laws, and the cultural impact on use of these technologies are outside the scope of the paper. 

http://www.sciencedirect.com/science/article/pii/S0167739X13000241
http://www.sciencedirect.com/science/article/pii/S0167739X13000241
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VII. MASSIVE SCALING 

The current trajectory of the numbers of smart devices being deployed implies that eventually trillions of things will be on the 

Internet. How to name, authenticate access, maintain, protect, use, and support such a large scale of things are major problems. 

Will IPv6 suffice? Will protocols such a 6LowPAN play a role? Will entirely new standards and protocols emerge? Since many 

of the things on the Internet will require their own energy source, will energy scavenging and enormously low power circuits 

eliminate the need for batteries? How will the massive amounts of data be collected, used, and stored? What longitudinal studies 

will be performed? How will the real-time and reliability aspects be supported [5][13]? How will devices including mobile 

devices be discovered? Will the emergence of a utility model, if it occurs, mean entirely new standards? How will such a utility 

be achieved? It is unlikely that any solution immediately becomes the norm.  Many protocols and variations will coexist. What 

will be the architectural model that can support the expected heterogeneity of devices and applications? 

VIII. ARCHITECTURAL & DEPENDENCIES 

As trillions of things (objects) are connected to the Internet it is necessary to have an adequate architecture that permits easy 

connectivity, control, communications, and useful applications. How will these objects interact in and across applications [37]? 

Many times, things or sets of things must be disjoint and protected from other devices.  At other times it makes sense to share 

devices and information. One possible architectural approach for IoT is to borrow from the smartphone world [2][4]. 

Smartphones employ an approach where applications are implemented and made available from an app store. This has many 

advantages including an unbounded development of novel applications that can execute on the smartphones. Various standards 

and automatic checks are made to ensure that an app can execute on a given platform. For example, the correct version of the 

underlying OS and the required sensors and actuators can be checked when the app is installed [12]. A similar architectural 

approach for IoT would also have similar advantages. However, the underlying platform for IoT is much more complicated than 

for smartphones. Nevertheless, if IoT is based on an underlying sensor and actuator network that acts as a utility similar to 

electricity and water, then, different IoT applications can be installed on this utility. While each application must solve its own 

problems, the sharing of a sensing and actuation utility across multiple simultaneously running applications can result in many 

systems-of-systems interference problems, especially with the actuators. Interferences arise from many issues, but primarily 

when the cyber depends on assumptions about the environment, the hardware platform, requirements, naming, control and 

various device semantics. Previous work, in general, has considered relatively simple dependencies related to numbers and types 

of parameters, versions of underlying operating systems, and availability of correct underlying hardware. Research is needed to 

develop a comprehensive approach to specifying, detecting, and resolving dependencies across applications. This is especially 

important for safety critical applications or when actuators can cause harm.   

IX. CONCLUSIONS 

In summary, one vision of the future is that IoT becomes a utility with increased sophistication in sensing, actuation, 

communications, control, and in creating knowledge from vast amounts of data. This will result in qualitatively different 

lifestyles from today. What the lifestyles would be is anyone’s guess. It would be fair to say that we cannot predict how lives will 

change. We did not predict the Internet, the Web, social networking, Facebook, Twitter, millions of apps for smartphones, etc., 

and these have all qualitatively changed societies’ lifestyle. New research problems arise due to the large scale of devices, the 

connection of the physical and cyber worlds, the openness of the systems of systems, and continuing problems of privacy and 

security. It is hoped that there is more cooperation between the research communities in order to solve the myriad of problems 

sooner as well as to avoid re-inventing the wheel when a particular community solves a problem. 
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