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Abstract 

In wireless sensor networks, ZigBee has been recognized as an enabling technique for Internet of Things (IoT). It will make the 

network susceptible to a variety of security threats. Nowadays, as sensing, communication, control becomes even more 

sophisticated. There are some methods to solve like how IoT could change the world in distant future is first presented, Hybrid 

MAC protocol for Heterogeneous M2M networks, Challenges to vehicle-to-vehicle or vehicle-to-internet infrastructure 

connectivity, Construction of an “alphabet set”: a set of signature packet size used for Esense communication for dynamic 

sensing and routing (DoSR) an optimization algorithm is used. And the extensive simulation to show the impact of the ghost, it 

will investigates attacks on ZigBee. Nowadays, a solution to the ghost is more important. Through this we can improve the 

security of ZigBee further.   
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________________________________________________________________________________________________________ 

I. INTRODUCTION 

ZigBee has been widely recognized as an important enabling technique for Internet of Things(IoT).IEEE 802.15.4-based ZigBee 

has been recently drawing a lot of attention and has become a most popular IoT solution for its expandibility, low cost, ease of 

use and minimal maintenance. The ZigBee alliance has essentially targeted their efforts on building a global wireless language 

for myriad of everyday devices such as light switches, thermostats, smart devices, remote controls etc...Here analyzing some of 

the attacks in WSN. 

First technique is Research Directions for the Internet of Things. In which, To provide a basis for discussing open research 

problems in IoT, a vision for how IoT could change the world in the distant future is first presented. Then, eight key research 

topics are enumerated and research problems within these topics are demonstrated. The research discussed is representative 

rather than Complete. Two goals of the paper are: 1) to highlight a number of significant research needs for future IoT systems; 

2) to raise awareness of work being performed across various research. 

Second technique is Connected Vehicles: Solutions and Challenges. In which it describes focus on wireless technologies and 

potential challenges to provide vehicle-to-x connectivity. In particular, we discuss the challenges and review the state-of-the-art 

wireless solutions for vehicle-to-sensor, vehicle-to-vehicle, vehicle-to-Internet, and vehicle-to-road infrastructure connectivity. 

Here also identify future research issues for building connected vehicles. 

Design of a Scalable Hybrid MAC Protocol for Heterogeneous M2M Networks is the third technique refers, in this paper 

describes a scalable hybrid MAC protocol, which consists of a contention period and a transmission period, is designed for 

heterogeneous M2M networks. In this protocol, different devices with preset priorities (hierarchical contending probabilities) 

first contend the transmission opportunities following the convention-based -persistent carrier sense multiple access (CSMA) 

mechanism. Only the successful devices will be assigned a time slot for transmission following the reservation-based time 

division multiple access (TDMA) mechanism. If the devices failed in contention at previous frame, to ensure the fairness among 

all devices, their contending priorities will be raised by increasing their contending probabilities at the next frame. 

Data Gathering Optimization by Dynamic Sensing and Routing in Rechargeable Sensor Networks, in which, It strive to 

optimize data gathering in terms of network utility by jointly considering data sensing and data transmission. To this end, design 

a data gathering optimization algorithm for dynamic sensing and routing (DoSR), which consists of two parts. In the first part, 

design a balanced energy allocation scheme (BEAS) for each sensor to manage its energy use, which is proven to meet four 

requirements raised by practical scenarios. Then in the second part,  propose a distributed sensing rate and routing control 

(DSR2C) algorithm to jointly optimize data sensing and data transmission, while guaranteeing network fairness., 

Finally, Esense: Energy Sensing-Based Cross Technology Communiction In which Esense, a new paradigm of communication 

between devices that have fundamentally different physical layers. Esense is based on sensing and interpreting energy profiles. 

While our ideas are generic enough to be applicable in a variety of contexts, then illustrate the usefulness of our ideas by 

presenting novel solutions to existing problems in three distinct research domains. As part of these solutions, demonstrate the 

ability to communicate between devices that follow two different standards: IEEE 802.11 and 802.15.4.Consider two scenarios 

here: 1) where there is no background traffic and 2) where there is background 802.11 traffic. In each case, build an “alphabet 

set”: a set of signature packet sizes that can be used for Esense communication. 
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 Research Directions for the Internet of Things 

Open research problems in IoT, a vision for how IoT could change the world in the distant future is first presented .problems and 

required research are highlighted in eight topic areas: massive scaling, architecture and dependencies, creating knowledge and 

big data, robustness, openness, security, privacy, and human-in-the-loop. Each of the topic discussions primarily focuses on new 

problems that arise for future IoT systems. It is hoped that there is more cooperation between the research communities in order 

to solve the myriad of problems sooner as well as to avoid reinventing the wheel when a particular community solves a problem. 

 Connected Vehicles: Solutions and Challenges 

Connected vehicles refer to the wireless connectivity-enabled vehicles that can communicate with their internal and external 

environments. ZigBee: One option for enabling the V2S connectivity is through the use of ZigBee technology. The academia 

focuses on the development of optimal solutions to enable connections between vehicles and the Internet. The cellular networks, 

such as 3G and 4G-LTE, can provide reliable and ubiquitous access services. In vehicle systems have stringent requirement on 

latency reliability for control/monitoring purposes. 

 Design of a Scalable Hybrid MAC Protocol for Heterogeneous M2M Networks 

There are several characteristics of M2M networks: massive number of devices in service coverage and concurrent. network 

access attempt from these devices;  high level of system automation in which the devices and systems can exchange and share 

data;  heterogeneous quality of service (QoS) in M2M network that may require priority-based medium access control (MAC) 

protocol; fairness concern for different devices to share or compete the limited resources. A scalable hybrid MAC protocol, 

which consists of a contention period and a transmission period, is designed for heterogeneous M2M networks. In this protocol, 

different devices with preset priorities (hierarchical contending probabilities) first contend the transmission opportunities 

following the convention-based -persistent carrier sense multiple access (CSMA) mechanism. Only the successful devices will 

be assigned a time slot for transmission following the reservation-based time division multiple access (TDMA) mechanism. An 

optimization problem was formulated to solve the problem, and showed analytically that the problem is convex. 

 Data Gathering Optimization by Dynamic Sensing and Routing in Rechargeable Sensor Networks 

Data gathering optimization was previously addressed in battery-powered WSNs. To this end, design a data gathering 

optimization algorithm for dynamic sensing and routing (DoSR), which consists of two parts. In the first part, design a balanced 

energy allocation scheme (BEAS) for each sensor to manage its energy use, which is proven to meet four requirements raised by 

practical scenarios. Then in the second part, propose a distributed sensing rate and routing control (DSR2C) algorithm to jointly 

optimize data sensing and data transmission, while guaranteeing network fairness. An improved BEAS was proposed by taking 

extra energy cost into consideration to manage the energy allocation and a topology control scheme was proposed to reduce 

computational complexity. 

 Esense: Energy Sensing Based Cross-Technology Communication 

Here consider a new method of communication between devices that cannot interpret the individual bits of the packet. However, 

facilitate their communication by sensing and interpreting energy patterns on the air. Then validate our mode of communication 

on a hardware platform using realistic traces from Wi-Fi deployments. Our evaluation shows that our approach can lead to 

sufficiently large alphabet set that can facilitate effective communication. Esense, a new paradigm of communication between 

devices that have fundamentally different physical layers. Esense is based on sensing and interpreting energy profiles. 

 Ghost-in-ZigBee: Energy Depletion Attack on ZigBee-Based Wireless Networks 

Investigates severe attacks on ZigBee networks termed as ghost, which leverages the underlying vulnerabilities of the IEEE 

802.15.4 security suites to deplete the energy of the nodes. Show that the impact of ghost is very large and that it can facilitate a 

variety of threats including denial of service and replay attacks., but instead might be leveraged by adversaries to cause severe 

disruption in the network. Here propose several recommendations on how to localize and withstand the ghost and other related 

attacks in ZigBee networks. Extensive simulations are provided to show the impact of the ghost and the performance of the 

proposed recommendations. Physical experiments were conducted on ZigBee nodes and interestingly,  results show that the 

lifetime of nodes are significantly impacted with this attack. Believe that the presented work will aid the researchers to improve 

the security of ZigBee networks further. 
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