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Abstract

More amount of information is passed to humans through visual access, and therefore a Wireless multimedia sensor network
(WMSN) offers more abundant information than a small amount of bytes data of scalar sensor network. Wireless Multimedia
Sensor Network (WMSN) is a network of wirelessly interconnected sensor nodes equipped with multimedia devices, such as
cameras and microphones, and capable to retrieve video and audio streams, still images. Enhance safety and improve the
multimedia wireless sensor information’s confidentiality and information processing speed, wireless sensor data encryption chip
core is proposed. Under the action of key, the chip can encrypt plaintext and decrypt cipher text from the input port properly. The
cipher chip core can encrypt and decrypt correctly. The way to design hardware chip can implement encrypt and decrypt data,
improving the processing speed, at the same time, strengthening the information security. Chip nuclear can be easily integrated
with sensor nodes, and thus reduce the size of our nodes, reducing power consumption. The hardware processing is faster than
software, the image data in wireless multimedia sensor network hardware encryption chip processing, will speed up the
processing speed, bring less network latency, and greatly enhance the security by the physical hardware encryption processing.
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I. INTRODUCTION

Transferring multimedia files and data through a wireless network is less secure and may be loss of data can be occur. Here
analysed some of the methods used to provide the security while transferring the data. Few techniques are analysed below.

The first technique is become analysed is, QoS-aware routing algorithm is important in wireless multimedia sensor networks.
This paper formulates a generalized QoS-aware routing model on the basis of multiple routing metrics and priorities of packets.
Here introduced a 2D plain-based routing algorithm IPACR which improves the standard ant colony algorithm by optimizing the
initial distribution of artificial pheromone in order to accelerate the algorithm convergence rate. Then a clustering-based routing
algorithm ICACR is presented which can be well applied in a large scale network.

Second one is, QoS inWirelessMultimedia Sensor Networks: A Layered and Cross-Layered Approach. Aimed at maximizing
network lifetime by decreasing energy utilization, the main objective of WMSNSs is optimized delivery of multimedia content
along with energy efficiency. Multimedia communications in WMSNSs, has stringent delay and high bandwidth requirement as
compared to scalar data transfer in WSNs. Fulfilling these constraints in resource and energy constrained WMSNSs is a huge
challenge. In WMSNSs, each layer of the protocol stack is responsible and fully involved in providing QoS guarantees. There is a
need for new schemes at each layer of the protocol stack- from advanced coding techniques that reduce encoder complexity and
achieve maximum compression to dynamic routing and MAC protocols that provide service differentiation and reduce end-to-
end latency.

Third one is, Design cooperative awareness nodes using SOPC in smart Multimedia sensor networks, the design mind of
SOPC (System on Program-amble Chip), hardware & software co-design, will bring the system optimization with larger degree
of freedom. It will establish the foundation on realizing the miniaturization and more efficient local pre-processing in smart
cooperative sensor networks. In this, a solution is proposed for smart multimedia sensor nodes based on the SOPC framework,
aiming at improving the on-board processing capability and the degree of freedom in development. This paper mainly presents
the structure and design method of the smart cooperative multimedia sensor node based on SOPC. The on-board feature
extraction is realized and some correlative experimental data and results are presented as well.

Fourth technique | used to analyse is, Effect of Intrusion Detection and Response on Reliability of Cyber Physical Systems,
The effect of intrusion detection and response on the reliability of a cyber-physical system (CPS) comprised of sensors,
actuators, control units, and physical objects for controlling and protecting a physical infrastructure. We develop a probability
model based on stochastic Petri nets to describe the behaviour of the CPS in the presence of both malicious nodes exhibiting a
range of attacker behaviours, and an intrusion detection and response system (IDRS) for detecting and responding to malicious
events at runtime.

Finally Research of Cipher Chip Core for Sensor Data Encryption, to enhance safety and improve the multimedia wireless
sensor information’s confidentiality and information processing speed, the research of wireless sensor data encryption chip core
is proposed. Under the action of key, the chip can encrypt plaintext and decrypt cipher text from the input port properly. The key
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must be randomly distributed. First, this paper analyses the encrypted multimedia sensor chip architecture. Second, it introduces
the design principle of the chip, and analyses the key randomness.

A. A QoS-aware routing algorithm based on ant-cluster in wireless multimedia sensor networks

This paper has introduced a novel clustering ant-based QoS-aware routing algorithm in wireless multimedia sensor networks.
Unlike the existing QoS-aware routing scheme and the standard ant colony routing algorithm, we have built a generalized QoS-
aware routing problem model which takes the diverse routing metrics and multi-path into consideration. On the basis of the
model, we improved the standard ant colony routing algorithm through optimizing the initial pheromone distribution in order to
accelerate the algorithm convergence rate and increase the probability of searching for the first optimal path. We modified the
improved algorithm IPACR to adapt to the clustering topology. Here also present a detailed algorithm convergence performance
analysis between IPACR and standard ant colony routing algorithm.

B. QoS inWirelessMultimedia Sensor Networks: A Layered and Cross-Layered Approach

The survey discusses the benefits and efficiency gains of using a cross-layer approach to achieve QoSguarantees in
WMSNs.Furthermore, it provides an overview of the several cross layer proposals that exist in literature so far. This paper also
provides a detailed discussion on the ideal cross-layer framework for QoS in WMSNs.We believe that this survey will further
promote and facilitate research in this direct

C. Design cooperative awareness nodes using SOPC in smart multimedia sensor networks

In this contribution, a solution is proposed for smart multimedia sensor nodes based on the SOPC framework, aiming at
improving the on-board processing capability and the degree of freedom in development. This paper mainly presents the
structure and design method of the smart cooperative multimedia sensor node based on SOPC. The on-board feature extraction is
realized and some correlative experimental data and results are presented as well. Smart cooperative awareness is a challenging
technology. There still exist a lot of bottleneck problems to be solved, but it has a high research value and application prospect.
In this contribution, using the embedded hardware & software co-design method, the smart multimedia sensor node is designed
based on SOPC architecture. The future work is to conduct a more in-depth validation and evaluation, especially the
improvement of the low power consumption and the feature extraction algorithm.

D. Effect of Intrusion Detection and Response on Reliability of Cyber Physical Systems

In this work developed a probability model to analyse the reliability of a cyber-physical system in the presence of both malicious
nodes exhibiting a range of attacker behaviours, and an intrusion detection and response system for detecting and responding to
malicious events at runtime. For each attacker behaviour, identied the best detection strength (in terms of the detection interval
and the number of detectors), and the best response strength (in terms of the per-host minimum compliance threshold for setting
the false positive and negative probabilities), under which the reliability of the system may be maximized.

E. Research of Cipher Chip Core for Sensor Data Encryption

The password chip core was designed successfully. The chip core contains decoder, key generation, buffer register, encryption of
the compiler. The chip core may be used to input seeds key, plaintext or cipher text, also be used to output cipher text or
plaintext. The key generated from seeds key is random. Can the input plaintext encrypted, under the same key, the input of
cipher can decrypt correctly. Since core chips can be easily integrated with sensor nodes, and thus to reduce the size of our nodes
and reducing power consumption. At the same time through hardware processing, not only can improve the processing speed,
and increases the data security.
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