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Abstract 

A wireless sensor network is a heterogeneous network consisting of a large number of low-cost sensor nodes and one or more base 

stations. These networks can use in various applications like commercial, military and medical. Anonymizing communication 

networks such as Tor allow users to access Internet services privately. The goal is to hide the identities personal location through 

a worldwide network of different kind of servers. In this paper, we design a model for privacy preservation location for users by 

using s-anonymity aggregate location in a wireless sensor networks(WSNs) and to provide high quality monitoring system using 

quality aware anonymization algorithms. In location monitoring system, the identity sensors report the information of exact 

location of the monitored peoples to the server. The quality-aware algorithm is used to increasing the accuracy of the s-anonymity 

aggregate locations by decreasing their monitored areas. To evaluate the performance of the proposed algorithm we simulate it in 

the NS2 simulator. Our proposed system provides high quality location monitoring services for end users.  

Keywords: Wireless sensor network, location monitoring, aggregate location, quality aware, NS2, Sensor nodes 

________________________________________________________________________________________________________ 

I. INTRODUCTION 

A wireless sensor network is a collection of specific transducers with a infrastructure. Main purpose of the wireless sensor networks 

is to monitoring conditions at diverse locations such as temperature, humidity, barometric pressure, Traffic monitoring and 

Monitoring of weather conditions .A sensor node is a node in a sensor network that is accomplished of performing some processing, 

gathering sensory information and communicating with other connected  sensor nodes in the network.[1] .  

II. RELATED WORK 

In paper [2] explains WSN is an emerging technology that shows great promise for various advanced applications such as military 

and studies the security aspects of these networks.  

Sensor nodes   are   equipped with    processing unit, transceiver, battery     and sensors.   The sensor nodes   are   constrained in   

processing   power   and energy   resources. The   base   station   act   as   gateways   between    the wireless sensor networks and 

other networks such as Internet etc... the wireless sensor networks    provide easy and low-priced mechanism for monitoring in the 

particular area. WSNs   are   frequently deployed to collect   perceptive   information. WSN can be used to monitor the movements 

of traffic in a city. Such a network can be used to determine location of people or vehicles [3] 

In the  paper [4] , increasing demand for security and automated monitoring of things and places makes.  

L. Sweeney [5] was proposed Minimal Generalization Algorithm (MinGen) which is a theoretical algorithm to provide k-

anonymity protection with minimal distortion. The proposed system is used share individual person records such as hospital or 

bank. In this paper [6], an anonymous communication technique was proposed to protect the location privacy of the users of location-

based services. In this proposed system, users generate several false position data to send to service providers with the true position 

data of users.  C. Y. Chow, M. F. Mokbel, X. Liu, and T. J. Watson [7] were proposed an efficient location-based query algorithm 

of protecting the privacy of the user in the networks. This algorithm utilize the location index of the users and multiple threads to 

search and select quickly all the candidate anonymous sets with more users and their location information with more uniform 

distribution to accelerate the execution of the temporal-spatial anonymous operations, and it allows the users to configure their 

custom-made privacy-preserving location query requests. 
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III. SYSTEM  MODEL 

The proposed system model consists of Sensor nodes, server in a trusted zone. The trusted zone consists of many anonymous 

wireless sensor nodes. 

S-anonymity aggregate locations are position by administrator of a system to provide   security   for persons   in   a   trusted   

zone. The user objects are shown in figure 1. If a person asks query about any person in a region to a server then server send person 

query to a sensor nodes near in trusted zone.     Then    sensor    node    from    one   area   will   exchange message with the other 

and report the exact location information to the server and then server send the answer to the person. 

 
Fig. 1: Architecture of a System. 

 Wireless Nodes: 

There is various wireless nodes present in a trusted area.   The main objective of wireless node is to calculate the number of moving 

objects in its area. The sensor node communicates with the other sensor nodes in its network by broadcasting information over a 

network and forms a clocked area ‘a’ with ‘n’ number of objects. The clocked area is a final monitoring location which is provided 

to a user through server. 

 Server 

Server is a central node of the network. Server collects all wireless node information in the network through sensor node. First user 

sent query to a server and then server it passes it to sensor nodes. 

 System users 

Authenticated administrators and persons can issue queries to our proposed system through either the sensor node or server. The 

server uses the spatial histogram to answer their queries to person. 

IV. PROPOSED ALGORITHMS 

 Resource Aware Algorithm: 

The resource-aware algorithm is used to find adequate number of persons in the network and consequently finding a cloaked area 

(minimum bounded area). The main objective of this proposed system is to minimize communication between sensor nodes and 

low cost.  

 Resource-Aware Location Anonymization: 

 function  resourceaware (int d, node n, list l)    

//initially list is assigned to zero 

1) First send a node information with n's identity n.id, wireless area n.area, and object count n.count  to n's neighbour peer. 

2) .if receive a message from a peer p then add the message p.id, p.area, p.count to peer list. 

3) if  n has found an adequate numbers of objects  then send a warning message is sent to n's neighbours else 

4) if n has not found  an adequate numbers of objects  then the message is forwarded to n's neighbours cloaked area. 5end if 

5) end if 

//The cloaked area  

6) s={n}//collection of n 

7) calculate a score for each peer in Peer List l. 

8) frequently select the peer with the highest score from Peer List l is called as the total number of objects (d) 

9) d will be total number of objects in S 

// validation  

10) : if no communication with area then message to the server. 

12.else if the node is present in particular area then send location information to the server through sensor node. 

11) Finally update this information in peer list l. 

. The clocked area process is that each sensor node blurs its sensing area into a cloaked area that includes at least d objects, in 

order to satisfy the s-anonymity location privacy requirement. The clocked area step uses a greedy technique to calculate a clocked 
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area based on the information stored in the table and to minimize the computational cost. Each sensor node initializes a set S and 

then calculates a (score) total number of peer nodes in its table. The score is defined as a ratio of the object count of the peer to the 

distance between the peer and node. The score is calculated to select a set of peers from table to S to form a cloaked area that 

includes at least d objects and has an area as small as possible. Then we repeatedly select the peer with the highest score from the 

table to S until S contains at least d objects. Finally, sensor node find the cloaked area that is a minimum bounding rectangle that 

covers the sensing area of the sensor nodes in S, and the  

The validation step is used to avoid reporting aggregate locations with a containment relationship to the server. We do not allow 

the sensor nodes to report their aggregate locations with the containment relationship to the server, because combining these 

aggregate locations may pose privacy leakage. 

V. SIMULATION MODEL 

Each sensor node is responsible for determining the number of objects in its sensing area, blurring its sensing area into a cloaked 

area A, which includes at least d objects, and reporting A with the number of objects located in A as aggregate location information 

to the server. Each sensor node is also aware of its location and sensing area. 

The server is conscientious for collecting the aggregate locations reported from the sensor nodes, using a spatial histogram to 

estimate the distribution of the monitored objects, and answering range queries based on the estimated object distribution. 

Furthermore, the administrator can change the anonym zed level k of the system at anytime by disseminating a message with a 

new value of k to all the sensor nodes. Authenticated administrators and users can issue message to our system through either the 

server or the sensor nodes, as depicted in Figure 3. The server uses the spatial histogram to answer their queries. At the same time 

the misbehaving user addresses are blocked in Figure 4. 

 
Fig. 2: peer list 

 
Fig. 3: Aggregate Location Monitoring System 
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Fig. 4: Misbehaving user in network 

VI. CONCLUSION 

In this paper, we propose a privacy-preserving location monitoring system and data protection privacy for wireless sensor networks 

with blocking misbehaving users. We adopt two in-network location anonymization algorithms, namely resource and quality-

aware algorithms that preserve personal location privacy and data protection, while enabling the system to provide location 

monitoring services. The resource aware algorithm mainly aims to minimize the communication and computational cost, whereas 

quality aware aims to minimize the cloaked area. This paper also provides data privacy from unauthorized users. The data 

protection provides security to documents, files, etc. The results show that system provides high quality location monitoring and 

data protection privacy services. In this system servers can blacklist the misbehaving users (unauthorized) from network. 
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