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Abstract

Videos have been increasingly dominating today's internet traffic, To scale the delivery of massive volumes of videos, various new
network architecture like In-network caching of Information centric networking(ICN)is introduced. In-network caching have been
grown as an emerging technique to handle the exponential growth of video traffic. However due to increasing of widely attacking
surfaces, caching of video content should be done. Existing protocols like HTTPS also fall short of fully leveraging in network
caching and there also chances of occurring man in the middle attack. In order to provide a efficient video delivery a new network
system architecture is developed. In order to ensure security videos are divided into chunks, and these chunks must be encrypted.
Then these chunks are identified by the finger print index. To enable fast and secure video delivery a secure redundancy elimination
protocol is introduced. In order to achieve benefits of caching mechanism and to eliminate redundancy cache enabled router is
used.
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I. INTRODUCTION

According to the rapid growth of using mobile systems and the massive using of video through the internet networks. There is an
essential need to secure a perceptive multimedia data through the transmission processes, a popular way to do so is made by
encrypting the video data stream using cryptography systems which is composed of one of the encryption algorithms for instance
DES. One of the main challenges for securing video streaming is the amount of the data that should be encrypted, whereas the
videos have large amount of data. Moreover, according to the resource, power and memory limitations in the system, the video
encryption algorithm should be selected carefully. For real-time video transmission, the selected encryption algorithm has to take
into account various parameters like security, computational issues. The different types of encryption algorithms were designed to
use in information security. Encryption is conversion of data from one form into another, called a cipher text that cannot be easily
understood by unlawful people. Whereas Decryption is the process of converting encrypted data back into its original form, so it
can be understood. With the continuing development of both computer and Internet technology, multimedia data is being used
more and more widely, in applications such as video-on-demand, video conferencing, computer forensics, and broadcasting. Now,
multimedia data is also closely related to many aspects such as education, business, entertainment and politics.

The high amount of redundancy gives an attacker added clues to reconstruct the original video. Normal data, such as program
code or text, has much less redundancy in its structure. These redundancy factors present in MPEG video make providing secure
MPEG video a challenge. Adding security to MPEG transmission usually involves encrypting some parts of videos (i.e. selective
encryption) or the entire MPEG bit stream. The algorithms (DES, IDEA, and AES) involve complex computations. Heavy-weight
encryption is performed on almost whole data while lightweight encryption is performed on partial or selective data. In this paper,
heavy-weight encryption is used on MPEG video data.

In a real time, the transmitted frames are sent within a minimum delay. Also, video frames need to be displayed at a certain rate;
therefore, sending and receiving encrypted data must be sent at a certain amount of time so as to utilize the acceptable delay such
as Video on-Demand requires that the video stream needs to be played whenever the receiver asks. So, there are no buffer or
playback concepts for the video stream (i.e. it runs in real time). The size of a two hour MPEG video is about 1 GB. Performance
of processing multimedia streams should be acceptable. The encryption techniques should be fast enough and require a small
overhead in comparison to compression techniques. The security of video data is needed for many applications such as Computer
forensics and Distance education. Computer forensics require secured good quality video for presenting digital evidence in the
courtroom, and Distant education and training needs encryption for no alteration of information.

Il. LITERATURE SURVEY

A. [1] Dynamic Adaptive Streaming over HTTP:

DASH is all about delivering video to the internet user in an adaptive mode. This means that the stream is being delivered to the
client by recognizing and adapting to network’s capacities every time a new request takes place. As soon as the request is taking
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place DASH chops the video files in to segments and download it in a dynamic way but streaming does continuously without any

interruption in playback mode it doesn’t care about which part of the stream is being watched while the rest is being downloaded.

DASH seamlessly changes the stream to low quality video which is also stored in the server whenever there is inadequate and

undesirable breaks interrupt in network. DASH runs using HTTP protocol and contains the manifest file in xml like MPD file.

Media Presentation description is a manifest file responsible for carrying information about video segment and to deliver it in a

secure manner. To benefit the service of dash ,the user should download the dash in the recruited operating system .

1) The DASH client requests from the DASH server a “manifest” XML file called the MPD (Media Presentation Description)
file. This file contains information regarding all available bitrates i.e. “Representations” for a particular video.

2) The media playing software application uses the DASH client to select a video and audio bitrate from the manifest and begins
downloading both separately with HTTP.

3) The DASH client is codec agnostic so it passes the received video frames and audio packets to the media application to render
them with the codecs on the operating system the application is running on.

4) The DASH client runs the ABR algorithm previously described . If the video or audio segments are downloading well, the
next higher bit rate may be switched to. Similarly, if the segment download rate is insufficient for the chosen bitrate, a lower
bitrate stream will be selected.

5) The DASH client repeatedly does HTTP GETSs for segments of video and audio data until the video and audio playback is

complete. ——— -
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Fig. 1: dash network model

H. [2] Puzzle-an Efficient, Compression Independent Video Encryption Algorithm:

This paper proposes a new algorithm called puzzle.it is basically based on childhood game like jigsaw puzzle in that it splits the
entire picture in to small pieces and place them in an disorder manner so that children does not recognise the picture. Then the
children reconstruct it by comparing all fragments and try to arrange it in a correct order. Here we don’t use that idea completely
for encrypting the video frames. In Puzzling algorithm, Encryptions are done by three steps:a)Partitioning b)Reordering and
c)Puzzling
Encryption:
Itconsists of two steps:
1) Puzzling the compressed data of each frame
2) Obscuring the puzzled video data.
1) Partitioning:
A compressed video frames are partitioned in to many blocks of length b
2JReordering:
Here blocks are divided into two blocks like block 1 and block 2.block 1 is situated in upper layer and block 2 is situated in lower
part.These blocks are shuffled and encrypted using Permutation method.
71 Obscuring:
Key is generated using Pseudo random stream(RS).
It Perform two operation R1 and R2.
Light weight encryption is performed.
Keys are obtained by performing XOR and Integer addition operation
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Fig. 2: encryption process in puzzling technique

. [3] The Indexing Algorithm for Scrambled Frames in Video Encryption

This proposes a new threshold encryption, by using this enc. Videos are divided in to frames and every frame of a video is
encrypted. Then the encrypted frames are given an index number. The index number is also masked. The encrypted frames are
scrambled and sent through the network in a random manner. Completely all the information is hidden. The threshold method is
used for encrypting the frames. The threshold method converts the data into a binary data. The threshold value is identified. The
repeating pixel value is taken as a threshold value. The pixels greater than or equal to the threshold is taken as 1, and the values
lesser than the threshold value is taken as 0. The receiver is provided with the decrypting algorithm. The original frames are
obtained and rearranged with the help of index numbers.
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Fig. 3: system architecture

£, [4] Modified AES based Algorithm for MPEG Video Encryption

In this paper, a new encryption scheme as a modification of AES algorithm for video encryption is proposed. To overcome the
problem of high calculation and computation overhead, analysis of Advanced Encryption Standard (AES) is done and modifies it,
to improve the encryption performance and speed. The modification is mainly focused on ShiftRow Transformations. In the
ShiftRow Transformation, the value in the first row and the first column is even, then the first and fourth row is unchanged, and
each byte in the second and third row of the state is cyclically shifted right over different number, else the first and third row is
unchanged, then each byte of the second and fourth row of the state is cyclically shifted left over different number of bytes. This
modification allows for greater security and increased performance.
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E. [5] Enabling Efficient and Secure Video Transmission Through Encrypted In-Network Caching

This paper proposes a new system architecture for secure video delivery and to leverage encrypted in-network caching. To improve
the secure an encrypted fingerprint index is designed and propose a secure RE protocol to identify and locate the encrypted chunks
with a controlled capability. As a result, the users can securely obtain the videos from cache-enabled routers to avoid redundant
transmission from video application servers. directly applying standard encryption techniques for video chunks does not leverage
the fullbenefits of in-network caching. Thus, we need to provision the network the capability to securely identify exactly the
encrypted chunks of the requested videos. And in content-based RE, caches are identified, addressed, and matched by the content
fingerprints. Thus, for security an encrypted fingerprint index is designed, and token is generated by application server in a
controlled manner thereby ensuring there is no leakage of sensitive information. For that purpose, we follow the security framework
of searchable symmetric encryption (SSE) However, designing such an encrypted index faces the challenges on achieving both
security and efficiency. First, the request handler may deal with the encrypted requests for a large number of users at the same
time. Thus, the encrypted index should be able to achieve optimal process time O(1) with low latency, and further support parallel
request processing, and good throughput. Second, the video content providers may have a large number of videos, which demand
the encrypted index to hold at least millions of chunks’ pseudonyms while fitting into the physical memory in the request handler.
Moreover, the request handler is likely to store several indexes for different content providers. Our encrypted index design targets
on parallel processing with millisecond latency, high throughput, low space consumption, and superior load factors.
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Fig. 5: video transmission in-network caching
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' Fig. 6: Delivery Time for Different Size of Videos In-Network Caching ‘

Table—1
Comparison of various Encryption technigues in video transmission

Techniques /

S.NO Paper Advantage Disadvantage
Protocols
1.DASH is built largely on HTTP and also on
XML. Beneath HTTP is the TCP protocol
delivering an error-free, ordered byte stream 1.Encrypted chunks are
. . required for quality video display and audio provided with MPD
1 Strlae;;ﬁr:ucoes? ﬁmjp- HTTP Protocol playback. manifest file o it can be
9 ) 2.HTTP and TCP are available in a wide hacked easily.
variety of devices today from handheld 2.1t is not a secure process
computers such as iPhones to HD TVs, creating
the possibility of DASH being deployed on this
wide variety of devices.
Puzzle-an efficient, . .
compression independent C_:ompressmn 1.Good trade-off_b_etween security and 1.Easily it can be hacked
. - independent efficiency. ; ;
2 video encryption - . . . - by performing permutation
oo technique and 2.No impairment on compression efficiency.
algorithm: - . . . method.
puzzling technique 3.Easy integration.
1.Increased computational
cost.
- - . 2.Each frame is compared
The Indexing Algorithm . 1. This is very eff|C|ent_ process for video with previous frame which
. Indexing and processing. S -
for Scrambled Frames in . . L results in time complexity.
3 - - threshold method is 2.Secure video communication can be made. L
Video Encryption . . . . Rearrangement is difficult
used in encryption 3.Video can be processed in 2D process. . -
since the frames are sent in
random.
3Providing index value to
all frame seems to be risky
Modified AES based - 1.1t increases the efﬂmepcy and speed of video
. Modified AES transmission . .
algorithm for MPEG - . . 1.High computational cost.
4 - - symmetric 2.1t provide more security than AES.
video encryption. S
encryption is used.
Enabling efficient and . Redgndancy . . S
. . elimination protocol 1.By using this protocol video is transferred
secure video transmission .
5 through Encrypted In- and s_ecurely to the en_d_users. _ 1.Collision attacks may
MD?5 hash 2.Caching adds the additional benefits occur.

network Caching.

techniques and AES
encryption technique
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I11. CONCLUSION

According to literature review observe that number of Algorithm method and Technique available for security and encrypting
message but still some limitation for security and privacy of data using proposed. We observed that developing new environment
In-network caching provide more reliable and secure video transmission and to leverage better caching mechanism in an adaptive
environment than ICN/CDN environment.
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