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Abstract 

Mobile apps continue to consume increasing amounts of sensitive data, such as banking credentials and classified documents. At 

the same time, the number of smart phone thefts is increasing at a rapid speed. Hence, there is an urgent need to protect sensitive 

data on lost or stolen mobile devices. We propose a system that develops a solution to protect sensitive data on mobile devices. 

Our solution will enable adaptive protection by stepping up or stepping down data security based on contextual risk of the device. 

We implement our solution for the Android platform in the form of an app called Secure-Shell App. Secure-Shell App can support 

both in-memory and on-disk data protection by transparently encrypting the data and discarding the encryption key, when required, 

for more protection. We also propose to evaluate it against several popular Android apps.   
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________________________________________________________________________________________________________ 

I. INTRODUCTION 

Android mobile devices are becoming a popular alternative to computers. The rise in the number of tasks performed on mobile 

devices means sensitive information is stored on the devices such as banking credentials and passwords. Existing research on 

enhancing user privacy on Android devices can generally be classified as Android modifications. These solutions often require 

operating system modifications, which significantly reduce their potential. 

The best way of securing mobile devices is to enforce good security policy through operating systems .So far, system will 

explore the main key criteria essential in mobile operating systems. These attributes can provide protection which is secure enough 

against various attacks and malicious programs. Attributes like authentication policy, application verification and some other 

essential components are key in our proposed system. 

II. LITERATURE SURVEY 

Due to increased presence of sensitive data on mobile devices and the rapid growth in Smartphone thefts, the security of sensitive 

data on lost or stolen mobile devices is a growing concern. After gaining physical access to the stolen devices, an adversary can 

jailbreak the devices using freely available tools or more sophisticated attacks. 

The current solutions employed by Android to protect sensitive data for the device loss scenario are limited. Full disk encryption 

only encrypts the phone storage and is unable to protect sensitive data in the app’s memory. To make matters worse, the encryption 

key itself resides in the device’ memory in plaintext and thus is easily accessible to attackers. 

Existing research on enhancing user privacy on Android devices can generally be classified as android modifications. The 

repackaged app will run on all devices the original app supported.  

Our findings that are based on a study of seven popular social networking apps for Android mobile devices indicate that the 

difficulty of permissions removal may vary between types of permissions and how well-integrated a permission is within an app. 
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III. PROPOSED SYSTEM 

We propose a practical solution, called Secure-Shell, that provides protection for both in-memory and on-disk sensitive data. Our 

solution is practical in the sense that it does not require modifications to the underlying Android framework or any root privileges. 

Secure-Shell automatically engages appropriate protection based on pre-specified user or administrative policies, and the perceived 

risk. 

Our system provides a good balance between security and usability. Specifically, to enforce maximum protection (high-level 

protection), Secure-Shell encrypts all the app’s memory, discards the encryption key and suspends the app. This prevents attackers 

from either retrieving sensitive data or the encryption key from the app’s memory. However, suspending the app makes the apps 

with background tasks, such as the email app, unavailable for users. To this end, Secure-Shell provides an option for users to 

temporarily lower the protection for a specified time period. During this time period, the app does not suspend and all the encrypted 

memory pages are decrypted on demand when they are accessed. The decryption key stays in memory since the memory pages 

need to be decrypted, but is obfuscated. After the time period, the app may be suspended and the decryption key may be discarded 

depending on the contextual risk. 

Besides the in-memory data, Secure-Shell also protects sensitive data on the phone storage. In particular, Secure-Shell 

transparently encrypts the app’s files through API hooking on the caller side. 

IV. SYSTEM ARCHITECTURE 

 
Fig. 1: System Architecture 

In our system we are providing an android application which encrypts the shared preferences, private data, contacts, sms etc. 

1) Securing application:  In above architecture we are providing a GUI in which list of all secured and unsecured application are 

displayed. By selecting an application from unsecured list we are adding it into secured list. 

2) Locking mechanism:  Use open application on phone which is in secured list. At that time user is shown with lock screen. 

User has to enter the password to unlock the application. 

3) Securing Shared preferences: Secure-shell will encrypt all the shared preferences using AES Algorithm. Apps are encrypted 

in the background. There is no specific button on GUI for encryption application itself should be encrypted. 

4) Decryption: When user enter the password which is nothing but key for AES Algorithm. By using this key application will 

decrypt the data. User will get the lock screen every 30 minutes from first access.  
5) Randomized GUI: Lock GUI will have the randomized keyboard values for avoiding attacks by guessing patterns. 

V. REQUIREMENTS 

 External Interface Requirement 

 User Interface 

 There will be fields on GUI for input and output 

 Input field for entering password and for securing and un-securing application in Secure-shell. 
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 There will be options for changing password, password forgot etc. 

 Hardware Requirements 

 Pentium 2.4 GHz or above 

 Min RAM 512 MB 

 Hard disk (HDD) 80 GB  

 Network Interfacing Card(NIC) 

 Non Functional Requirements 

 Interface Requirements 

 Graphical User interface: The GUI must be user- friendly 

 Performance Requirements 

 High Speed: System should process requested task in parallel for various users to give quick response then system must wait 

for process completion. 

 Accuracy: System should correctly execute process, display the result accordingly. System should be able to analyze the sense 

of the tweet as much accurate as possible. 

 Safety Requirements 

 The data safety must be ensured by arranging for a secure and reliable transmission media. 

 Security Requirement 

 Secure access of confidential data (users details like users profile, posts, friend lists etc.). 

 Information security means protecting information and information systems from unauthorized access, use, disclosure, 

disruption, modification or destruction. 

 System should provide secure access to user data and personal data like password or account no in database should be in 

encrypted format. 

 The terms information security, computer security and information assurance are frequently incorrectly used interchangeably. 

These fields are interrelated often and share the common goals of protecting the confidentiality, integrity and availability of 

information; however, there are some subtle differences between them. 

VI. ALGORITHM 

Our application provides a solution for lost or stolen Android devices. Our solution enables protection by transparently encrypting 

the data, discarding the encryption key, and then decrypting the data for authenticated user. The steps for achieving this are as 

follows: 

 Step 1: Initial Phase 

This is the first step where user will be provided with the app locker. In this app locker, user can select the apps which he wants it 

to be protected. User can set a password for accessing the selected app. When a user will try to access the app that he has selected 

a lock screen will be shown asking the password to access that particular application. 

 Step 2: Extracting data 

Now we need to extract the data which we want to encrypt for providing more security to the applications. The data we are trying 

to encrypt is the shared preference data of the selected apps. The shared preference data is the most frequently used data by the 

applications that provide more security. This data can be extracted using the ptrace command[1]. 

 Step 3: Securing Shared Preferences (Encryption) 

This is the actual encryption phase of the shared preferences. In this step, application preferences will be encrypted using user’s 

app locker’s password as the key and this key will not be present in the plain text format anywhere in the application code. Thus 

no application can read the key from shared preferences. This encryption of the data is carried using AES algorithm. As this is the 

strongest algorithm for data encryption. 

 Step 4: Decryption 

When the user provides correct password as set for accessing the application, at this particular time the application will be 

accessible to the user in the decrypted format. This decryption also carried by using AES algorithm. In this manner our application 

provides better and strong security to the android devices. 



Secure-Shell App for Protecting Data of Lost Android Device  
(IJSTE/ Volume 3 / Issue 09 / 026) 

 

 All rights reserved by www.ijste.org 
 

129 

VII. RESULT AND DISCUSSION 

Our main aim is to provide protection to the apps that is been installed on our android devices when it is been stolen. For this, we 

are trying to encrypt the SharedPreferences of the apps. Shared Preferences is the way in which android stores data of the 

application. SharedPreferences allow us to save and retrieve data in the form of key value pair. For encryption of this 

SharedPrefences we are using AES algorithm. This encryption process using AES provides the user with better security to their 

android devices as well as the stored credentials in it. The complete process can be mathematically represented as follows: 

 Encryption Process 

C = Ek(S) 

Where, 

C = Cipher text i.e. Encrypted data. 

E = Encryption Process using AES. 

k = Key i.e. Password entered by the user. 

S = SharedPreferences. 

 Decryption Process 

D = Dk(Ek(S)) 

Where, 

D = Decrypted data i.e. Original data of apps. 

k = Key i.e. Password entered by the user. 

E = Encryption Process using AES. 

S = SharedPreferences. 

VIII. CONCLUSION 

Often, a user can lose his or her phone or it might be stolen which causes a fear in the user. Smartphone’s nowadays contain a lot 

of private information such as confidential information, banking information etc and a loss of phone puts such data on risk. To 

avoid loss of confidential data and information loss, we have created an application which will encrypt the data. The encrypted 

data can only be decrypted by the encryption key which is known only to the user. Since, the key is known only to the user, any 

other person who has stolen the phone or found the lost phone cannot see the data and data is protected. Hence, we have provided 

a practical solution for the confidential data to be prevented from being leaked and misused by intruders. 
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