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Abstract 

This paper presents a study on the various digital filers for the fault tolerance and error correction in DSP circuits. In signal 

processing, a filter is a device or process that removes some unwanted components or features from a signal. The study puts a 

light on protection of the digital filters used widely i.e. fault-tolerant implementations based on the use of residue number 

systems or arithmetic codes have been proposed. The use of reduced precision replication or word-level protection has been also 

studied. Another option to perform error correction is to use two different filter implementations in parallel. All those techniques 

focus on the protection of a single filter.   
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________________________________________________________________________________________________________ 

I. INTRODUCTION 

Over the duration, lots of techniques that make use of the filters structure and properties to achieve fault tolerance have been 

proposed. Enhancing technology make system more complex that include many filters. In those complex systems, it is frequent 

to have number of filters that functions in parallel. In parallel combination of filters there apply the same filter to different input 

signals. In recent times, a simple technique having the existence of parallel filters to accomplish fault tolerance has projected. In 

this brief, that idea is generalized to show that parallel filters can be protected using error correction codes (ECCs) in which each 

filter is the equivalent of a bit in a traditional ECC. This new scheme allows more efficient protection when the number of 

parallel filters is large. In signal processing, a filter is a device or process that removes some unwanted components or features 

from a signal. Filtering is a class of signal processing, the defining feature of filters being the complete or partial suppression of 

some aspect of the signal. Most often, this means removing some frequencies and not others in order to suppress interfering 

signals and reduce background noise. However, filters do not exclusively act in the frequency domain; especially in the field of 

image processing many other targets for filtering exist. Correlations can be removed for certain frequency components and not 

for others without having to act in the frequency domain. 

II. MOTIVATION 

Parallel filters are commonly found in modern signal processing and communication systems. In many cases, the filters perform 

the same processing on different incoming signals as there is a tendency to use multiple-input–multiple output systems. 

This parallel operation can be exploited for fault tolerance. In fact, reliability is a major challenge for electronic systems. In 

particular, soft errors are an important issue, and many techniques have been proposed over the years to mitigate them. Some of 

these techniques modify the low-level design and implementation of the integrated circuits to prevent soft errors from occurring. 

Other techniques work at a higher abstraction level by adding redundancy that can detect and correct errors. 

III. LITERATURE SURVEY 

Riaz Naseer  et. al. mentioned Soft errors are a major reliability concern for today’s nanometer technologies. The errors in 

register files in Application Specific Integrated Circuits (ASIC) can quickly spread to various parts of the system and result in 

data corruption which may go unnoticed. Single Error Correction (SEC) Hamming code and Triple Modular Redundancy (TMR) 

provide a high-level mitigation solution for soft errors. The experimental results presented in this work for a 64-bit wide, 32-

word entry register file, synthesized for IBM Cu-08 (90nm) standard cell ASIC technology, show that TMR is a better solution 

for latency sensitive ASIC applications. This technique increases the read access time by only 17% but incurs 204% area penalty. 

Whereas SEC applied on the 64-bit word size incurs 129% increase in read access time with area penalty only about 22%. This 

large read access penalty for applying SEC on wide words makes it necessary to partition the word into smaller block sizes 

before applying SEC. The design space explored in this work, for various combinations of word and block sizes, shows that 

Hamming code provides a reasonable spectrum of choice to trade-off between area and latency of fault-tolerant register files. 

Sneha.P et. al. compared RPR, TMR and ECC protected Parallel Filters in terms of implementation cost and effectiveness to 

correct the errors is done. Parallel filters that have same impulse response and with different input and outputs sequences are 
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considered. RPR method is more suitable for multi-bit errors which will also use less area and power compared to other 

techniques. TMR method can also detect multi-bit errors in any filters but consumes more area and power whereas ECC scheme 

can detect and correct only single bit error. 

Booviga Priyadharsini.S et. al. focused on multiple error detection and correction. Digital filters are widely used in signal 

processing and communication n systems. In some cases, the reliability of those systems is critical and fault tolerant 

implementations are needed. So that, the idea is generalized to show that parallel FIR filters can be protected using error 

correction codes. Triple Modular Redundancy (TMR) is the traditional mitigation techniques for Field-Programmable Gate 

Arrays (FPGAs) subject to Single-Event Upsets (SEUs) in high radiation environment. To overcome the problem, in our project 

we propose RFFF (Reduced Faultless FIR Filter) is a technique combined with TMR used to multiple errors are detected and 

corrected. TMR increases the parameters like area, power and delay. In RFFF, multiple errors are corrected and the comparison 

of parameters like area, power and delay of existing and the proposed technique is done. 

Zhibin Luan et. al. presented a low cost fault tolerant finite impulse response (FIR) filter to save logic resources. Based on 

redundant residue number system (RRNS), it eliminates soft errors generated by single event upset (SEU) in space applications, 

which requires only one three-moduli set residue to binary converter (RTBC) based on Chinese remainder theorem (CRT). When 

a soft error happens, only one small-size first-in first-out (FIFO) and rollback operations are needed to refresh FIR filter 

corrupted by SEU. Theoretical analysis and fault injections are performed to validate that there is no fault missing event. In 

addition, our proposed scheme can save 21% cell area compared with the conventional RRNS method. A low cost fault tolerant 

FIR filter based on RRNS and three-moduli set RTBC is developed, which brings 21%, 27% and 31% of area reduction 

compared with the standard RRNS.When SEU happens, the proposed fault tolerance architecture can realize zero fault missing 

rate. 

Zizhong Chen et. al. presented how to build fault tolerant high performance computing applications with FT-MPI by a coding 

approach. They introduced the simple but efficient floating-point arithmetic coding approach into diskless check-pointing and 

addressed the associated round-off issue. They implemented a floating-point arithmetic version of the Reed- Solomon coding 

scheme into a conjugate gradient equation solver and evaluated both the performance and the numerical impact of this coding 

scheme. Experimental results demonstrated that the proposed floating-point arithmetic coding approach is able to survive a small 

number of simultaneous node failures with low performance overhead and little numerical impact. 

IV. FILTER TYPES 

 Linear or Non-Linear 

 Time invariant or time-variant, also known as shift invariance. If the filter operates in a spatial domain then the 

characterization is space invariance. 

 Causal or Non-causal: A filter is non-causal if its present output depends on future input. Filters processing time-domain 

signals in real-time must be causal, but not filters acting on spatial domain signals or deferred-time processing of time-

domain signals. 

 Analog or Digital 

 Discrete-time (sampled) or Continuous-time 

 Passive or Active type of continuous-time filter 

 Infinite Impulse Response (IIR) or Finite Impulse Response (FIR) type of discrete-time or digital filter. 

V. FAULT TOLERANCE 

A number of techniques can be used to protect a circuit from errors. Those range from modifications in the manufacturing 

process of the circuits to reduce the number of errors to adding redundancy at the logic or system level to ensure that errors do 

not affect the system functionality. Digital Filters are one of the most commonly used signal processing circuits and several 

techniques have been proposed to protect them from errors. There are number of methods used to identify faults and the actions 

necessary to correct the faults within circuit. Digital filters are widely used in signal processing and communication systems. 

There are different fault tolerance approaches to conventional computational circuits and the DSP circuits. In some cases, the 

reliability of those systems is critical, and fault tolerant filter implementations are needed. Over the years, many techniques that 

exploit the filters structure and properties to achieve fault tolerance have been proposed. In all the techniques mentioned so far, 

the protection of a single filter is considered. 

VI. ERROR CORRECTING CODES 

The protection of parallel filters has only been recently considered. Earlier, an initial technique to protect two parallel filters was 

proposed. This scheme was generalized, where the use of a scheme based on ECCs was presented. In this work, each filter was 

treated as a bit on an ECC, and additional filters are added to act as parity check bits. This means that, for single error correction, 

the number of redundant filters needed is the same as the number of bits needed in a traditional single error correction Hamming 
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code. For example, for four parallel filters, three redundant filters are required, whereas for eight filters, four redundant filters are 

needed. This scheme therefore significantly reduces the implementation cost compared with that of TMR. 

This brief studies the protection of parallel filters using more general coding techniques. In particular, a key difference with 

ECCs is that both filter inputs and outputs are numbers. Therefore, not only a zero or a one can be used for the coding (as done 

with ECCs). This can be exploited, as shown in the rest of this brief, to provide error correction by adding only two redundant 

filters regardless of the number of parallel filters. The reduced number of redundant filters does not affect the ability of the 

scheme to correct errors but reduces the implementation cost. In the rest of this brief, first, the parallel filters and the existing 

ECC-based protection scheme are described.  

VII. CONCLUSION 

The digital filters have been studied in the paper and a brief overview of the fault tolerant scheme is given. The fault free DSP 

circuits helps to reduce the computation cycles and thus error correcting codes helps to improve the efficiency of the circuits. 

The filters find themselves applicable in several applications i.e. DSP, automotive, medical and space. Further these approaches 

can be implemented on hardware to make it real time implementable. 
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