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Abstract 

The newly emerged wireless sensor network (WSN) technology has spread rapidly into various multi-disciplinary fields.  In the 

agriculture field, the    automated irrigation system using soil moisture is being widely used everywhere. Zigbee  technology  help  

in overcoming  the  power efficient time problem  of  wireless  sensor  networks.  In some cases the moisture sensor fails to measure 

the moisture content of soil or the entire node fails to perform, leading to incorrect irrigation method for the system. Because of 

incorrect irrigation methods the farmers suffer large financial losses. Hence sensors are the essential device for precision 

agricultural applications.  So it is important  to identify  the  Node failure or failure of sensors  in  connected  system  .In  this  

project ,by  implementing  the  trust  mechanism  to the  automated irrigation system  ,failures of the nodes can be  identified. Trust 

mechanism is an additional scheme given along the working process of system .This mechanism helps in monitoring each nodes 

active performance and also indicates if there is any nodal failure.  
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________________________________________________________________________________________________________ 

I. INTRODUCTION 

Agriculture   uses 85% of available fresh water resources worldwide, and this percentage will continuous to be dominant in water 

consumption because of the population growth and increased the food demand. There is an urgent need to create strategies based 

on science and technology for sustainable uses of water, including technical, agronomic, managerial and institutional 

improvements. There are many systems to achieve water savings in various crops, from basic ones to more technologically 

advanced ones.   In  agriculture field  ,farmers  face a great difficulty in  gaining  information  regarding soil  content, weather  that  

it  is good  for  crop  production  (or) not. To   overcome this problem   the   automated   irrigation system using   zigbee technology 

is now being used everywhere. The   soil  sensor  senses  the  moisture  content   of  soil  and  if  the  value sensed  data   with  the  

threshold  values  which  are  required  for the  crop  production then  the  irrigation   starts  automatically the sensors may  face 

environmental  hazards  as they are  placed  in  an open  environment. In some cases   the   sensor   fails   to   senses, the moisture 

content of soil due to natural (or) manmade activities.   In other cases the entire node at the connected system may not function or 

malfunction, which cause the major fault in the irrigation process. So identifying the nodal failure is important task to be 

implemented in the automated irrigation system. Trust mechanism is being used in the system which helps in detecting the failure 

of nodes. Trust mechanism is nothing but an additional scheme given to the existing process of the system, to detect the presence 

and activity of nodes connected in the system. In case of the absence activity of nodes, it is declared as a node failure. The project 

is designed to detect the failure of nodes in the automatic irrigation system which switches the pump motor ON/OFF on sensing 

the moisture content of the soil. The aim of the implementation of Trust mechanism in Automatic Irrigation System is to detect the 

Node failure. By using this project, the crops are being prevented from incorrect irrigation method. 
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II. EXISTING SYSTEM 

 Active Trust: Secure and Trustable Routing in Wireless Sensor Networks  

The most important innovation of Active Trust is that it avoids black holes through the active creation of a number of detection 

routes to quickly detect and obtain nodal trust and thus improve the data route security. Active Trust can significantly improve the 

data route success probability and ability against black hole attacks and can optimize network lifetime. 

An overview of the Active Trust scheme, which is composed of an active detection routing protocol and data routing protocol 

 Active Detection Routing Protocol:  

A detection route refers to a route without data packets whose goal is to convince the adversary to launch an attack so the system 

can identify the attack behaviour and then mark the black hole location. Thus, the system can lower the trust of suspicious nodes 

and increment the trust of nodes in successful routing routes. Through active detection routing, nodal trust can be quickly obtained, 

and it can effectively guide the data route in choosing nodes with high trust to avoid black holes. 

III. EXPERIMENTAL RESULTS 

The experimental analysis of the nodes under different condition states the successful routing method of active trust scheme. The 

experimental results are based on three main category.  A novel security and trust routing scheme based on active detection, and it 

has the following excellent properties: (1) High successful routing probability, security and scalability. The Active Trust scheme 

can quickly detect the nodal trust and then avoid suspicious nodes to quickly achieve a nearly 100% successful routing probability. 

(2) High energy efficiency  

IV. IRRIGATION SYSTEM USING A WIRELESS SENSOR NETWORK AND GPRS MODULE 

 System Proposed 

The deployment of an automated irrigation system based on microcontroller and wireless communication at experimental scale 

within rural areas was to demonstrate to reduce water use. The implementation is a photovoltaic powered automated irrigation 

system that consists of a distributed wireless network of soil moisture and temperature sensors deployed in plant root zones. Each 

sensor node involved a soil-moisture probe, a temperature probe, a microcontroller for data acquisition, and a radio receiver; the 

sensor measurements are transmitted to a microcontroller-based receiver. This gateway permits the automated activation of 

irrigation when the threshold values of soil moisture and temperature are reached. 

Communication between the sensor nodes and the data receiver is via the zigbee protocol, under the IEEE 802.15.4WPAN. This 

receiver unit also has a duplex communication link based on a cellular- internet interface, using general packet radio service 

(GPRS) protocol, which is oriented mobile data service used in 2G and 3G cellular global system for mobile communication 

(GSM). 

The internet connection allows the data inspection in real time on a website, where the soil moisture and temperature levels are 

graphically displayed through an application interface and store in a database server. 

This access also enables direct programming of scheduled irrigation schemes and trigger values in the receiver according the 

crop growth and season management. Because of its energy autonomy and low cost, the system has potential use for organic crops, 

which are mainly located in geographically isolated areas where the energy grid is far away.    

 Automated Irrigation System 

Components Used  

 Wireless sensor units (WSUs) 

 Wireless information unit (WIU) 

 Wireless Sensor Unit (WSUs) 

A WSU is comprised of a RF transreceiver, sensors, a microcontroller, and power sources. Several WSUs can be deployed in-field 

to configure a distributed sensor network for the automated irrigation system. Each unit is based on the microcontroller 

PIC24FJ64GB004 (Microchip Technologies, Chandler, AZ) that controls the radio modem XBee Pro S2 (Digital International, 

Eden Prairie, MN) and processes information from the soil-moisture sensor VH400 (Vegetronix, Sandy, UT), and the temperature 

sensor DS1822 (Maxim Integrated, San Jose, CA). These components are powered by rechargeable AA2000-mAh Ni-MH cycle 

Energy batteries (SONY, Australia). The charge is maintained by a photovoltaic panel MPT4.8-75 (Power Film Solar, Ames, IN) 

to achieve full energy autonomy. The microcontroller, radio modem, rechargeable batteries and electronic components were 

encapsulated in a waterproof polyvinyl chloride (PVC) container. These components were selected to minimize the power 

consumption for the proposed application. 
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 Wireless Information Unit (WIU) 

 The soil moisture and temperature data from each WSU are received identified, recorded, and analyzed in the WIU. The WIU 

consists of a master microcontroller PIC24FJ64GB004, an Xbee radio modem, a GPRS module MTSMC-G2-SP (Multi Tech 

Systems,Mound view,MN),  an  RS-232  interface  MAX3235E(Maxim  Integrated , San Jose, CA), two  electronic relays, two 12 

V dc 1100 GPH Live well pumps (Rule-Industries, Gloucester, MA) for driving the water of the tanks, and a deep cycle 12V at 

100-Ah rechargeable battery L-24M/DC-140 (LTH, Mexico), which is recharged by a solar panel KC130TM of 12 v at 130 W 

(Kyocera, Scottdale, AZ) through a PWM  charge controller SCI-120 (Syscom, exico).  All the WIU electronic components were 

encapsulated in a waterproof PVC box. The WIU can be located up to 1500-m line-of-sight from the WSUs placed in the field. 

The irrigation system is overviewed by the internet connection via mobile communication, smart phones.  

The web application helps in the direct programming of scheduled irrigation system and adjusting it. Graphical user interface 

software was developed for real time monitoring and programming of irrigation based on soil moisture and temperature data. The 

irrigation system can be adjusted to a variety of specific crop needs and requires minimum maintenance. The modular configuration 

of the automated irrigation system allows it to be scaled up for larger greenhouses or open fields.  

V. PROPOSED SYSTEM 

 
Fig. 1: Block Diagram of Proposed System 

 Wireless Interfacing Unit  

A WIU is comprised of a PIC microcontroller, sensors and power sources. Several WSUs can be deployed in –field to configure a 

distributed sensor network for the automated irrigation system .Each unit is based on the microcontroller PIC16F877A that controls 

the radio modem Zigbee and the process information from the soil-moisture sensors VH400 .These components were selected to 

minimize the power consumption for the proposed application. 

 Irrigation System 

The Nodes with moisture sensors are placed at a field in a uniform pattern. A threshold value for moisture level in soil is set 

accordingly to the crop to be harvested. The Moisture content of the soil for Green house agriculture should be maintained at 

constant value over a period of time. A threshold value of 120 m3 to 150 m3 is set to the system 

In this system, it consists of 3 Nodes connected to each other by means of zigbee wireless modem.  Node 1 and Node 2 called 

as sensing node and Node 3 called as receiver node as well as Master Node. The Master controller node plays an important role in 

an automatic irrigation system. In Node 1 and Node 2 have same operation, but the address of the destination is different. The 

address of the destination is set on receiver node. Node 1 and Node 2 sensed the information by using sensor this sensing 

information transmitted to ADC .An ADC converts it from analog to digital then transmitted the digital data to UART for serial 

communication. This is inbuilt in PIC Microcontroller 16F877A. ZigBee is used for wireless transmission of data. ZigBee transmits 

data of Node 1 and Node 2 to the receiver node of ZigBee. This Receiver node sends the data to PIC 16F877A microcontroller and 
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information display on the LCD of receiver node as well as PC. The moisture value of crop is displayed on the LCD and PC and 

it compares the threshold value of crop and running value. When running value crosses the threshold value then automatic operation 

start. Every content of the soil moisture from each node is send to the PC via zigbee modem at a regular interval.  

  Pump Performance   

The performance of the Pump is displayed in the LCD of the Master Node connected in the system. If the Moisture content is 

below the threshold value then the pump switches ON. The pump remains in working condition until all the nodes are well above 

the threshold soil moisture value. When all nodes attain the high moisture level the pump is switched OFF 

VI. IMPLEMENTATION AND DESIGN 

  Trust Mechanism 

For the detection of node failure process, the Trust mechanism is added along the existing irrigation process .Trust mechanism 

involved in a module involving the scheme called “WATCH DOG”. The watchdog is responsible for the detecting the nodes that 

do not forward packets. To do so, each node in the network  buffers every transmitted packet for a limited period .during this time, 

the master node places its wireless interface in the promiscuous mode in order to overhear whether the next node has forwarded 

the packet or not.  

The trust mechanism performance is overviewed on the basis of receiving data from the every zigbee modem connected in the 

network. If the zigbee of any connected nodes fails to forward the data packet to the main controller node over a period of time 

then it is assumed as a failure. The failure of node is indicated in main controller and the PC. The PC and main controller node 

continues on to display the failure of node until it receives new data packet from the respective node. 

 Sensor Error   

In other case the sensors, may fail to measure the soil content of soil .The soil moisture of any field will at least have a minimum 

level of moisture content to be measured .If the sensors are not placed in right manner or damaged under any circumstances, the 

measured value will be too low or even 0.If that’s the case then the sensors are facing some error which will be displayed at the 

PC. Sensor errors are not relevant to that of Nodes performance and Failure. The Monitoring of the sensor information is displayed 

on the master node LCD as well as PC and further the failure detection is also indicated along with it. 

 
Fig. 2: PC view of Moisture for each Node connected in system 
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Fig. 2: PC view of Moisture for each Node connected in system 

 

Result of all the respective sensor data are displayed in the LCD of respective nodes. The gradual changes in moisture level are 

also indicated regular time interval. The measured value of moisture sensor is also displayed in the PC with the help of the 

LABVIEW 2013 software. The moisture level of the each node is forwarded to the PC at regular interval of time. 

The absence of the data to be forwarded to the Main controller nodes from other nodes over period of time is indicated as Node 

failure. This Failure of Nodes is displayed in LCD of Main controller nodes .The failure of Nodes is displayed in LCD until it 

receives any data packet from that Node. 

The failure of the Node is also displayed and monitor in PC via Zigbee connection .In condition of the Nodal failure in previous 

existing system, the system performs with the last received data which may cause a major imperfection in the system. 

 
Fig. 3: PC view of Failure of Nodes 
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VII. CONCLUSION  

Node failure is the major thread for the automated irrigation system which can be identified using trust mechanism.  The method 

of detecting the node failure is common for all the nodes connected within the WSN .The node failure cannot be rectified 

automatically after its detection ,hence the defects may vary for each node by external and internal damage  .So individual process 

of rectification is required in case of each node. 
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