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Abstract 

Multi-core processors brings a much higher level of flexibility to the designer. Due to the increased design complexity, the existing 

verification techniques are insufficient for eliminating design errors before the design is manufactured. Tracing internal signals 

during circuit’s normal operation, provides real-time visibility to the circuit under debug. The decisions on when to acquire debug 

data during post-silicon validation are determined by trigger events that are programmed into on-chip trigger units. Trace buffer 

such as embedded memories are used to capture debug data during in-system silicon debug. At the end of the debug session, the 

trace buffers can be offloaded through a trace port such as the JTAG interface for post-processing.  
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________________________________________________________________________________________________________ 

I. INTRODUCTION 

As the design size increases and the Intellectual Property (IP) blocks developed by different vendors are integrated together, silicon 

prototypes are rarely bug-free. More than 60% of design tape-outs require a re-spin. More than half of the failures are not due to 

power or timing defects but due to logical or functional errors not discovered during pre-silicon verification. These silicon re-spins 

increase costs and the time-to market margins dramatically. 

In order to reduce the cost of re-spins (both mask costs and the implementation time), it is essential to identify the escaped bugs 

as soon as the first silicon is available. For that, design-for-debug (DFD) methods that target the improvement of real-time 

observability of internal signals during post-silicon validation are used. 

In this work, on-chip debugging technique with real-time obsevability is used to design the debug IP for STORM CORE 

Processor. 

II. ON-CHIP DEBUGGING 

The increased observability resulted from the use of on-chip debug hardware can help engineers to be more confident in concluding 

if an erroneous behavior has occurred, as well as to help locate the bug during the debug process. Two most commonly used on-

chip debug techniques are, Scan chain-based technique and Trace-based technique. 

 Scan Chain-Based Technique 

Reusing the internal scan chains, which is the most widely used technique to increase observability of a circuit during 

manufacturing test, is the primary goal in scan chain based technique. It first captures all the internal state elements using the scan 

technique in a design when a specific breakpoint condition occurs. After that, the captured data can then be offloaded through the 

scan chains for failure analysis. One problem with scan chain-based technique is that it will not be able to acquire data in real-time 

during post-silicon validation. This is because the circuit has to stop and then resume its execution during scan dump. Since 

functional bugs can sometimes appear in circuit states that may be exercised thousands of clock cycles apart, it is therefore desirable 

to maintain circuit execution during scan dumps. Although this can be overcome by double buffering the scan elements, it will 

lead to a substantial area penalty. Even if this penalty would be acceptable, data sampling in consecutive clock cycles using only 

the available scan chains will not be possible. However, this ability to acquire data continuously is an essential requirement for 

identifying timing-related problems in a design during post-silicon validation. 

 Real-Time Trace Based Technique 

To be able to acquire data in real-time during post-silicon validation, one can connect the signals of interest directly to the device 

pins so that it can be monitored by external logic analysis equipments. However, the difficulty of driving device pins with high 

internal clock frequencies and the limited number of available pins used only for the purpose of post-silicon validation makes 
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external logic analysis insufficient for complex SoC designs. As a result, trace buffer based technique which uses embedded logic 

analyzers (ELA) has emerged as a complement to the scan chain-based technique. 

Integrating the functionalities of logic analyzers into the CUD using additional hardware is the idea behind embedded logic 

analysis. Embedded logic analysis is a DFD technique used for improving the observability of internal signals of SoC design by 

acquiring debug data on-chip into embedded trace buffer. This is achieved through a DFD event detection mechanism that can be 

configured to a specific trigger event at which the acquisition process starts or stops. 

An example of an ELA [2] is shown in Fig. 1. The ELA can be divided into four components: control unit, trigger unit, sample 

unit, offload unit. The control unit monitors the trigger unit, sample unit and offload unit during post-silicon validation. It contains 

one or more FSM with programmable registers. The programmable registers can be configured using a serial interface like JTAG 

for receiving different control instructions in each debug experiment. The trigger unit has one or multiple event detectors and/or 

event sequencers for detecting desired trigger conditions on the set of connected trigger signals. To allow different trigger 

conditions to be detected in multiple experiments, the event registers can be configured by the control unit. The sample unit is 

responsible for acquiring data when it is notified by the control unit. To provide real time observability, the sample unit contains 

an internal trace buffer such as embedded memories. It acquires data from the trace signals. When the trace buffer is full, the 

offload unit can initiate data transfer for unloading the sampled data. This is done by using a serializer to reformat the data for 

using low-bandwidth device pins. 

 
Fig. 1: Embedded Logic Analyzer 

The debug flow for using the trace-based technique with ELA [9] is shown in Fig. 2. The first step of this approach is to design 

the ELA during the chip realization process. This includes determining the types of event detectors (bitwise, comparison, logical 

operations) to be used and designing the event sequencers in hardware. Also,the decision on which signals should be monitored 

by the trigger unit as the trigger signals, and which signals should be connected to the sample unit as the trace signals has to be 

made at this time. When the circuit manufactured with the ELA is being validated under actual operating conditions, the debug 

engineer initiates the debug cycle by first setting up the trigger conditions. Then, the CUD can be put into the operational mode, 

and the ELA will monitor the trigger events, upon when data will be sampled in real-time into the on-chip trace-buffers. The 

sampled data is then subsequently transferred off the chip via a low bandwidth interface to a post-processing stage. 

 
Fig. 2: Debug Flow when using the Trace-Buffer-Based Technique 

This stage includes organizing the sampled data such that it can be fed to a simulator, where the debug engineer can analyze the 

data to identify logic bugs. It has been shown in that a complex design can contain tens to hundreds of bugs. As a result, it is very 

likely that the debug engineer will have to iterate steps 2 to 7 in Fig. 2 during debug to gather the additional data for identifying all 

the concerned bugs. Also, since the set of trigger signals and trace signals in the ELA are determined at design time, it is not 
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uncommon that the debug engineer will have to redesign the ELA and manufacture the modified CUD such that different data can 

be acquired for debug. However, this will require the debug engineer to perform more iterations of the entire debug flow, and thus, 

lengthening the total debug time. 

III. OVERVIEW OF THE PROPOSED DESIGN 

 
Fig. 3: Detailed Block Diagram of Silicon Debug Unit 

STORM CORE Processor [16] used as one of the cores in this Debug Unit. Each core is provided with a programmable trigger 

unit, which can start, stop debug activities in the core. Debug data is stored in trace buffer provided for each cores. When the trace 

buffer is full the debug data is offloaded through JTAG unit. A Selector is provided to select any one of the trace buffer to the 

JTAG unit. Debug control unit is used for controlling all other units by providing necessary control signals for them. 

 Debug Control Unit 

Fig. 4 shows the block diagram of Debug Control Unit. This unit is designed to monitor sample requests from all data sources, as 

well as gather information from JTAG unit. Using this information, it makes real-time decisions on where and when to acquire 

data and enable trace buffer to store the debug data. When the trace buffer is full, it provides the control signals to offload the 

debug data from the trace buffer to JTAG Unit. Thus debug control unit provides all the necessary signals to control all other units 

to make real-time trace based debug. 

 
Fig. 4: Block Diagram of Debug Control Unit 
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 Programmable Trigger Unit 

After the circuit-under-debug is configured into the debug mode, we can specify the trigger event, upon when data should be 

acquired from the circuit. From that sampled data, we can locate the bugs. When additional data is required, the designer will 

configure another trigger event such that different set of data can be acquired. Fig. 5 shows the block diagram of Programmable 

Trigger Unit. It consist of Debug_ module_selector, Debug_ signal_ selectors, Assertion Unit, Trace_ data_ selector and a 

Trace_transfer_ unit. Debug_ module_ selector is used to select different debug modules of the STORM CORE. Debug_ signal_ 

selectors is used to select different signals of STORM CORE. Assertion_ Unit is used to select the trigger events, upon the 

activation of which various debug signals are selected. Trace_ data_ selector for selecting the outputs of the selected debug 

modules. Trigger unit in   Fig. 6, is used to monitor different signals of various modules of the STORM CORE Processor. The 

Monitor in the trigger unit is configured using assertions, which can be used to perform automatic checks of relationships among 

control signals available from the processor. Trace_ transfer_ unit consists of a FIFO for storing the 64 bit data and convert it to 

32 bit ,then it is transferred to the trace buffer. 

 
Fig. 5: Block Diagram of Programmable Trigger Unit 

 
Fig. 6: Trigger Unit for Selecting the Signals 



Real Time Trace Based Silicon Debug Infrastructure for SoCs with Distributed Trace Buffer  
(IJSTE/ Volume 4 / Issue 6 / 018) 

 

 All rights reserved by www.ijste.org 
 

93 

 Trace Buffer 

The debug data from the trigger unit is stored in the trace buffer shown in Fig. 7. The control signals for the trace buffer, like 

read/write, buffer_ full & buffer_ empty are controlled from the debug control unit. When the trace buffer is half full, the debug 

data stored in the trace buffer is offloaded through the JTAG for processing. 

 
Fig. 7: Block Diagram of Trace Buffer 

 Cross Trigger 

Cross trigger unit monitors trigger signals across the cores. The block diagram of cross trigger unit is shown in Fig. 8. It shares the 

signals between the cores for debugging the signals of one core depending on the activation of the trigger event in other core. Cross 

triggering is activated whenever the enable signals of both the cores are set. In this design of Debug unit, cross trigger signals have 

given the highest priority. 

 
Fig. 8: Block Diagram of Cross Trigger Unit 

 Selector 

In multi-core processors using distributed trace buffer, to select one of the trace buffer, at a time to offload the data through the 

JTAG, an arbitration technique is used. This arbitration technique is coded in the selector unit. 
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 JTAG 

The Debug module can be configured and the debug data from the trace buffer is offloaded through the JTAG cable. The JTAG 

cable sends the signals to a JTAG TAP, a hardware module included in the target system. The TAP enables the hardware debug 

module, and passes commands and data to it. 

TAP consists of an Instruction Register (IR) and one or more scan chains, which appear as Data Register (DR).The TAP 

multiplexes the serial input and output data to one DR at a time based on the value in the IR. The hardware debug module appear 

as a DR. 

IV. RESULTS 

The proposed Debug unit is comiled and simulated using GHDL. The waveform of the simulated units are viewed using XILINX 

ISIM Waveform Viewer software. 

 
Fig. 9: Final output waveforms of Debug Unit 

V. CONCLUSION 

As the complexity of integrated digital circuits and systems continues to grow, it is increasingly difficult to guarantee error-free 

first silicon. In order to shorten the time-to market and avoid escalating fabrication costs due to design re-spins, DFD techniques 

have been experiencing a growing acceptance for reducing the burden of post-silicon validation. Among the numerous DFD 

techniques that have been proposed in recent years, trace based technique has received increased attention due to its ability to 

acquire debug data in real-time, & in-system. So this technique is explored in this work for developing a Debug unit for STORM 

CORE Processor. The Debug unit designed as re-programmable according to the configuration data given through JTAG to the 

Debug unit. Debug control unit, Programmable trigger unit with assertions, cross trigger unit, debug data transfer unit and Trace 

buffer for the Debug module is designed and it’s functionality is verified using Virtex -4 FPGA. 

The Debug module designed can be improved using efficient compression techniques, so that more debug data can be accessed 

simultaneously. An error correction mechanism can also be included along with the debug unit for correcting the errors at run time. 

REFERENCES 

[1] B. Vermeulen and S. K. Goel, Design for debug: Catching design errors in digital chips, IEEE Des. Test Comput., vol. 19, no. 3, pp. 35 - 43, May 2002. 

[2] Ho Fai Ko and N. Nicolici, Resource efficient Programmable Trigger Units for Post-Silicon Validation, In Proc. IEEE Test Symp., pp. 17 - 22, May 2009. 

[3] H. F. Ko and N. Nicolici, Automated trigger event generation in post-silicon validation, in Proc. IEEE/ACM Des., Autom. Test Eur., pp. 256 - 259, 2008. 
[4] S. M. Abramovici, P. Bradley, K. Dwarakanath, P. Levin, G. Memmi, and D. Miller, Reconfigurable design-for-debug infrastructure for SoCs, in Proc. 

IEEE/ACM Des. Autom. Conf., pp. 7 - 12, 2006. 

[5] M. Boule and Z. Zilic, Assertion Checkers - Enablers of Quality Design, in Proc. IEEE/MNRC, pp. 97 - 100 , 2008. 
[6] Vermeulen B, Functional Debug Techniques for Embedded Systems, in Design &Test of Computers, IEEE, vol. 25, pp. 208 - 215, May 2008.M. Young, The 

Technical Writer’s Handbook. Mill Valley, CA: University Science, 1989. 

[7] Qiang Xu, Xiao Liu, On Signal Tracing in Post-Silicon Validation, In Proc. IEEE/(ASP-DAC), 15th Asia and South Pacific, pp. 262 - 267, Jan 2010. 



Real Time Trace Based Silicon Debug Infrastructure for SoCs with Distributed Trace Buffer  
(IJSTE/ Volume 4 / Issue 6 / 018) 

 

 All rights reserved by www.ijste.org 
 

95 

[8] Ho Fai Ko,and Nicola Nicolici, Algorithms for State Restoration and Trace-Signal Selection for Data Acquisition in Silicon Debug, Comput.-Aided Des. of 

Integr. Circuits Syst., vol. 28, no. 2, pp. 285 - 297, Feb. 2009. 
[9] Hyeongbae park, Jing-Zhe Xu, Kil Hyun Kim, and Ju Sung Park, On-Chip Debug Architecture for Multicore Processor, ETRI journal, vol. 34, Feb. 2012. 

[10] Ho Fai Ko, A. B. Kinsman and N. Nicolici, Design-for-Debug Architecture for Distributed Embedded Logic Analysis, IEEE Trans. Very Large Scale Integr.  

(VLSI) Syst., vol.19, pp. 1380 - 1393, 2011. 
[11] Ehab Anis and N. Nicolici, Low Cost Debug Architecture using Lossy Compression for Silicon Debug, In Proc. of the IEEE/ACM Design, Automation and 

Test in Europe, pp. 1 - 6, 2007. 

[12] Ehab Anis and Nicola Nicolici, On Using Lossless Compression of Debug Data in Embedded Logic Analysis, In Proc. IEEE /ITC, pp. 1 - 10, Oct. 2007. 
[13] Shan Tang and Qiang Xu, In-band Cross-Trigger Event Transmission forTransaction-Based Debug, In Proc. IEEE/DATE, pp. 414 - 419, Mar. 2008. 

[14] ARM Limited, CoreSight On-chip Debug and Trace Technology,  [online], Available:http://www.arm.com. 

[15] Multicore Core Debug Solution IP, [online], Available: http://www.ipextreme.com. 
[16] Stephan Nolting, STORM CORE Processor System, [online], Available:http://opencores.org. 

http://www.ipextreme.com/

