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Abstract 

The mobile adhoc networks are the decentralized type of community wherein cell nodes can talk with each other without the 

presence of primary controller. Due to non-presence of valuable controller routing, security and nice of service are the 3 major 

troubles of the community. The maximum green routing protocol is Ad Hoc On-demand Distance Vector AODV. It is most 

efficient to transmit records from supply to vacation spot by using the usage of AODV routing protocol. In this paintings, the 

development in the AODV protocol is executed for the congestion avoidance in the network. The proposed method is primarily 

based on the back propagation algorithm wherein blunders of every course is to be had from supply to destination is calculated. 

The first-rate course is selected which has minimal error or approach that which has least possibilities of congestion within the 

community. The proposed and existing algorithms are implemented in NS2 and it's been analyzed that proposed technique plays 

nicely in phrases of diverse parameters compared to present set of rules.                 
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________________________________________________________________________________________________________ 

I. INTRODUCTION 

Mobile ad-hoc network (MANET) is the most promising and rapidly growing technology that is primarily based on a self-organized 

and speedily deployed network [1]. Routing in ad hoc networks involves multiple hops. Due to mobility of nodes MANET is 

characterized by dynamic, continuously changing network topology [2]. For that we use the location based AODV protocol to 

overcome all the problems. AODV protocol in MANET are requires the information about geographical location of the nodes in 

network. This location information can be determined by using Global Positioning System (GPS). By using location information, 

AODV protocol limits the search for a new route to a smaller request zone of the ad hoc network. 

Finally, we will use the DES Algorithm as bases in our proposed algorithm which is based on the better throughput and network 

improvement in MANET [7]. 

 Objective 

The objective of this research is to improve the throughput by analysis of the following parameters: 

Packet Delivery Ratio 

Throughput 

Routing Load 

Energy efficiency 

 AODV Protocol  

AODV is an Ad hoc On Demand Distance Vector is a routing protocol designed for ad hoc mobile networks [5]. AODV is a 

reactive protocol, capable of both unicast and multicast routing [11]. AODV is an on-demand routing protocol, in which the route 

search process is initiated between the source and destination node as when needed. In this protocol each node maintains routing 

information in the form of a routing table having one entry per destination [5]. AODV uses the destination sequence number to 

guarantee the route freshness and loop freedom of the route [10]. AODV defines three messages: Route Requests (RREQs), Route 

Errors (RERRs) and Route Replies (RREPs). In order to discover and control the routing within the network from source to 

destination, these messages are used [5].  

The source sends Route Request Message to its neighbors. If a neighbor has no information on the destination, it will send 

message to all of its neighbors and so on. Once request reaches a node that has information about the destination (either the 

destination itself or some node that has a valid route to the destination), that node sends Route Reply Message to the Route Request 
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Message initiator. In the intermediate nodes (the nodes that forward Route Request Message), information about source and 

destination from Route Request Message is saved. Address of the neighbor that the Route Request Message came from is also 

saved [15]. In this way, by the time Route Request Message reaches a node that has information to answer Route Request Message; 

a path has been recorded in the intermediate nodes. This path identifies the route that Route Request Message took and is called 

reverse path. Since each node forwards Route Request Message to all of its neighbors, more than one copy of the original Route 

Request Message can arrive at a node. When a Route Request Message is created at the initiator, it is assigned a unique id. When 

a node receives Route Request Message, it will check this id and the address of the initiator and discard the message if it had 

already processed that request [14]. 

AODV is a packet routing protocol designed for use in mobile ad hoc networks (MANET)Intended for networks that may 

contain thousands of nodes One of a class of demand-driven protocols AODV is good in terms of bandwidth and energy 

conservation [16]. 

 There are two phases: Route Discovery and Route Maintenance 

 Route Discovery 

Two message types: RREQ and RREP Source broadcast RREQ messages. Node forward the RREQ if it is not the destination. 

Maintain back-pointer to the originator. Destination generates RREP message. RREP sent back to source using the reverse pointer 

set up by the intermediate nodes [5]. 

 
Fig. 2.1: Routing Discovery in AODV 

 Route Maintenance 

Route Maintenance – two message types: Hello and RERR Hello message is used for link status monitoring Ex: If a neighbor node 

does not receive any packets for more than predefined interval time, link to that neighbor is broken. RERR Message is broadcasted 

when: A node detects that a link with adjacent neighbor is broken If it receives a RERR from a neighbor for one or more active 

route [5]. 

 Sequence Number 

AODV differs from other on-demand routing protocols in that is uses sequence numbers to determine an up-to-date path to a 

destination. Every entry in the routing table is associated with a sequence number [11] The sequence number act as a route 

timestamp, ensuring freshness of the route. Upon receiving a RREQ packet, an intermediate node compares its sequence number 

with the sequence number in the RREQ packet. If the sequence number already registered is greater than that in the packet, the 

existing route is more up-to-date. 

 Performance Parameters in MANET 

 Packet delivery ratio 

The fraction of the data packets delivered to destination nodes to those sent by source nodes. 

 Throughput 

Number of packets sends or receives in per unit of time in network. 

 Routing load 

Number of routing packets (and supporting protocol control packets) transmitted per data packet delivered at the destination.  

 Energy Efficiency 

Energy efficiency, means using less energy to provide the same level of energy. It is therefore one method to reduce human 

greenhouse gas emissions. For example, if a house is insulated, less energy is used in heating and cooling to achieve a satisfactory 

temperature. 
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II. LITERATURE SURVEY 

Gurveen Vaseer, Garima Ghai and Pushpinder Singh Patheja. “A Novel Intrusion Detection Algorithm: An AODV Routing 

Protocol” developed Mobile ad-hoc network (MANET) is a collection of movable nodes capable of self-routing, constraining 

energy and decentralized handling of nodes. It faces many challenges due to uncertainty of network topology i.e. security and 

congestion. In this paper we propose a novel algorithm for intrusion detection gainst attacks such as probing, Denial-of-service 

(DoS), vampire and User-To-Root (U2R) in a MANET environment. The attack detection has been carried out using a profile 

(behaviour) analysis and a confusion matrix (True positives, True negatives, False positives, False negatives). The performance of 

a standard Adhoc On-Demand Distance Vector (AODV) routing protocol has been reported for all 4 types of attack in a network 

simulator-2(ns-2) environment. To the best of authors’ knowledge, this is the first paper reporting a novel intrusion detection 

algorithm using behaviour analysis for an AODV protocol in a MANET environment [1]. 

Ravinder Ahuja, Alisha Banga Ahuja, Pawan Ahuja “Performance Evaluation and Comparison of AODV and DSR Routing 

Protocols in MANETs Under Wormhole Attack “developed Routing in wireless network is fundamental task which helps node to 

send and receive packets. Due to lack of centralized authority security in mobile ad hoc networks is very difficult. Traditionally, 

routing protocols were designed for good performance only and security issues were not considered. So either new routing 

protocols should be designed which have security parameter also or security parameters must be included in the existing routing 

protocol. There are number of attacks on routing protocol, one of them is wormhole attack. We will evaluate the performance of 

AODV and DSR routing protocol under wormhole attack and compare the performance of these protocol without wormhole attack. 

Performance parameters are Average end to end delay, Throughput, and Packet delivery ratio(PDR). Neelam Janak Kumar Patel, 

Dr. Khushboo Tripathi ”Modified AODV Protocol for Detection and Prevention of Black hole Attack in Mobile Ad Hoc Network” 

developed Mobile ad hoc network (MANET) is a special group of nodes; those are infrastructure less and wirelessly[2]. In MANET 

nodes are legitimate to leave and join the network at any point of the period. MANET is vulnerable to various types of security 

attacks like a wormhole, black hole, rushing attack etc., so security in MANET is the most significant concern to give secured 

communication and transmission between mobile nodes. Black hole attack is one of the most destructive attacks in network layer 

against routing in MANET. A black hole is a malicious node, an attacker provides a single-hop, high-quality path on behalf of all 

destination beginning all nodes around it to forward packets to it. A black hole node sends bogus routing information, advertised 

that it has an ideal route and springs other good nodes to route data packets through one. A malicious node drops all packets that 

it received instead of forwarding those packets. In this research paper, we implemented IDSAODV routing protocol for improving 

the securities in MANETs. It is the reactive type Ad hoc On-Demand Distance Vector (AODV) routing protocol to escape black 

hole attack. To identify and avoid the black hole attack using a proposed routing protocol (idsAODV). It deliberated a modification 

of the AODV protocol. Using Network Simulator NS-2.35 we get the experimental results that show an improvement in 

Throughput, Packet Delivery Ratio (PDR), and End to End delay using the proposed routing protocol that is idsAODV and results 

are comparing with Normal AODV routing protocol in the attendance of black hole attacks. 

Satyam Kumar Sainy, Ravi Rai Chaudhary, Ajay Kumar” Performance Evaluation of Routing Protocols Based on Different 

Models in MANET” developed A mobile adhoc network is an independent system of mobile stations associated by wireless link 

to form a system. This system can be modeled in the form of an uninformed graph. Adhoc networks are peer to peer, multihope 

networks were data packets are transmitted to a source to destination through intermediate nodes (which serve as router). The 

performance of these three routing protocols is done on Glomosim Simulator and we concluded LAR1 has better throughput in 

comparison to both AODV and DSR routing protocols in all three scenarios. Packet delivery Ratio behaves like throughput, LAR1 

has better PDR in comparison to AODV and DSR [3]. Drop ratio is also similar to PDR, actually it is reverse of PDR so we can 

say that LAR1 has lower drop ratio in comparison to AODV and DSR. AODV and DSR have lower delay in comparison to LAR1. 

LAR1 routing protocol has higher delay, and it is also seen that as we increase the nodes, pause time and mobility delay is also 

increase. (CRAHNs) referred as Cognitive Improved Adhoc hoc On Demand Distance Vector (CIAODV) has been proposed with 

an aim to eliminate the overhead, resource consumption and taking advantage of conventional (AODV) protocol which considered 

as the most suitable protocol to dynamic and infrastructure less networks.  The simulation results prove that the (CIAODV) protocol 

achieves better performance in the term of throughput, end to end delay and overhead as compared to (AODV) protocol [3].  

LI Shibao, JIA Wei “AODV Route Protocol Research Based on Improved ERS Algorithm” developed Global flooding and 

expanding ring search are two commonly used methods in searching for an interested object in multi-hop wireless networks. Global 

flooding is not scalable for large networks. To take advantage of expanding ring search, in this paper, we propose an improved 

algorithm named HP-ERS-AODV which executes an efficient route discovery scheme by predicting current location of destination 

using hop counts of history. We provide detailed performance evaluation using simulation modeling and compare HP-ERSAODV 

with both ERS-AODV and Flood-AODV [4]. Our findings show that HP-ERS-AODV outperforms both ERS-AODV and Flood-

AODV by reducing end-to-end delay and by improving routing overhead. 

III. PROBLEM STATEMENT 

Due to the mobility of mobile nodes it has been difficult to maintain security of the nodes, so there is need of security in single 

path protocol that is AODV which can be improved by proper routing algorithms. 

For this security improvement we will use DES algorithm using Cryptography   improved AODV protocol to get better Packet 

delivery ratio, Throughput, Energy efficiency and routing load reduce.  
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IV. PROPOSED METHOD 

 Flow chart of the proposed algorithm 

Start

END

Declaration of source 

and destination node

DES Encryption

Direct path established

if (initial Energy < 

Threshold value )

RREQ to next neighbors

Wait for RREP from 

destination to source

DES Decryption

Yes 

If Next node is destination 

node

Select the path with average 

hop counts

recv Reverse() procedure 

start

Destination

YES

NO

No

 
 

The AODV protocol first Declaration the multipath route to the Source to destination and sends the DES encrypted and next node 

to the direct destination path established. The flowchart of the declaration is shown in Fig. After RREQ to the next node neighbours. 

Wait the RREP from destination to source select the path with average hop count and if generated energy less threshold value and 

yes, wait for RREP from destination to source, no the reverse the procedures start and destination using node in DES decryption 

and select the path. 

 Proposed Algorithm: 

Set Sender = S;  

Set receiver = R;  

Set protocol = AODV;  

Set location protocol = DES; 
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1) Step 1: Start 

2) Step 2: Declaration of Source and destination node. 

3) Step 3: DES encryption 

4) Step 4: if next node is destination node yes to direct destination path. 

5) Step 5: No, to the direct path established. 

6) Step 6: Else RREQ to next neighbors 

7) Step 7: wait for RREP from destination to source 

8) Step 8: select the path with average hop counts 

9) Step 9: if (initial Energy < Threshold value) 

10) Step 10: yes, wait for RREP from destination to source 

11) Step 11: No recv Reverse () procedure start 

12) Step 12: destination  

13) Step 13: DES decryption 

14) Step 14: stop 

V. CONCLUSION 

It has been concluded that AODV is the reactive routing protocol which gather network information for the path establishment 

from source to destination. The mobile adhoc network is the decentralized type of network due to which quality of service is the 

major issue in MANETs. The improvement in the AODV protocol is proposed using implement this method in NS2 using DES 

Cryptography technique to increase the throughput, packet delivery ratio by minimizing the routing load and Energy efficiency of 

the network. 
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