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Abstract 

Blockchain was born following the economic crisis of 2008 and as a solution to deal with the issues of the contemporary financial 

system. Based on research on crypto currencies, i.e., digitized currencies and operated by totally digital technologies, the 

Blockchain carries with it, according to the greatest technology gurus, new promises of innovation and innovation. The Blockchain 

is a revolutionary technology that allows the development and implementation of an "Internet of transactions". This paper provides 

an overview and the concept of blockchain and explains the benefits of blockchain and the challenges facing by the companies.  
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I. INTRODUCTION 

The idea of Blockchain [1] appeared with Bitcoin, the first cryptocurrency, known in the world, but, the channel shares common 

points with a cryptocurrency and the TCP / IP protocol. Historically the Internet and its TCP / IP ("Information Path") have 

accelerated the digital revolution, all thanks to the huge distribution of information in "peer-to-peer" PTP mode. In theory the 

Blockchain will produce "Transactional Paths" in PTP mode "peer-to-peer" is a duplicate register shared between all nodes of a 

network; each node can be a user or even a computer. To further simplify our purpose, this famous register notifies and timestamps 

each exchange between each node in a "block". As soon as the "block" is filled, it is "chained" after the previous blocks, so that 

everything is inscribed and visible to all in the network. It is therefore both a timestamped, secure server and a secure peer-to-peer 

database and that is where the disruption of classical transactional models as we know them lies. In every organizations, a trusted 

third ensures and guarantee that a transaction has taken place, and that it is operated only one times (bank, notary, auditor etc.). 

Blockchain allows a transaction or an exchange to take place between several "parties" by avoiding the presence of the trusted 

third party. In blockchain,the blocks are stacked chronologically, timestamped, and encrypted, the whole having been "validated" 

by the "miners" (through one of the nodes of the network) who make available their computing power in order to solve the 

mathematical problem submitted by the "chain of blocks". The resolution of the problem is thus equivalent to "validating" the 

transaction, much like a clearing house for payments and since transactions are visible to all, Blockchain is transformed into a 

formidable audit tool, which helps to build trust among the players. 

II. BLOCKCHAIN BENEFITS 

 Traceability and Transparency 

Traceability is ensured (audit trail) in Blockchain as all transactions are permanently registered, For example, Walmart, a company 

that uses Blockchain technology to improve and ensure the traceability of its products allows to have a visual access to immediate 

and certified information on the stages of production, distribution and marketing of its products. 

 Security 

It is with the use of the cryptographic approach, the Blockchain ensures with great precision the security of the transactions. In 

addition, information networking ensures that transactions cannot be hacked. Identity theft when carrying out a transaction is 

therefore theoretically no longer possible. 

 Timeliness 

Due to Blockchain’s networked infrastructure, registration and access to information are almost instantaneous. As proof, the world 

of finance is currently using the Blockchain approach to facilitate intermediation between banks, clearing houses and central banks. 

They see the opportunity to increase the efficiency of operations: speed of execution, reduction of resources and costs. 
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 Technicity, Access and Technology Dependence 

The subject is still very technical and difficult to access for the greatest number. However, by dint of evangelization, acculturation, 

many actors (such as Keyrus) contribute every day to the development of new platforms, and ultimately new uses. The largest 

ESNs (Digital Services Companies) like IBM integrate natively APIs to support the integration and diffusion of Blockchain 

technology. 

 Piracy and Network Integrity 

Theoretically impossible to hack, some applications of the upper layers, connected directly to Blockchain infrastructure, recently 

allowed hackers to steal large amounts of cryptocurrency, which has jeopardized the integrity of Blockchain infrastructure. In fact, 

even if the Blockchain in this case (a security breach in a business application operating on the public Blockchain Ethereum) is not 

to question, it is clear in any emerging technology. 

III. BLOCKCHAIN CHALLENGES 

 Blockchain Regulation 

It is highly important to define the legal scope of blockchain as companies in various sectors are waiting to get concrete direction 

on regulation and legislation so that  it can be implemented without any legal risks .There are areas such as Smart Contracts where 

there is a looming uncertainty on regulation and existing regulations do not cover Smart Contracts. 

 Blockchain Complexity 

Blockchain uses complex technical jargon which could be difficult to understand by non-technical users and hence efforts are taken 

to create glossaries and indexes to make it understandable 

Even though companies and organizations are using distributed ledger technology in a great deal, there is a shortage of skilled 

blockchain developers. 

 Blockchain Security Issues 

51% attacks are one of the most known security vulnerabilities where blockchain’s hashrate is controlled by malicious entities and 

these entities perform double spends by reversing the transactions and blocks the miners to confirm the blocks.Poor security 

practices also open security loopholes and hackers can easily attack on the cryptocurrency exchanges.  

Blockchain has been attacked by various type malware such as cryptojacking where the malware consumes computer’s resources 

to mine cryptocurrency.  

 Blockchain Scalability 

Blockchain’s transaction history keeps growing on daily basis and thereby there is a constant risk of slowness in the system. 

Blockchain’s scalability depends on various factors such as block size, response time, fees etc. At the beginning, the capacity of a 

block in blockchain was 1 MB and each block could hold almost 2020 transactions. Overtime, the number of transactions have 

started to grow causing a scalability problem. Since every transaction goes through a validation process, the number of transactions 

need to wait for a long time in the queue to get validated causing slower response time and causing scalability concern. 

With the increase in popularity of blockchain, validation process has become more expensive due to complicacy and increasing 

of mining resources. This has started to cause problem as the transactions waiting for validation need to wait for long time to finish 

validation unless a higher processing fee is paid for quick validation. 

IV. THE APPLICATIONS OF BLOCKCHAIN [4] 

Returning to the genesis of the Blockchain, we understand better why, philosophically, this technology (this exchange protocol) is 

in phase of "disrupt" many sectors. 

It is therefore on a rather simple premise that the Blockchain’s architectural principle is still based today: to ensure exchanges, 

transactions between 2 individuals, 2 entities, by getting rid of all intermediaries, trusted third parties. 

For a while, Blockchain applications have multiplied beyond the financial system, from the economy, from sharing to 

management, from the supply chain to smart contracts (these famous automatic execution algorithms). The fields of application 

thus transcend the economic sectors, and the Blockchain is already ready to transform all the current industries. This technology 

will transform the organization of transport, the supply chain, advertising, the energy production and distribution sector, the real 

estate market and insurance. It will transform the future by making us move from the Internet of Things to autonomous objects.  

Smart Contracts promise to object both immutability, evidence of their corruption if any, resistance to collusion. The Blockchain 

will allow to give the objects an identity and a full autonomy. Objects will even end up "owning" themselves, by executing code 

alone, soon and independently. 
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Take the example of the autonomous car: its future is not so much the fact that it moves alone .The ultimate point of the 

autonomous car model is that it rents itself, in all autonomy, and where users will pay only for use, directly to the car itself, without 

going through any trusted third party. No doubt the next evolution of Uber and Lyft models. 

 Financial Sector & Digital Assets 

Beyond Bitcoin, potential applications are numerous in the financial sector. NASDAQ [5] unveiled Linq in 2015: the very first 

private equity platform fully managed by Blockchain. Through this new system, private investors can transact the shares of private 

companies. There is no need for certificates to issue shares or hold shares of companies: everything is digitized and immortalized 

in the Blockchain ie, digital assets such as Open chain and Closed chain. The first digitizes all assets while the second focuses on 

the financial system revolution. 

 Digital Identity & Security 

oneName is an American start-up using the Blockchain to generate a digital identity that can only be used by the user to connect 

to different web services. No need to memorize countless usernames and passwords: only one digital identity is needed. 

Estonia, a forerunner in the field, has for some years now been establishing a digital identity project enabling its citizens to 

securely aggregate their personal information: digital identity for voting purposes, medical references, driving license, etc. A more 

recent project in partnership with the Tallinn Stock Exchange will allow shareholders to vote at shareholder meetings. The start-

up FollowMyVote for its part, focuses on the digitalization of the electoral system. Observing the multiple setbacks of several 

countries in terms of electoral fraud, the start-up proposes the application of Blockchain to ensure the audit and traceability of the 

electrical system. 

 Health & Pharma 

The health sector is also full of potential blockchain applications. In the field of pharmaceutical industries for example, the 

legitimacy, authenticity and traceability of clinical results are paramount. BlockRX uses Blockchain technology to ensure 

traceability of the supply chain. Another case of use in the field of health is application of blockchain in medical records. By 

digitizing these, the information of the patient is more easily transmitted from one professional to another (with the agreement of 

the patient) without any  faxes and doctor's sheets. The interest in this sector is so important that in early 2016, Phillips launched 

its own Blockchain research laboratory. 

 Insurance 

Another area of strong interest for the Blockchain is the insurance industry.. Here the possibilities are many and we are not at the 

end of our surprises. For example, peer-to-peer insurance (Ex: Dynamis) puts an end to the usual tripartite relationship between 

payers, insureds and insurers. It allows everyone to participate both in the pool of insured and investment gains. Another example 

is parametric insurance (eg, Rainvow) which compensates the insured automatically when a certain event occurs thanks to the 

"Smart Contracts". A striking example is the insurance potential on agricultural production against bad weather. With the help of 

sensors (rain or temperature for example), the payment of the service (to the insured producer) can be triggered automatically for 

example, after 2 months of drought (fictitious example). 

 Loyalty Programs 

Loyalty programs will also undergo major upheavals with the arrival of the Blockchain. The technology already allows to register 

as and progressively the points earned and used by members in real time. Once participating partners are registered and connected, 

all transactions (purchases and redemption of points) can be done in real time. No longer need to wait for its statement of end of 

the month or to reach a minimum threshold before redeeming ("redeem") your points on a reduced selection of products; the 

purchase and redemption of points can be done simultaneously.  

The real revolution in loyalty programs using a cryptocurrency in "close loop" is the transferable character of the Coin versus 

the point which is revolutionary. We "Deverticalize" the relationship by "horizontalizing" it. In fact, we no longer simply send a 

loyalty program (the sign to the loyalty card, itself to the customer), but we exchange with a community of customers and promote 

the exchanges within the same this community. It is a profound and complete paradigm shift. 

 Smart Contracts 

Smarts Contracts go well beyond the insurance industry. Any agreement between two parties has the potential to be digitized and 

automated. These self-executing contracts provide assurance to both parties that once the conditions are met, the contract will be 

honoured with no possibility of fraud, bad faith or interference with a third party. This is also the bet of the Ethereum project. 
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 Process and Information Exchange 

In the end, any exchange between different parties can be managed by Blockchain technology. Whether it is digital money, proof 

of identity, payment of insurance or transfer to a supplier or a customer, the logic remains the same: the process requires the 

exchange and the historization of transactions and it must be auditable, traceable, efficient and transparent. 

Given the incredible disruptive potential of this technology and its applications, one thing appears almost obvious: faced with 

such potential, it becomes important to measure all the consequences of the Blockchain and its applications on its business models, 

income and growth. 

V. CONCLUSION 

A blockchain designates a technology capable of storing and transmitting information in a completely transparent, secure manner 

and without the intervention of any control organ. Blockchain’s ability to support different business application makes blockchain 

one of the revolutionary technologies which would bring change in society, economics, business and technology. 
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