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Abstract 

During last few decades in surveillance cameras have been installed in different locations. The examination of the information 

was captured using the cameras that can play actual part in incidence prediction, online monitoring and goal driven analysis of 

applications which includes anomalies and intrusion detection. In recent days many Artificial intelligence techniques are been 

used to detect anomalies among them CNN using deep learning techniques was enhanced in the detection accuracy significantly. 

The main aim of this project is to recommend a new technique using on deep learning techniques for the anomaly detection in 

surveillance cameras. This method has been estimated in the UCSD dataset and showed in increase rate of correctness of the 

anomaly detection. This paper introduces Crime detection method based on deep learning technique. The architecture of this 

method has two main sectors which are called train network and detection classifier. The first phase aims for feature extraction 

and is consisted of five components with a deep structure. The aim of the second phase is detection. This phase is consisted of 

five deep neural network classifiers and reconstruction network. Each component in detection phase produces a detected class 

and a score. At last, by these detection classes and scores, the ensemble classifier performs the final detection and announces it..  
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________________________________________________________________________________________________________ 

I. INTRODUCTION 

In our life we meet many people, some of them are partially disabled and some are completely disabled. Partially disabled like 

paralysis in one hand or leg, and dumb deaf they manage their life with difficulties and they feel separate from others. The major 

problem of mute people is communication, here communication plays a major role to feel someone better and indulging them in 

an activity where they stand independent. The dominant problem of blind people is transportation like crossing roads, travelling in 

trains, travelling to other public places. For all these problems we want aid a single solution. By this thought the project Safe and 

Intelligent system for Multi-Organ Divyang people is developed so that disable person can live his life as he wants. 

In this project the flex sensors plays a major role. 

The glove is fitted with five flex sensors in that three are used to fulfill the basic need of a mute people and two flex sensors are 

used to control the home appliances. The flex sensor gives analog output depending on amount of bend of finger. This flex sensor 

output is given to ADC channel of ARM controller. We also used an accelerometer, it processes the signals and perform analog to 

digital conversion. Further the processed data sent in a wireless manner to the receiver section. In this section gesture and tilt is 

recognized and the corresponding output is displayed on LCD and simultaneously a speech output through speaker. 

II. RELATED WORK 

 Tracking and video surveillance activity analysis by  Binhpham, dian.w.tjondronegoro and Michael cheng. 

1) This work outlines a system for detecting net worthy behaviors .It  does not allow all the possible activities of interest It 

focus on abnormalities taking place . This raises the need of low complexity tracking algorithm robust to noise artifacts in 

system . It works on future history. 

2) This allows disambiguation of noise blobs(connecting elements) and facilitates classification in the case of occlusions and 

disappearance of people due to lightning, failures in the background model, etc. 
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III. METHODOLOGY 

 Block Diagram 

 
The proposed method of this paper using deep learning methods for detecting anomalies in video. Two main components are 

considered for this method. The first component is the extraction and learning of the feature and the second component is the  

detection of anomalies. Separately from these two components, there is a pre-processing period which is related to background 

estimation and removal.  

 Pre-Processing 

 
The first step before starting extracting and learning features is to estimate and remove the background. The background is 

indeed different for different scenarios as there are various methods for its removal. For instance, the background might include 

empty spaces or street borders. In this method, the background estimation is based on most occurrence of frequency (MOF) 

between video frame patches .For the background estimation steps at first, a histogram is generated for each frame of the video 

which is based on pixel sand their location in the image. Then the histogram of the frames in each patch is compared with each 

other, and the maximum values per patch are identified as background and are thus grayed. Removing the background will 

reduce the cost of the computing and the processing time. This step is considered as a part of train network .it will generate the 

histrogram. Background estimation will be done and the values will be stored. 

 Feature Extraction and Learning Component 

In addition to background estimation, train network has four main components. The profound network for extracting appearance 

feature uses a SDAE and the same structure of decode layer .Each frame is convolving to network with 1*1 window size and it 

includes stride and padding. All frames normalize in binary mode. This SDAE has 6 encode sheets and 6 same structure in 

decode layer which is deeper than the existing methods. The output of this step is detected objects which are called appearance 

representation. This output is used in detecting phase and also is utilized as an input to density estimation component in order to 

increase the accuracy of estimation. Density Estimation is carried out by convolutional neural network with 8 * 8. Windows 
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filter. The output of this component is feature map and the loss function is computed based on square error. In the estimation of 

the density, the sectors related with the background are considered zero. The third component is motion feature extractor. This 

deep network also has a similar structure to appearance feature extractor but it is based on frames patches. After entering the 

patch frame into the network, computing optical flow will be done based on comparison of frames in a patch. The output of this 

step is Motion Representation which is used for future detection. The last component is Scene Reconstruction which is based on 

reconstruction network. The structure of this reconstruction network is based on convolutional Auto- Encoder with the same 

CNN generator and discriminator networks. Generator part regenerate the scene which has 10 layers to reconstruct frames based 

on the previous and the next frame in same patch and the discriminator compares the generated scene with original one in order 

to compute the reconstruction error. It should be mentioned that discriminator part has the same assembly as that of the 

generator. A high reconstruction error during test indicates anomalies. The reconstruction error in train network is low and this 

will be a measure for detecting anomalies. At the end of the training step, a set of learned and combined features is created in 

order to achieve Crime detection. 

 Detection Component 

In the detection component, learned features which are generated in train network are given to a classifier with two classes of 

normal and abnormal. Features are given as individual and combined feature to these networks. Reconstruction error and 

appearance features are given to network as a combined feature since the appearance feature or object detection with a 

reconstruction error can be a strong feature for the detection of anomalies. The lower reconstruction error for the corresponding 

frame will make the detection more accurate. Two other combination features are Motion Feature and density map. These are 

two complementary features and the direction of signal must be equal to the transfer of density direction. The classifiers used in 

this method are simple deep classifiers which used the softmax function. five classifiers with the same structure are used in the 

detection step. There are 5 hidden layers in these networks in order to reduce the computing cost overhead. The last layer of 

these networks is fully connected. Each of these classifiers finally detects anomaly or normal situation and produces a score for 

the percentage of anomalies presence. This score ranges between [0 – 1].In addition to the classifiers, there is also an Auto-

Encoder reconstruction network which has the same structure as the Auto-Encoder in train network. But it is pre-trained and no 

generator exists in this component. This network uses the previous generator. A comparison is made between the test data and 

the trained network and according to the difference between reconstruction error in train and discriminator the score and the 

result of the detection of the anomaly are determined. The last component is final decision-making (ensemble)which determines 

the final detection result. This classifier is a simple linear classifier that declares the final result based on the percentage of votes 

and the score of other classifiers. The structure of this component is defined in a way that if four out of six classifiers vote for 

anomalies, the detection is declare as anomaly and the score is announced as the average of other classifier scores. 

IV. WORKING 

In different scenarios, anomalies will accordingly be different. 

The processing of surveillance cameras information in crime scenes poses time consumption and observation difficulties. Thus 

we use deep learning techniques in all phases of anomaly detection. Detection process is completely dependent on the 

environment, context and Crime scenario. Automatic controlling and monitoring will be done. 

 Divide video into frames and divide test frames to defined patches 

 Train the model to analyze the test data and detect the threatening object. 

 Interface embedded System with Deep learning model. 

 Send SMS to the control station about detection of abnormal or threatening objects. 

 Alert the surrounding area about abnormal event detection. 

 Hardware Requirements 

 PIC 16F877A Microcontroller 

 GSM Modem 

 Buzzer 

 16X2 LCD 

 Power Supply 

 Software Requirements 

 MPLAB IDE 

 Google Colab 

 Programming Language: Python 2.7 

 Frameworks :Sckit,TensorFlow,Keras 

 Operating System: Linux(Ubuntu) 
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 System Requirements: 

8GB Ram, 

40GB Hard drive, 

Quad core CPU. 

5Mega Pixel Camera 

 Flowchart 

 

V. RESULT 

Our model sorts the problem of a person sitting the whole time before a video screen and find out from which part of the video 

did crime scene occur or find anomaly in the video. 

 The main intention of our project is to detect the irregular activities which occurs in the videos. 

 The model will analyze the data and detect the threatening object. 

 Automatic notification will be sent to the control station about detection of abnormal event. 

 The challenges for detecting anomalies in videos include speed, online alerts, and localization. 

 Anomaly detected alert on LCD display. 
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 Multiple anomaly detection with text alerts.  

 

 Output video file to show detected anomalies in the video 

 

VI. CONCLUSION 

The scope of this project is to create a system that will detect crime events in images and videos consuming deep learning. In the 

subsequent release, the deep learning design will classify the events in the video. After that, we have designed an alert system to 

alert the corresponding person about the threat and the event. This will play a major role a time reduction in crime scene analysis. 

The proposed model will bring a redefined way to look into anomaly detection and alerting threatening objects. 
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